
       Minutes of the Joint Cleveland Audit Committee – Open Session

A meeting of the Cleveland Joint Audit Committee was held on Thursday 14 November 2019 in Marina & Endeavour, Cleveland Community Safety Hub.

Present:
Mrs Ann O’Hanlon (Chair), Mr Roman Pronyszyn, Mr Andrew Prest and Ms Gill Rollings 

Officials:
Office of the Police & Crime Commissioner for Cleveland 
Mr Simon Dennis, Chief Executive and Monitoring Officer 


Mr Michael Porter, Chief Finance Officer & Deputy Chief Executive 
Mr Barry Coppinger, Police & Crime Commissioner 
Ms Liz Byrne, Temporary Assistant Chief Executive 
Mrs Elise Pout, Standards and Scrutiny Manager   

Cleveland Police
Mr Richard Lewis, Chief Constable – for part of the meeting 

Mrs Joanne Gleeson, Chief Finance Officer
Miss Gill Currie, HMIC Liaison Officer
Mrs Xanthe Tait, Director of Collaborative Legal Services – for part of the meeting 

Mrs Cristiana Emsley, Director of Department of Standards and Ethics – for part of the meeting 

Mr Phil Brooke, Information, Security Manager – for part of the meeting 

 
External Audit – Mazars
Mr Campbell Deardan, Manager
Mr Gavin Barker, Engagement Lead 

Internal Audit - TIAA
Mr Chris Harris, Audit Director 


654
Apologies for Absence


Mr Stan Irwin 

655
Declarations of Interest

The Chair declared an interest as Members of the complaints scrutiny panel. 
656

Item 3: Open Minutes of the Previous Meeting held on 25 July 2019



With regard to paragraph 639 the Equality North East Gold Award, the committee wanted to ensure Cleveland Police had sufficiently promoted the independent validation it had received in gaining the award. It was confirmed that details had been placed on the OPCC website and via social media. The Chief Finance Officer (Cleveland Police) agreed that further work could be undertaken on this and the action remain as ongoing.

With regard to paragraph 645 – It was also noted that the Committee had, as a result of the HMICFRS Inspection Report, received a useful, lengthy and detailed briefing by the Chief Executive of the OPCC.  Furthermore the Chair reported she had attended an external stakeholder event led by the Chief Constable on the same topic. 


The minutes were held and signed as a true record.
657
Item 4: Civil Claims Statistics – Report of the Chief Constable       


The Director of Collaborative Legal Services presented a report that advised members of the number and types of civil claims against the Force and the amount paid out for those claims together with the reasons for the settlement. 



She gave an update on her role and an insight into the current arrangements, which included that over the last 6 months the team had moved more into dealing with litigation and civil claims, drawing on expertise of 3 teams, Durham, Cleveland and North Yorkshire, to include skills mapping and targeting the right resource to the right requirement. 

She explained that her role had strategic oversight across the 3 forces and on behalf of the Police and Crime Commissioners, which helped to prepare for future trends. The team had a part to play in the HMICFRS response, and were looking at where they could do more to support the operational part of the organisation. The team are working closely with DSE and HR and the strategic areas within the organisation, as well as looking at how the collaborative work can improve. 

There had been 35 claims between 28 February 2019 and 31 August 2019. Compared to 47 in the previous period. The claims had included employers liability claims, public liability claims and motor liability claims. It was explained that some work had been undertaken to explain the downward trend, which was partly to do with those the Force worked with externally who supported and represented claimants. It was noted that the work had not diminished but that it had changed in profile. 


Of the 12 cases finalised during that period 6 were successfully defended/withdrawn, compared with the last period where 25 cases were finalised and 18 successfully withdrawn.


Payments made on claims finalised during the period were detailed as follows

· Employers Liability - £594.07

· Public Liability - £59,489.61

It was also noted that civil claims varied in their magnitude and complexity and ranged from quite small to more serious cases and significant personal injury. 

The report also included the trends and fluctuations over recent years.

The Chief Constable provided the PCC with an exception report following the settlement of any civil claim case that met the following criteria

· was defended by the Force but had been lost at trial 

· the amount payable in finalising the case is above the insurance ‘excess’ for that claim. 

It was noted that there were no exception cases for this period. 

In conclusion it was noted that whilst Legal Services had no control over the number of claims received, feedback was provided on a case by case basis to ensure assistance was given to Service Units in managing risks. At the strategic level the Force took its ‘risk’ around civil litigation very seriously and worked tirelessly to ensure that liability was reduced wherever possible and that ‘lessons learnt’ form finalised cases was integrated into operation and organisational planning and delivery. 


The Committee discussed the report in some detail. The committee was assured that where claims involved serving officers’ conduct they were referred to DSE for internal investigation, which would then be dealt with under conduct regulations, with the civil matters investigated by the legal team. It was noted that where there was a situation where the Force didn’t have a defensible case, it would be independently reviewed by DSE and the Force would seek to resolve the case in the most economic way. 
It was noted that it was difficult from the report to be able to compare between years and it was agreed that the team would work on the presentation of the data for the next meeting. 
It was highlighted that the report only included civil claims and more information could be provided to the committee. The Chair responded that the committee worked to their current terms of reference but required assurance that the other aspects of this work were reported elsewhere. 
The Chief Executive outlined the process of the monthly Appropriate Authorities Liaison meetings which were joint meetings with the OPCC and the Force to discuss any information arising in from DSE or Legal services which might involve issues around the Chief Constable, the meeting was used to discuss the themes and trends, risks arising from the full range of contentious issues including Employment Tribunals, civic litigation, specialist tribunals. The minutes of the meeting, and any issues of concern, were then fed into the PCC’s scrutiny programme and published

The Chief Finance Officer (OPCC) agreed that there was a role for committee in oversight of that information, not necessarily the detail, but the risks that sit within that body of work. The Committee agreed it needed to understand what the risks are and it was agreed that some consideration be given to the way that this information could be provided to the committee. 
Agreed that:

1. The report be noted. 

2. That consideration be given to how the information can be presented to the Committee to the best effect. 


658
Item 5: Directorate of Standards and Ethics Update - Report of the Chief Constable 


The Director of the Department of Standards and Ethics provided a report that updated members on the work of the Directorate of Standards and Ethics (DSE) to provide an overview of the efficiency and effectiveness of the main DSE functions to include: complaints, conduct, counter-corruption and information management (data, information security, vetting and DBS) during 1 April – 30 September 2019. 


The Director of the Department of DSE provided information that had recently been received from the recent IOPC oversight meeting regarding quarter 2 information that didn’t feature in the report. The highlights of which included: 
· Performance in complaints, despite the massive volume, had been good.  The director thanked OPCC colleagues for their work in the triage of complaints.
· The appeal rate had dropped to one of the lowest in the country, which indicated that the complaints are thoroughly investigated. The IOPC had not upheld any cases, which created confidence in the complaints process. 

· The IOPC had no concerns about the thoroughness of the investigations and the number of days to finalise cases was lower than some similar forces. It was suggested that the department offered a gold plated complaints service, which was only to be improved by the introduction of the Single Online Home where complaints and compliments can be submitted on line. The IOPC saw this as best practice, they liked the format and wanted to direct other forces to view the developments in this area.  

· There had been a significant increase on the number of managed investigations, however this was due to the Force and the Department being more transparent and had included serious concerns and data breaches. 

· Independent scrutiny panel feedback had been well received with feedback from the IOPC suggesting other forces should adopt this model. They commended the panel for their understanding of the Police Reform Act (PRA) 
· That the Information Management Unit’s AFIs in relation to vetting had been closed, and NPCC lead for vetting had highlighted the Force as an exponent of good practice.

The Committee asked if the department was now fully resourced. It was noted that there were still some changes to be made owing to the fact that, as the department had become more embedded, more people come forward with complaints/issues which creates extra demand. The department had also undertaken an internal campaign over the summer to raise awareness of the department and how officers and staff could and should raise issues relating to standards and ethics. 
The Committee explored the issue identified in the HMICFRS report regarding the weaknesses in the Counter Corruption department. It was noted that the department was good in terms of its reactive work but that it needed to improve its proactive capacity. Benchmarking had taken place with Lancashire and the department was developing intelligence and its covert policing. Evaluation was being embedded; new staff were bringing in new skills and bringing best practice from other forces. 

It was noted that the content of the report contained a lot of acronyms and these should be explained in future reports to assist the reader.


The Committee asked if the strategy for the Abuse of Position for Sexual Purposes encompassed the safety of children, and it was confirmed that this was part of the wider proactive strategy within counter corruption 
Agreed that: 

1. That the report was noted. 
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Item 6: Information Security Update – Report of the Chief Constable
 

The Information Security Manager presented a report that provided the Audit Committee with assurance that Cleveland Police had implemented the necessary technical, physical, personnel and procedural security controls to protect its information and satisfy national Information Assurance (IA) requirements that were pertinent to government and policing. The report included a high-level summary of information assurance activities for 2019 that included Information Assurance Governance and compliance. 

In presenting the report it was noted there had been a continuous push of the training packages for staff and an active monitoring on the uptake of those. 
The Force was looking to improve overall information security governance, with new systems from ICT in order to assist that process. 
The Committee asked how often the Information Security Board (ISB) met and what staff level the membership was drawn from. It was noted that it would meet quarterly and now included the Senior Information Risk Owner (SIRO) ACC Graham and also included representatives from ICT, estates, information security team, information asset owners and legal or finance depending on the nature of the agenda. 
The Committee was assured that the meetings would now go ahead quarterly, and that the reason for not meeting recently had been due to changes in the Executive team. The Committee was further assured that the meeting was getting high level attention and attendance by the right people. 

The Chief Finance Officer (Cleveland Police) receives copies of the minutes of meetings and in October, ACC Graham wrote to all members to say it was a mandatory meeting and if people couldn’t attend that they should nominate a deputy.
It was noted that in June 2019 an IT Security Health Check (ITSHC) was conducted by external penetration testing, the results were generally positive however there were some issues that required attention. An addendum was circulated which included specific numbers. (Appendix 1) 

[image: image1.emf]Information Security  Report 2019 Addenum 4.2.pdf



The PCC sought assurance about the information security aspect of the new Single Online Home, the on line reporting mechanism available through the Force website. It was confirmed that information security had been taken into consideration, and it was based on a webserver therefore reducing vulnerability. 
Agreed that: 
1. The report be noted. 

2. The Information Security Manager to provide any support to committee members in order to fully understand the information.
3. The Chief Finance Officer (Cleveland Police) to organise a members briefing in the New Year.
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Item 7: Cleveland Police Ethics Committees – Report of the PCC and Chief Constable 


The Director of the Department of Standards and Ethics and the Assistant Chief Executive (OPCC) presented a report to update Members on the work of the Force Ethics Committees. Since the last report to the Committee in November there had been a number of changes with respect to Ethics Committee arrangements. In March 2019 Durham Constabulary withdrew from its arrangements for a joint external ethics committee with Cleveland in order to establish its own internal and external Ethics and Legitimacy Board. 


In the light of Cleveland’s PEEL inspection report and the feedback it received regarding ethical principles and behaviours within the organisation it was agreed that a joint (internal and external) committee be formed to support the development of ethics within Cleveland Police. To support members of the Ethics Committee a training package was developed with the College of Policing and training was scheduled before the end of the year. 


Terms of Reference had been produced for discussion with DCC Arundale. Specific items discussed by the External Ethics Committee were appended to the report. 


In conclusion, it was noted that a range of development work was required within Cleveland Police to understand ethics and to fully utilise the work of the committee to assist in the development of staff and to advise on police and practice. 

Agreed that: 

1. The report was noted
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Item 8: HMICFRS Update – Report of the Chief Constable 


The Chief Constable presented a report that provided an update in relation to recent inspection activity undertaken by Her Majesty’s Inspectorate of Constabulary and Fire & Rescue Services (HMICFRS). 


The Chief Constable provided the Committee with the context of the report. HMICFRS report had graded the force inadequate across all three sections, efficiency, effectiveness, legitimacy.  


The document outlined the 6 Causes of Concern which were appended to the report along with a copy of Cleveland Police – the Road to Improvement document.

The Chief Constable explained in detail the 6 Causes of Concern which included

· Prioritising crime prevention
· Failing to respond to vulnerable people including children

· Understanding Demand to effectively plan resources 

· Engaging with the community to understand the service it provides 

· Treating the workforce with fairness and respect
· Senior leaders not consistently demonstrating ethical behaviour

The Chief Constable went on to outline some examples of the work that the Force had undertaken since the report’s publication, including the neighbourhood survey, the introduction of a vulnerability desk to be established within the control room where a specialist would be on hand to ensure officers deal with everything including paperwork and ensuring that third sector agencies are involved. He outlined how the Force would focus on victims and how he was working with University of Teesside to establish ethical standards across the Force. 


It was noted the Chief Constable had set up a service improvement team, involving senior leaders. A new governance structure and decision making process had been established which was a mechanism that would create momentum and hold senior leaders to account.


It was reported that there were some ‘green shoots’ of improvement for example Public Protection Notice compliance rates had gone from 40% to 99% compliance. 


Ultimately the Commissioner would hold the Chief Constable to account for the delivery of the plan. Which it was recognised would take a number of years operationally and longer culturally to take effect. 

The Chief Constable noted that the Force now had a performance management framework, whereby operational commanders and police staff know what they are being assessed against. 

The improvement plans are managed through the improvement team and the plans were still emerging, the Chief Constable confirmed that he would attend the future Audit Committees to detail progress.  


The Chief Constable also noted the support that he had received from external bodies, for example he had met with the Home Office and the College of Policing, who had been asked to develop a training package for Cleveland Police. 


It was noted the Audit Committee would be involved along with other external committees in working on how they could support the improvement process and challenges faced by the Force.  

It was noted that the PCC’s monthly scrutiny meeting provided another level of performance management. Work has taken place to involve partners and improve and verify the information received.

The Committee questioned the impact of the developments arising from the HMICFRS inspection on the long term financial plan. It was noted that a temporary organisational structure had been established, costed, and that money was available, but any plans would need to be sustainable in the long term. The Chief Finance Officer (OPCC) noted that the HMICFRS report had been relatively positive in terms of the financial position. The financial plan would enable and support the Chief Constable’s direction of travel and it would come together as part of the full financial planning process over the next few months.  

It was noted that the ‘Road to Improvement’ document was the start of the conversation and further updates would be provided to the Committee. The PCC commented that the Force could not work in isolation and that all public sector organisations had a part to play in improving services for the people of Cleveland. 


 Agreed that:

1. The report be noted. 

2. Briefing to be arranged following PPOG in January 
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Item 9: Annual Audit Letter – PCC and Chief Constable – Report of External Audit 


The External Auditor presented the Annual Audit Letter summarising the work undertaken for the PCC and the Chief Constable for Cleveland to the year ended 31 March 2019. 

The report noted the Value for Money conclusion. The overall assessment was;  ‘in all significant respects, the PCC and Chief Constable had proper arrangements to ensure it took properly informed decisions and deployed resources to achieve planned and sustainable outcomes for taxpayers and local people.’ To assist auditors in reaching their conclusion the following sub-criteria are set out by the National Audit Office:

· Informed decision making

· Sustainable resource deployment

· Working with partners and other third parties

The auditor’s report, issued to the PCC and Chief Constable on 31 July 2019, stated that, in all significant respects, the PCC and Chief Constable put in place proper arrangements to secure economy, efficiency and effectiveness in its use of resources for the year ended 31 March 2019.

As noted in the Value for Money Conclusion, whilst the outcome of the Integrated PEEL Assessment carried out by HMICFRS in May 2019 had not been published, the new Chief Constable and the Chief Officer team had already recognised that performance needed to be improved and a detailed service improvement plan was currently being developed.

The report noted that the PCC had also recognised this as a significant governance issue in the Annual Governance Statement and had emphasised a concern over the extent to which the PCC can place reliance on the information provided by the Force. The PCC also commented that the Governance, Assurance and Scrutiny arrangements that were currently in place needed to be revisited to provide independent assurance to the PCC on the performance of the Force. The identified improvements are clearly very important issues that need to be a priority and focus for both the PCC and Chief Constable in the coming year.

Other operational challenges identified as requiring continued focus in the Annual Governance Statements included:

· developing the capacity and capability of leadership and individuals;

· ensuring openness and stakeholder engagement;

· managing risks and performance through robust internal control and strong public financial management;

· further enhancement of scrutiny arrangements; and

· delivering the ‘Everyone Matters Equality Diversity and Human Rights Strategy 2017–2020.
  
Agreed that:

1. The report was noted. 
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Item 10: Additional Fee Letter - PCC and Chief Constable – Report of External Audit 


The External Auditor presented a copy of the Additional Fee Letter which sought an additional fee variation of £950 plus VAT, against the combined OPCC and Chief Constable fees of £37,595 plus VAT making a total combined audit fee for 2018/19 audit of £38,545 plus vat. At the time that the audit letter was produced in mid August the fee hadn’t been finalised hence the request for the modest increase in fee for the additional time for working through the national issues raised from the McLeod judgement.  
The Committee noted that the PSAA had approved the fee increase. The Chief Finance Officer (OPCC) commented that it was a one off situation and not expected that this would be repeated. 

Agreed that:

1. The report be agreed.
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Item 11: Internal Audit Recommendations Update – Report of the Chief Constable 

The HMIC Governance Officer presented status update in relation to actions arising from internal audit inspections. It was noted of the 43 recommendations, 22 had been identified as complete by the Force, and they had been signed off by the auditors but remained on the action plan as ‘closed locally awaiting sign off’. 

The remaining live actions continued to be monitored, with regular updates provided by the action owners. 

Discussions took place and it was noted that the changes in leadership had not affected the completion of the actions. It was noted that the policies for HR were taking too long and that Freedom of Information (FOI) requests were also taking too long to finalise. The committee then scrutinised the reports and noted the information

A summary of all the actions were appended to the report. 

Agreed that:

1. The report be agreed. 

665

Item 12: Internal Audit Progress Report – Report of Internal Audit 



The Internal Auditor presented a report that provided the committee with an update on the progress of the work against the Annual Plan for 2019-20.


 
The report noted that no emerging risks which could impact on the overall effectiveness of the governance, risk and internal control framework of the organisation had been identified. 


Members queried the conflicting information that had been received. The outcomes reported by internal audit had been on the whole positive whilst the HMICFRS inspection had reported the opposite. The committee questioned if Internal Audit had been directed to look at the correct things and that stronger links needed to be made with HMICFRS in order to provide an accurate picture. 
As a way of ensuring a more through analysis of the information presented the scrutiny approach by the PCC has been broadened in order to ‘triangulate’ information from a wide variety of sources. 

A discussion took place as to how the audit committee could use internal audit more effectively, and that an overall scrutiny plan was required to confirm how internal audit could be best utilised to include information from HMICFRS and the OPCC.  


Agreed that:

1. The report be noted.  
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Item 13: Compare and Contrast Internal Audit Work/ Plan from 2017/18 to 2019/20 with the outcomes of the recent PEEL review – Report of Internal Audit 


The Audit Director, TIAA presented the report which outlined the role of internal audit was to provide independent assurance that an organisation’s risk management, governance and internal control processes were operating effectively. It noted that the role of Her Majesty’s Inspectorate of Constabulary and Fire & Rescue Services was to independently assess the effectiveness and efficiency of police forces in the public interest. The two services should complement each other with internal audit focussing on the back office and how, as a support service, it proved assurance over governance, risk and control for those services. It was not therefore possible or able to generate any meaningful data to try and compare and contrast the work of Internal Audit with that of HMICFRS.


The report outlined how the Internal Audit had assessed the questions within the HMICFRS inspection to establish the similarities and comparisons. The report outlined that their audits had identified that the management and leadership changes within the Force had a detrimental impact upon how the Force had been operating. The reviews had identified that there was still a good foundation in place and once senior management and leadership had been restored this foundation would support the rebuild necessary. The Chair and Members felt there was an opportunity for internal audit to work with HMICFRS to deliver the improvements needed. 

Agreed that:

1. The report be noted. 
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Item 14: Assurance Review of Governance – Data Quality Information – Report of Internal Audit 

The Internal Auditor presented a report confirming, following a review carried out in July 2019, the data quality and information governance was well understood by the Head of Information Governance and Data Protection Officer. The main system for managing data, Niche, had been used by the Force for some time and cleansing had been undertaken to improve data quality. At a corporate level, and owing no doubt to staff changes, improvements needed to be made at the Information Asset Board and Information Asset Owner level. A number of the Information Policies required attention due to the minor discrepancies within the policy.

The committee asked for a progress report on data cleansing. The Chief Finance Officer (Cleveland Police) noted that the information that had been cleansed involved the removal of duplicate entries, down from 150,000 to 40,000 duplicates at the time of the audit. 
A management action plan outlined 2 important actions, 2 routine and none operational. 

The overall assurance assessment: reasonable assurance

Agreed that:

1. The report be noted. 
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Item 15: Assurance Review of Digital Data - Report of the Internal Audit 


The Internal Auditor presented a report concluding; that based on the audit review undertaken in August 2019 and by inspection of appropriate documents and interview with relevant staff, Digital Data was being well managed. The Force had in place an experienced Transformation Team who operated and applied recognised project management techniques when managing initiatives such as Agile Working. The Head of Information Management/Data Protection Officer and her team had produced a number of important policies/procedures to assist with the development of Digital Data and Agile Working. As digital data was further supported throughout the Force, consideration was given to a corporate application that managed the review, retention and deletion of that data. 

It was noted that as part of the new Force Governance Structure, issues in relation to this would be taken to the Force Change and Innovation Board. 

A management action plan including outlined one routine action point. 
The overall assurance assessment: substantial assurance. 


Agreed that: 

1. The report be noted. 
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Item 16: Assurance Review of Pensions Administration – Report of Internal Audit 

The Internal Auditor presented a report confirming that the pension administration processes, procedures, staff and working relationships were well established and embedded and working as intended. There was no action points arising from the review carried out in July 2019. 

 
The overall assurance assessment; substantial assurance

Agreed that: 

1. The report be noted.
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Item 17: Assurance Review of Collaborations – Report of Internal Audit 

The Internal Auditor presented a report that, following the review carried out in October 2019, it was confirmed that the overall collaboration arrangements were working well and with the appointment of the Director of Collaborative Legal Services it provided good direction. A business case had been prepared to support every collaboration and Boards/Committees existed to monitor and review performance. Benefits realisation was not as robust as it should have been and even for long standing collaboration arrangements benefits should continue to be confirmed and monitored. 


It was noted that annual reports were also in progress. 


A management action plan outlined 1 important action point

The overall assurance assessment: reasonable assurance 


Agreed that: 

1. The report be noted.
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Item 18: Assurance Review of Governance – Ethical Standards & Embedding Culture – Report of Internal Audit 

The Internal Auditor presented a report, following a review in July/August 2019. It was noted that the Transforming Cleveland Police (Everyone Matters) was a new initiative which had embraced the College of Policing ‘Code of Ethics’. It noted that an integral part of the Code of Ethics was the Forces Values and Behaviour programme for all staff and officers. Although in its infancy the audit found that good progress had been made with the initiative and sound systems were in place. 

A management action plan outlined 2 routine action points. 

A question was raised regarding the ‘whistle blowing policy’ and if all staff were aware of how to raise concerns. The Chief Executive responded  confirming that there was a well identified route in which to raise concerns including OPCC officers, but the organisation tended not to use the term ‘whistle blowing’ furthermore he outlined that the protected disclosure policy was available to all on the Police Intranet.  
The overall assurance assessment: substantial assurance. 


Agreed that: 

1. The report be noted.
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Item 19: Assurance Review of Commissioner’s Grants – Report of Internal Audit 

In internal auditor presented a report, following the review in June 2019 and the previous audit (RSM UK) in September 2016 confirming the OPCC had implemented a number of improved control features which support the award of Commissioner’s Grants. The existing Commissioning Strategy document dated January 2015 was still a ‘draft for consultation’ and required updating. Overall the Commissioner’s grants were well managed with appropriate and adequate controls in place to support transparency and accountability. 

It was noted in the meeting that there was a strategy being produced, performance reporting progressed with officers, and the dates for the recommendations were achievable. 

A management action plan outlined 2 action points, 1 routine and 1 operational. 
The overall assurance assessment: substantial assurance.

Agreed that: 

1. The report be noted.
673
Any Other Business – In a verbal update from the Audit Director, TIAA. It was noted that the management of petty cash had improved significantly.  
674

Agreed that:

Pursuant to the Local Government Act 1972 the press and public be excluded from the meeting under Paragraph 7 of Part 1 of Schedule 12A to the Act.
Item 3 




















005716 / 00181827
	EP / EP IF =EP "" DocCreatorInitials\* MERGEFORMAT 
 EP IF =EP "" "/"\* MERGEFORMAT 
 005716 / 00181827 005716 IF ="MatterRef" DocVersion  IF <>"DocVersion" " / Version :  DOCPROPERTY DocVersion \* MERGEFORMAT " "" \* MERGEFORMAT 
 / Version : 
 \* MERGEFORMAT 
 / Version : 

	Page 1



_1635752555.pdf
Report to the Chair and Members of the Audit Committee
Addendum to 4.2
14t November 2019

4.2 An annual IT Security Heath Check (ITSHC) was conducted by an external
penetration testing company in June 2019. The results were generaly positive,
athough as expected some sues require remediation. Issues graded as "serious”
and “"high” have been fixed with few exceptions. ICT has been asked to provide a
pin for the completion of the necessary remediation work, including all "medium”
and “ow” Bsues.

SERIOUS HIGH MEDIUM LOW
PROTECTED (IL3) 3 (0) [0] 11 (6) [18] 27 [12] 14 [18]
SECURED (IL4) 1 (0) [0] 7 (0) [2] 15 [13] 7 [11]
Remarks:

Numbers in round brackets are those remaining as of 14 November 2019.

Numbers in square brackets are from the 2018 report. Note that simple numeric
returns are not useful for fine comparisons, as they depend on the type of scanning
tool, choice of samples, the method of reporting — e.g., aggregation against hosts,
by vulnerability or each combination.

The classffication SERIOUS-HIGH-MEDIUM-LOW is set by a standard metric (CVSS)
and the (external) testers’ opinion.

Rather than test every system, a sample of systemsis tested. Itis important to
consider the potential for any particular issue to be present elsewhere on the
estate.

The most worrying item was a SERIOUS issue concerning outdated or missing
antivirus signatures. It was quickly remediated. There is an outstanding question
of how this situation arose.

Typical HIGH issues concerned missing patches. Some wil be because we run circa
one month in arrears on patches to allow for additional testing. High-threat
patches are applied sooner.

MEDIUM issues are often a SSL configuration issue, SSL certificates or an issue
regarding web server configurations.

LOW issues are often more minor web server configuration issues.

The MEDIUM and LOW issues are often of reduced concern because they require a
technically capable adversary on the inside of the network. They should be fixed, but not
at the expense of other prioriies.

Phil Brooke
Information Security Manager
14 November 2019






