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Executive Summary
Introduction
1. This follow up review by TIAA established the management action that has been taken in respect of the priority 1 and 2 recommendations arising from the internal audit reviews listed below at Cleveland Police. The review was carried out in April 2020.
	Review
	Year
	Date Presented to Audit Committee

	HR Recruitment
	2018/19
	28 February 2019

	Lone Working
	2018/19
	28 February 2019

	Key Financial Controls
	2018/19
	28 February 2019

	Duty Management System
	2018/19
	28 February 2019

	Budgetary Control
	2018/19
	28 February 2019

	OPCC – SARC and ISVA Contract
	2018/19
	28 February 2019

	Payroll
	2018/19
	28 February 2019

	ICT Firewall Security
	2018/19
	23 May 2019

	ICT Network Security
	2018/19
	23 May 2019

	Collaborations
	2018/19
	14 November 2019

	Governance – Data Quality/Information Governance
	2019/20
	14 November 2019

	Commissioners Grants
	2019/20
	14 November 2019

	Governance – Ethical Standards and Embedding Culture
	2019/20
	14 November 2019

	Digital Data
	2019/20
	14 November 2019


Key Findings & Action Points
2. The follow up review considered whether the management action taken addresses the control issues that gave rise to the recommendations. The implementation of these recommendations can only provide reasonable and not absolute assurance against misstatement or loss. From the work carried out the following evaluations of the progress of the management actions taken to date have been identified.
	Evaluation
	Number of Recommendations

	Implemented
	28

	Outstanding
	10

	Considered but not Implemented
	-

	Not Implemented
	-



3. This follow up report is a comprehensive report that identifies all the outstanding recommendations and, in addition, provides an audit trail of the recent work undertaken by TIAA with outstanding matters to be considered and/or resolved.
Scope and Limitations of the Review 
4. The review considers the progress made in implementing the recommendations made in the previous internal audit reports and to establish the extent to which management has taken the necessary actions to address the control issues that gave rise to the internal audit recommendations.
5. The responsibility for a sound system of internal controls rests with management and work performed by internal audit should not be relied upon to identify all strengths and weaknesses that may exist. Neither should internal audit work be relied upon to identify all circumstances of fraud or irregularity, should there be any, although the audit procedures have been designed so that any material irregularity has a reasonable probability of discovery. Even sound systems of internal control may not be proof against collusive fraud.
6. For the purposes of this review reliance was placed on management to provide internal audit with full access to staff and to accounting records and transactions and to ensure the authenticity of these documents.


Release of Report
7. The table below sets out the history of this report.
	Date draft report issued:
	16th April 2020

	Date management responses rec’d:
	27th May 2020

	Date final report issued:
	5th May 2020






[image: C:\Users\vanessa.blackburne\Desktop\Rooster\tiaa.jpg]


	
	The Police and Crime Commissioner for Cleveland and the Chief Constable Cleveland Police
Follow Up Review 
	Page 1



[bookmark: section5]Executive Summary

Follow Up
8. Management representations were obtained on the action taken to address the recommendations and limited testing has been carried out to confirm these management representations. The following matters were identified in considering the recommendations that have not been fully implemented:
9. Follow Up Report 2018/19 – Outstanding Recommendations
	Audit title
	ICT Cyber Security
	Audit year
	2017/18
	Priority
	2

	Recommendation
CP Ref: 280
	ICT management to ensure that the out of support servers and machines are decommissioned and replaced and services migrated as soon as practical. Where this is not possible management should ensure risk acceptance has been documented.

	Initial management response
	Cleveland has 6 XP desktop systems, 5 of which have a solution in progress. The remaining XP system requires the replacement of a specialist scanner which requires budget approval from the force. Each system is isolated from the network in terms of Internet and email access.
Cleveland has 3 Windows 2003 servers, 2 are due to be decommissioned as part of two projects being progressed. The third Server to be decommissioned by the end of Q2 2018 due to business planning and budget constraints. A security plan is to be devised to ensure that this system is further locked down as much as possible to limit network exposure.

	Responsible Officer/s
	Operational Security Manager
	Original implementation date
	Quarter 2 2018
	Revised implementation date(s)
	Q1 2019

	Latest Update
	There is one remaining Windows Server 2003 in place solely to provide support for i-vet. Access and the scope of server functionality has been limited to ensure only the vetting staff and ICT admin staff have the access required, with protective monitoring in place to further safeguard access controls in place.
The most recent review provided an expected closure date of 12th May 2019
March 2020 - The i-VET server has been de commissioned – January 2020

	New implementation date
	N/A
	Status
	Implemented
	




FOI/Data Protection and Document Security

	Audit title
	FOI / Data Protection and Document Security
	Audit year
	2018/19
	Priority
	2

	Recommendation 
CP Ref: 311
	It be ensured that audits of systems are carried out in a timely manner prior to the implementation of GDPR.

	Initial management response
	There is a work flow audit on-going in readiness for the introduction of GDPR, I support the comments made as many of the systems used and which contain personal data are not audited either on an on-going basis or indeed at all. A stipulation of GDPR is the requirement for Data Controllers to evidence their compliance with the Regulation this requires the need for continual auditing of both systems and workflows. I will be requesting that an additional auditing post is created to complete this task.

	Responsible Officer/s
	Data Protection Manager
	Original implementation date
	01//05/2018
	Revised implementation date/s
	31/05/2019

	Latest Update
	March 2019: The new role for DPA/GDPR Auditor has been agreed and is currently out for advert. It is expected that the post is to be filled by late April 2019 when a comprehensive auditing regime will be set up.
March 2020 – This recommendation has been satisfied but the new auditor may wish to test this in due course 

	New implementation date
	Not Applicable
	Status
	Implemented
	






	Audit title
	FOI / Data Protection and Document Security
	Audit year
	2918/19
	Priority
	3

	Recommendation
CP Ref: 312
	It be ensured that there is another officer appropriately trained on processing Subject Access Requests who could cover the Data Protection Disclosure Officer's duties in the event of his absence.

	Initial management response
	A business case will be taken to Towards 2020 to gain agreement on the use of the individual on a permanent basis, along with a further review on the unit to reduce the issue of single points of failure.

	Responsible Officer/s
	Data Protection Manager
	Original implementation date
	01//05/2018
	Revised implementation date/s
	31/05/2019

	Latest Update
	March 2019: Once the FOI and Information Rights team have merged resilience to both areas will be introduced. In addition the Force has agreed to fund an admin apprentice post in this area, the post is currently out for advert with Middlesbrough LA.
March 2020 - A generic Information Rights Officers role has been graded as of January 2020 – The Team (FoI and DPA) can be considered multi-functional once appointed and this should resolve and address this recommendation.  The new auditors may wish to test this in due course.  

	New implementation date
	Not Applicable
	Status
	Implemented
	





2018/19 Audits
10. HR Recruitment
	Audit title
	HR Recruitment
	Audit year
	2018/19
	Priority
	2

	Recommendation
	A review of the process for the receipt of interview records and outcomes be undertaken to ensure that all required documentation is returned to People Services form the Hiring Manager/Interviewer(s).

	Initial management response
	A review will take place into this action during the next financial year.  

	Responsible Officer/s
	Head of Peoples Services
	Original implementation date
	4 April 2020
	Revised implementation date(s)
	

	Latest Update
	February 2020 - In the last 3 months (Nov – Jan) the team received 11/14 sets of interview paper work back and 10/12 returned for police officers – making a compliance rate of 80.76% - the information relating to police recruits interviews is not included in the stats – these interviews are held in the SSC and the team are able to collect the papers in person at the end of each interview session, work will continue to further embed this process in.

	New implementation date
	
	Status
	Outstanding
	


11. Lone Working
	Audit title
	Lone Working
	Audit year
	2018/19
	Priority
	2

	Recommendation
	Human Resources to have a corporate responsibility for Lone Working and to monitor the Lone Working arrangements.

	Initial management response
	Agree HR to develop short policy statement and link to risk assessment process.
N.B. just lone working not to include Agile Working

	Responsible Officer/s
	Head of People & Development
	Original implementation date
	31 March 2019
	Revised implementation date(s)
	

	Latest Update
	February 2020 - The importance of Lone Working and HR’s role in ensuring this is owned and communicated was again briefed to the HR team on 11/02/20. Processes are in place within the People Services admin team to record details of individuals who are lone workers. Action recommended for closure.
March 2020 – This recommendation has been satisfied but the new auditor may wish to test this in due course

	New implementation date
	
	Status
	Implemented
	



	Audit title
	Lone Working
	Audit year
	2019/20
	Priority
	3

	Recommendation
	All staff/Officers be made aware of what ‘Lone Working’ is and the requirement to be Risk Assessed if they believe they may be now, or at some future time, Lone Working.

	Initial management response
	Link action 1 in regards to communication.

	Responsible Officer/s
	Head of People & Development
	Original implementation date
	31 March 2019
	Revised implementation date(s)
	

	Latest Update
	February 2020 - Following approval of the policy it was publicised to all staff. Additional communications have been issued and on 7.2.2020 a further message was circulated with the policy which included details of NCALT packages for staff to complete. Arrangements are also in hand for inclusion in the monthly wellbeing newsletter. Recommend closure.
March 2020 – This recommendation has been satisfied but the new auditor may wish to test this in due course

	New implementation date
	
	Status
	Implemented
	



	Audit title
	Lone Working
	Audit year
	2018/19
	Priority
	3

	Recommendation
	HR to include Lone Working as part of the wellbeing initiative.

	Initial management response
	Included in the wellbeing strategy and delivery plan.

	Responsible Officer/s
	Wellbeing Manager
	Original implementation date
	31 March 2019
	Revised implementation date(s)
	

	Latest Update
	February 2020 - Lone working is now embedded in the wellbeing agenda and is included in February’s newsletter #Youmatter.  Recommend for closure.
March 2020 – This recommendation has been satisfied but the new auditor may wish to test this in due course

	New implementation date
	
	Status
	Implemented
	



	Audit title
	Lone Working
	Audit year
	2018/19
	Priority
	3

	Recommendation
	Human Resources to follow up on the raising awareness initiative and to obtain evidence that Lone Working is fully understood by Officers and staff

	Initial management response
	HR Business Partners to include Lone Working as a regular agenda item for the HR and Wellbeing performance management pack for review on a quarterly basis

	Responsible Officer/s
	Head of People & Development
	Original implementation date
	1 November 2018
	Revised implementation date(s)
	

	Latest Update
	February 2020 - Analysis has been undertaken of those who have completed the lone working NCALT package and compliance is unacceptably low.  HR Business partners will continue to discuss lone working at all command meetings and a paragraph will be prepared for inclusion in the brief.  The Head of HR will table an agenda item under wellbeing at the next available service improvement board to discuss the importance of compliance.

	New implementation date
	TBA
	Status
	Outstanding
	



	Audit title
	Lone Working
	Audit year
	2018/19
	Priority
	3

	Recommendation
	A reporting framework which enables Lone Working to be regularly monitored and reported to an appropriate Board within the Force be adopted

	Initial management response
	This can be report twice a year at the risk and governance board

	Responsible Officer/s
	Head of Specialist Support and Planning Unit
	Original implementation date
	31 March 2018
	Revised implementation date(s)
	

	Latest Update
	January 2020 - The new Force structure has been released. Once this has been ratified the Health and Safety Policy will be refreshed in accordance with HSG65 and the Injury on Duty (A09-03) reporting template will be re-written. This will include whether or not lone working was a contributory factor in an injury and, if so, how this impacted on the incident. These events will be included in the quarterly Command H&S meeting reports. 

	New implementation date
	TBA
	Status
	Outstanding
	





12. Key Financial Controls
	Audit title
	Key Financial Controls
	Audit year
	2018/19
	Priority
	3

	Recommendation
	Credit notes be only raised on receipt of correct documentation.

	Initial management response
	Comment noted: Process updated to accommodate request

	Responsible Officer/s
	G Gallagher
	Original implementation date
	22 November 2018
	Revised implementation date(s)
	

	Latest Update
	

	New implementation date
	
	Status
	Implemented
	



13. Duty Management System
	Audit title
	Duty Management System
	Audit year
	2018/19
	Priority
	3

	Recommendation
	In accordance with the recommended review date, which was October 2018, the review of the Annual Leave Policy 216 be undertaken at the earliest opportunity

	Initial management response
	Noted

	Responsible Officer/s
	Head of People Services
	Original implementation date
	1 February 2020
	Revised implementation date(s)
	

	Latest Update
	

	New implementation date
	
	Status
	Implemented
	






	Audit title
	Duty Management System
	Audit year
	2018/19
	Priority
	3

	Recommendation
	When a review of a Policy document is undertaken this is for the whole document.  Should minor amendments be required between reviews this be noted in the version control section of the document.

	Initial management response
	Noted – The new Policy is in the stage of a ‘soft launch’ with the Force in order to collate feedback and will go live within the next two weeks.

	Responsible Officer/s
	Head of People Services
	Original implementation date
	1 April 2019
	Revised implementation date(s)
	

	Latest Update
	

	New implementation date
	
	Status
	Implemented
	



14. OPCC Contract for SARC and ISVA

	Audit title
	OPCC Contract for SARC and ISVA
	Audit year
	2018/19
	Priority
	2

	Recommendation
	The Conditions Precedent in the contract be progressed and either marked as completed or work in progress.  For those in progress these be monitored.

	Initial management response
	The Conditions Precedent have been provided to the co-ordinating commissioner (NHS England). 
Items to be marked as complete following the next Contract and Performance Meeting.

	Responsible Officer/s
	Commissioner’s Officer for Victims
	Original implementation date
	12 February 2019
	Revised implementation date(s)
	

	Latest Update
	March 2019 - Quarterly contract and performance meetings taking place. Action recommended for closure
March 2020 – This recommendation has been satisfied but the new auditor may wish to test this in due course

	New implementation date
	
	Status
	Implemented
	



	Audit title
	OPCC Contract for SARC and ISVA
	Audit year
	2018/19
	Priority
	3

	Recommendation
	A template be created of the output performance measures and be reported to every monitoring group meeting.

	Initial management response
	This information is routinely reported to the quarterly Contract and Performance Meetings as part of the service provider’s performance reports.
A number of the quality measures are only relevant to the SARC service or the ISVA service and not both.

	Responsible Officer/s
	Commissioner’s Officer for Victims
	Original implementation date
	12 February 2019
	Revised implementation date(s)
	

	Latest Update
	March 2019 - A Quality Framework is in place that providers are required to submit on a quarterly basis. In addition to this the provider is required to provide a SARC Indicators of Performance Document which includes output performance measures. This is a national requirement for SARCs across the Country. Examples of the mentioned documents are available and are discussed in detail at quarterly contract and performance meetings. Action recommended for closure

	New implementation date
	
	Status
	Implemented
	



	Audit title
	OPCC Contract for SARC and ISVA
	Audit year
	2018/19
	Priority
	3

	Recommendation
	The Quality Requirements listed in the contract be reviewed and regularly reported to the Contract and Performance Group

	Initial management response
	This information is routinely reported to the quarterly Contract and Performance Meetings as part of the service provider’s performance reports.
A number of the quality measures are only relevant to the SARC service or the ISVA service and not both

	Responsible Officer/s
	Commissioner’s Officer for Victims
	Original implementation date
	12 February 2019
	Revised implementation date(s)
	

	Latest Update
	March 2019 - A Quality Framework is in place that providers are required to submit on a quarterly basis. In addition to this the provider is required to provide a SARC Indicators of Performance Document which includes output performance measures. This is a national requirement for SARCs across the Country. Examples of the mentioned documents are available and are discussed in detail at quarterly contract and performance meetings. Action recommended for closure

	New implementation date
	
	Status
	Implemented
	



	Audit title
	OPCC Contract for SARC and ISVA
	Audit year
	2018/19
	Priority
	3

	Recommendation
	The stated requirements under the contract be reviewed and it be confirmed that they have been either actioned, are work in progress or no longer applicable.

	Initial management response
	OPCC and NHS to jointly review the stated requirements to determine whether applicable or otherwise

	Responsible Officer/s
	Commissioner’s Officer for Victims
	Original implementation date
	12 February 2019
	Revised implementation date(s)
	

	Latest Update
	March 2019 - This was discussed at the contract and performance meeting held on 19 March and will be actioned by NHS England. Action no longer applicable to the force – recommended for closure

	New implementation date
	
	Status
	Implemented
	



	Audit title
	OPCC Contract for SARC and ISVA
	Audit year
	2018/19
	Priority
	3

	Recommendation
	Risks be related to service delivery and it be determined if any of those risks have a significant impact upon the successful delivery of the contract.  Appropriate action be considered/taken for any risks with a significant impact.

	Initial management response
	For discussion at the next Contract and Performance Meeting where both NHS England and the service providers are in attendance

	Responsible Officer/s
	Commissioner’s Officer for Victims
	Original implementation date
	12 February 2019
	Revised implementation date(s)
	

	Latest Update
	January 2020 - Following on from the above update the new format risk register has now been embedded and is monitored on a regular basis between OPCC and NHS through contract and performance meetings. Recommended for closure

	New implementation date
	
	Status
	Implemented
	



	Audit title
	OPCC Contract for SARC and ISVA
	Audit year
	2018/19
	Priority
	3

	Recommendation
	To enable a view to be taken with regard to value for money financial management be closely monitored and a relationship developed between cost and outcomes

	Initial management response
	The contract is still in the very early stages of delivery. A greater understanding of the true cost of the service will be obtained in time allowing for costs v outcome to be considered. However, given the type of service this is, it is difficult to predict demand and outcomes can vary depending on the individual. 
Deep dive on the services finances will take place at the end of year 1 of the service which is 31 March 2019. 

	Responsible Officer/s
	Commissioners Officer for Victims
	Original implementation date
	1 April 2019
	Revised implementation date(s)
	

	Latest Update
	September 2019 - One of the things which has become apparent during year 1 is in terms of the difficulty in maintaining people on zero hours contracts for out of hours SARC cover. This has provided a risk in terms of a lack of 24/7 cover should the SARC be required out of hours. NHS England have therefore awarded the provider some additional funding to look at a different more sustainable way of working. It is envisaged the new proposed way of working will provide greater value for money and a quality service to victims including mitigating the risk of availability outside of office hours. 

Update January 2020
There is no further update at this time

	New implementation date
	TBA
	Status
	Outstanding
	






	Audit title
	OPCC Contract for SARC and ISVA
	Audit year
	2018/19
	Priority
	3

	Recommendation
	The client to take responsibility for the capital assets (these can be those items with an expected life of more than one year) while the Provider to take responsibility for maintaining those items.

	Initial management response
	The OPCC will maintain responsibility for the capital assets used by the police i.e. Police Achieving Best Evidence (ABE) Equipment and Video Link Facilities. These are to be included on the Cleveland Police Capital Replacement Plan moving forward

	Responsible Officer/s
	Commissioners Office for Victims, Crime and Justice, Operational Crime Team
	Original implementation date
	1 April 2019
	Revised implementation date(s)
	

	Latest Update
	September 2019 - Cleveland, Durham, Northumbria and Cumbria OPCCs and NHS England have recently released a prior information to inform the market that consideration is being given to the joint procurement exercise for SARC services to commence 1 April 2021. 

A North East and Cumbria SARC Project Team to manage this procurement has been established and we are working through arrangements such as these to ensure clarity for potential providers moving forward. This will require agreement from all organisations involved in the procurement. Action complete

	New implementation date
	
	Status
	Implemented
	






	Audit title
	OPCC Contract for SARC and ISVA
	Audit year
	2018/19
	Priority
	3

	Recommendation
	Every effort be made to consider co-commissioning opportunities with Northumbria and Durham going forward to align SARC management across the region.

	Initial management response
	Durham, Northumbria and North Yorkshire are all named within the current contract so could join if they wish. 
A meeting is scheduled for 13 February 2019 with Durham and Northumbria to discuss opportunities for co-commissioning

	Responsible Officer/s
	Commissioners Officer for Victims
	Original implementation date
	13 February 2019
	Revised implementation date(s)
	

	Latest Update
	March 2019 - A North East SARC Project Team has been established involving a representative from each of the three PCC Offices and NHS England. The Team meet on a regular basis to discuss future collaboration opportunities.  Action recommended for closure

	New implementation date
	
	Status
	Implemented
	



15. Payroll
	Audit title
	Key Financial Controls
	Audit year
	2018/19
	Priority
	3

	Recommendation
	The format for holding new starter documentation in an employee file be agreed with the input/review stamp being applied to the Contractual Details Form in all cases.

	Initial management response
	Comment noted and agreed

	Responsible Officer/s
	Bev Cook
	Original implementation date
	Immediate effect
	Revised implementation date(s)
	

	Latest Update
	

	New implementation date
	
	Status
	Implemented
	





16. ICT Firewall Security
	Audit title
	Key Financial Controls
	Audit year
	2018/19
	Priority
	2

	Recommendation
	ICT to ensure all firewall administrator accounts use complex passwords and that these are stored in the password management system.

	Initial management response
	Firewall policy updated to enforce complex password with 90 days expiry.

	Responsible Officer/s
	Network Manager
	Original implementation date
	1 April 2019
	Revised implementation date(s)
	

	Latest Update
	

	New implementation date
	
	Status
	Implemented
	


17. 
	Audit title
	Key Financial Controls
	Audit year
	2018/19
	Priority
	2

	Recommendation
	ICT to introduce a yearly documented review of firewall rulesets on completion of the rationalisation exercise to ensure the validity of all rules

	Initial management response
	Calendar entry created to plan annual review as required

	Responsible Officer/s
	Service/
Operations Manager
	Original implementation date
	1 April 2019
	Revised implementation date(s)
	

	Latest Update
	

	New implementation date
	
	Status
	Implemented
	






18. ICT Network Security
	Audit title
	Key Financial Controls
	Audit year
	2018/19
	Priority
	2

	Recommendation
	ICT policies should be reviewed and updated on an annual basis and/ or as a result of significant changes to processes and procedures

	Initial management response
	Network Security Policy – the issue date on the title page is misleading. The document history states Dec 2018, this is confirmed by the last modified date on SharePoint as 7th Dec 2018.
Information Security Policy – the draft provided was reviewed and approved shortly after the audit by Phil Brook ISO.

	Responsible Officer/s
	Information Security Manager
	Original implementation date
	Complete
	Revised implementation date(s)
	

	Latest Update
	

	New implementation date
	
	Status
	Implemented
	



19. 
	Audit title
	Key Financial Controls
	Audit year
	2018/19
	Priority
	2

	Recommendation
	Decommission the remaining out of support 2003 Windows server on completion of the i-Vet system migration

	Initial management response
	Decommissioning of I-Vet has been delayed due to a back record conversion issue moving data into the new system called Core-Vet.

	Responsible Officer/s
	Software Services Manager
	Original implementation date
	31 May 2019
	Revised implementation date(s)
	

	Latest Update
	

	New implementation date
	
	Status
	Implemented
	





20. 
	Audit title
	Key Financial Controls
	Audit year
	2018/19
	Priority
	2

	Recommendation
	Patch process documentation and patching schedules for network devices should be created

	Initial management response
	Documenting a process is in progress. The method has been piloted at Hartlepool Police Station on the 16th April.

	Responsible Officer/s
	Network Manager
	Original implementation date
	31 May 2019
	Revised implementation date(s)
	

	Latest Update
	

	New implementation date
	
	Status
	Implemented
	


21. 
	Audit title
	Key Financial Controls
	Audit year
	2018/19
	Priority
	3

	Recommendation
	Ensure the Log Rhythm access issue is investigated and resolved.   

	Initial management response
	This is currently still outstanding, target date for resolution is 10th May 2019

	Responsible Officer/s
	Network Manager / Information Security Manager
	Original implementation date
	10 May 2019
	Revised implementation date(s)
	

	Latest Update
	

	New implementation date
	
	Status
	Implemented
	





22. 
	Audit title
	Key Financial Controls
	Audit year
	2018/19
	Priority
	3

	Recommendation
	Ensure all network shares/ mailboxes are identified and that Information Asset Owners are appropriately assigned

	Initial management response
	Owners and automated monthly update checking has been in place for a number of years, sample provided in the evidence pack

	Responsible Officer/s
	Information Security Manager
	Original implementation date
	Complete
	Revised implementation date(s)
	

	Latest Update
	

	New implementation date
	
	Status
	Implemented
	


23. 
	Audit title
	Key Financial Controls
	Audit year
	2018/19
	Priority
	3

	Recommendation
	The Telnet service should be removed from the domain controller server

	Initial management response
	This was removed at the time of the audit

	Responsible Officer/s
	Senior Systems Administrator
	Original implementation date
	Complete
	Revised implementation date(s)
	

	Latest Update
	

	New implementation date
	
	Status
	Implemented
	






24. Collaborations
	Audit title
	Key Financial Controls
	Audit year
	2018/19
	Priority
	2

	Recommendation
	All collaboration projects to have an annual benefits realisation report to confirm that benefits are continuing to be achieved and where possible benefits be tangible

	Initial management response
	Local projects will have benefits realisation reviews.

Regional reviews to be discussed at the governance groups to ascertain the ability to formulate annual reports.

	Responsible Officer/s
	CFO & ACO


ACC’s for Nersou & CDSOU
	Original implementation date
	31 March 2020


31 March 2020
	Revised implementation date(s)
	

	Latest Update
	Update February 2020
CFO to request for the NERSOU and CDSOU annual reports to highlight the benefits of the collaboration and inform the auditors of its annual successes. And for the Director of Collaborative Legal Services to provide the same for the legal services collaboration
NERSOU will be producing an annual report after the year end – probably reported to Management board in early July; which will include details of benefits realisation.

	New implementation date
	TBA
	Status
	Outstanding
	






2019/20 Audits
25. Governance - Data Quality/Information Governance
	Audit title
	Governance – Data Quality/Information Governance
	Audit year
	2019/20
	Priority
	2

	Recommendation
	The Information Asset Owner Board be re-established with a clear mandate of responsibility for information governance, clear terms of reference and regular meetings arranged.

	Initial management response
	The IAO Board will recommence on 22nd October 2019.  ToR will be agreed prior to this date. 
The acting SIRO ACC Graham will be attending as Chair

	Responsible Officer/s
	ACC Graham (SIRO)
	Original implementation date
	22 October 2019
	Revised implementation date(s)
	

	Latest Update
	February 2020 - 
· ACC Graham has attended his SIRO course.
· Information Security Board meets quarterly (meeting held today 6 February 2020).
· Information Asset Owners (IAO) are being reviewed in light of the senior leadership moves.
· Information Asset Owners Board is in the process of being diarised once the IAOs have been identified.
· Terms of Reference for both Information Security Board and Information Asset Owner Board are being reviewed together with the attendance lists.

	New implementation date
	TBA
	Status
	Outstanding
	






	Audit title
	Governance – Data Quality/Information Governance
	Audit year
	2019/10
	Priority
	2

	Recommendation
	Information Asset Owners be clearly identified, their responsibility for information management clearly defined and an up to date list maintained corporately.

	Initial management response
	IAO have been identified and agreed by Exec, these are the Officers/staff who will be attending the meeting on 22nd October 2019

	Responsible Officer/s
	ACC Graham (SIRO)
	Original implementation date
	22 October 2019
	Revised implementation date(s)
	

	Latest Update
	February 2020 - 
· ACC Graham has attended his SIRO course.
· Information Security Board meets quarterly (meeting held today 6 February 2020).
· Information Asset Owners (IAO) are being reviewed in light of the senior leadership moves.
· Information Asset Owners Board is in the process of being diarised once the IAOs have been identified.
· Terms of Reference for both Information Security Board and Information Asset Owner Board are being reviewed together with the attendance lists.

	New implementation date
	TBA
	Status
	Outstanding
	





	Audit title
	Governance – Data Quality/Information Governance
	Audit year
	2019/20
	Priority
	3

	Recommendation
	The various policies and procedures relating to Data Quality/Information Governance be proof read and updated.

	Initial management response
	Ongoing

	Responsible Officer/s
	Head of DSE
	Original implementation date
	30 November 2019
	Revised implementation date(s)
	

	Latest Update
	January 2020 - Three of the policies mentioned in the report belong to Sopra Steria and are not recognised as Force policies so are beyond the control of the Force to make changes. The Information Management Policy was only introduced in April 2019 with a review date of 2 years all other data protection/information security policies are up to date. Action recommended for closure
March 2020 – with the return of Sopra Steria to the Force later this year the three policies mentioned should be reviewed at that time.

	New implementation date
	TBA
	Status
	Outstanding
	



	Audit title
	Governance – Data Quality/Information Governance
	Audit year
	2019/20
	Priority
	3

	Recommendation
	All Information Asset Owners to have within their job descriptions a clearly defined role in relation to information governance

	Initial management response
	A Scheme of Delegation will be developed outlining the role of the IAO, this will be instead of a change in job description as the majority of IAO are police officers with no job role.  This will be completed and delivered at the meeting on the 22nd

	Responsible Officer/s
	Head of DSE
	Original implementation date
	22 October 2019
	Revised implementation date(s)
	

	Latest Update
	February 2020 - IAO Board reconvened; albeit with poor attendance. New IAO has been updated following restructure and new appointments. A date for a further IAO Board will be made and the matter addressed with the Board.  
March 2020 – It’s disappointing that this important matter still has not been resolved and the earlier poor attendance is unacceptable

	New implementation date
	TBA
	Status
	Outstanding
	


26. OPCC – Commissioners Grants
	Audit title
	OPCC – Commissioners Grants
	Audit year
	2019/20
	Priority
	3

	Recommendation
	The Commissioning Strategy and the other documents identified within the Strategy require be updated and approved as final documents

	Initial management response
	The existing commissioning strategy is undergoing a complete review with the OPCC team, and will be completed by year end

	Responsible Officer/s
	Strategic Contracts & Governance Manager
	Original implementation date
	31 March 2020
	Revised implementation date(s)
	

	Latest Update
	February 2020 - The plan is in the final stage of drafting and is on target to be ready for circulation by the financial year end

	New implementation date
	TBA
	Status
	Outstanding
	


27. Governance – Ethical Standards and Embedding Culture
	Audit title
	Governance – Ethical Standards and Embedding Culture
	Audit year
	2019/20
	Priority
	3

	Recommendation
	The OPCC to review their Public Interest Disclosure Policy and if this only applies to the OPCC then this be clearly stated and reference to the Force removed

	Initial management response
	The PCC’s Chief Executive & Monitoring Officer does not concur with the underlying suggestion in the recommendation to the effect that action should be taken to explicitly limit the remit of the policy the employees of the PCC. For several legal and regulatory reasons, the policy is accessible to all police personnel. The Chief Executive will review the policy and make amendments (and refresh other provisions in the policy) to make the position clear and to ensure that the policy is fully up to date.

	Responsible Officer/s
	Chief Executive and Monitoring Officer
	Original implementation date
	30 September 2019
	Revised implementation date(s)
	

	Latest Update
	December 2019 - PCC’s website checked and Public Interest Disclosure Policy (Whistle-Blowing Policy) dated September 2019 is live. Action complete.

	New implementation date
	
	Status
	Implemented
	

	Audit title
	Governance – Ethical Standards and Embedding Culture
	Audit year
	2019/20
	Priority
	3

	Recommendation
	The Force to append relevant policies onto the website to support its transparency value

	Initial management response
	As an interim measure the wording on the current Force website has been updated to reflect the fact that no policies are currently available.  A work stream has been added to the Single Online Home Project to ensure that at the point of implementation of a new Force website the Force is compliant with FOI guidance in relation to the publication of non-confidential policies.

	Responsible Officer/s
	Head of Corporate Services
	Original implementation date
	30 November 2019
	Revised implementation date(s)
	

	Latest Update
	January 2020 - All Force policies have been published on the SOH except those GDPR marked Official Sensitive. Action Complete 


	New implementation date
	
	Status
	Implemented
	


28. Digital Data
	Audit title
	Digital Data
	Audit year
	2019/20
	Priority
	3

	Recommendation
	The Force to review a corporate software solution, to manage across the Force, the review, retention and deletion of digital data

	Initial management response
	The Head of Information Management/Data Protection Officer will by the end of August be submitting an application for an electronic solution to unstructured data. The solution will be implemented in 2020/2021 if the bid is successful.

	Responsible Officer/s
	Head of Information/Data Protection Officer
	Original implementation date
	Capital Bid to be prepared in Q3 2019/20 for inclusion in the 2020/21 capital plan following a full business case review
	Revised implementation date(s)
	

	Latest Update
	February 2020 - A capital bid for the Data Insight tool has been accepted and it will be procured and commissioned during 2020/21. Action complete

	New implementation date
	
	Status
	Implemented
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