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1.
Purpose
1.1.1

This report is to update members on the work of Cleveland Police Directorate of Standards and Ethics (DSE) and to provide an overview of the efficiency and effectiveness of the main DSE functions, namely complaints, conduct, counter-corruption, and information management (data, information security, vetting and DBS) during the period 1st October 2019 to 31st March 2020. It should be noted that due to a change in regulations no national data has been provided by the IOPC for January to March 2020 and no data is expected until the end of the current June 2020.  As such the statistics have been drawn from 01st April 2019 to 31st December 2019 to provide a visual representation of Cleveland’s performance. 
2.
Recommendations
2.1.1
It is recommended that members note the content of the report.
3.
Complaints & Conduct
3.1.1. When considering the cases recorded within this period caution must be made in the interpretation of the data due to the complaint and conduct regulations reforms that took place on the 1st February 2020.
3.1.2. The reforms resulted in a complete overhaul of the police complaints processes and framework, in terms of the way Police forces recorded complaints, the manner in which they could be handled and the processes to review outcomes and recording decisions. Further reforms that took place, but unlikely to impact on the data presented within this document incorporated the abolishment of Management Action / Advice with the introduction of the Reflective Practice Review Process, an overhaul of the available disciplinary outcomes following a Misconduct Meetings / Hearings and a supplement of a Duty to Cooperate in the Standards of  Professional Behaviour.
3.1.3. The Directorate undertook intensive training during the period in partnership with the College of Policing and Sancus Solutions training provider. Collaborations took place between Cleveland Police, Cumbria Police and South Wales Police in preparation for the reforms. Cleveland Police took part in a national Home Office consultation and focus groups in relation to the Reflective Practice Review Process reforms.
3.1.4. Prior and during the reforms training was delivered face to face with the Executive, Human Resources and over 200 frontline supervisors.
3.1.5. In addition to regulatory reforms significant work has been on-going to update the forces case management system, Centurion, and internal templates and forms used to record data. 
3.1.6. Whilst the force has settled in to the reforms with minimal disruption in day to day business further work is required to truly embed the culture of the changes with frontline supervisors and staff. This piece of work has been somewhat frustrated during the COVID pandemic.
3.1.7. The force recorded 410 complaint cases during the audit period. Of the 410 cases, 268 relate to complaints recorded under the new regulations from the 1st February till the 31st March. This seemingly significant, but deceiving, increase is due to the new recording standards set out in the complaint reforms. 
3.1.8. Whilst outside the scope of this audit, the calendar year of 2019 saw 365 complaint cases recorded. This is a significant decrease from previous years spanning back to 2016 which saw complaint cases between 450 to 700 cases. The cases demonstrate an increased proficiency of the OPCC triage teams to resolve complaints at source, prior to becoming formally recorded under the regulations.  
3.1.9. Of the 410 complaints recorded, 41 appeals were received at the outcome. An appeal rate of 10% is aligned with the significant reductions in appeals being recorded which has previously been at highs of over 25% of complaint outcomes.
3.1.10. 56 cases of Death or Serious Injury following Police contact were referred to the IOPC during this period. 46 were linked to Police Conduct, 1 following vehicle pursuit, 3 following suspects making off from police and injuring themselves in the process, 2 in the management of missing from homes and 4 related to detainees within Police custody.
3.1.11. 50 conduct cases were recorded during the audit period. Conduct case recording has grown over the last 12 months. It is believed the case upsurges have been the result increase in workforce confidence to report improper conduct, but also in the processes involved in the recording of Reflective Practice Review Process cases.
3.1.12. Whilst the IOPC embed the new regulations and developed new working structures under the demands of COVID usual auditing of Cleveland Police’s data has not been undertaken. We expect this will take place at the end of this quarter. At this time we are unable to provide comparison data with similar Police forces to Cleveland. 
3.1.13. In terms of general abstractions and the COVID impact on the Directorate of Standards and Ethics, the department has faced a number of abstractions related to officers and staff who have either been shielded or quarantined, but also due to other none COVID related matters. An ad-hoc rota of staff was implemented for staff to work from home with minimal staffing working from the main office.
3.1.14. At present the team has one officer shielding who has yet to receive formal Professional Standards training, two officers seconded to roles elsewhere in the force and another returning from a long sickness period on recuperative duties.
3.1.15. During the audit period one Misconduct Hearings took place, the finding within this case was an outcome of Final Written Warning.
4. CCU Structure and Remit
4.1.1 During 2019/20, the Counter Corruption Unit (CCU) has undergone further departmental changes and projected growth within its establishment. Projected growth includes that of a police staff Prevent Officer and further Detective Constable Intelligence Officer. The size of Cleveland’s Counter Corruption Unit is considered comparatively healthy by HMICFRS when contrasted against forces of a similar size.
4.1.1. Establishment:

· Detective Chief Inspector x1

· Detective Inspector 
x1

· Detective Sergeant 
x1

· Detective Constables       x6

· Intelligence Analyst          x1

· Intelligence Officer 
x2  (establishment increase of 1FTE, officer still to be posted)

· Prevent Officer                 x1  (currently subject to Grading Panel and recruitment)
4.1.3 The transition of CCU from Hartlepool Police Station to a force covert unit is now fully embedded which has significantly enhanced operational security; something which prior to the move was a cause for concern.
4.1.4 A clear and defined remit for the Unit has been set since the last reporting period which links to national counter corruption categories, departmental Strategic Risk Assessment and Control Strategy.  The below sphere of activity provides clear focus and direction for the Unit to work towards:
· infiltration 
· unlawful disclosure of information 

· perverting the course of justice 

· sexual misconduct 

· controlled drug use and supply including steroids and psychoactive substance misuse 

· theft and fraud 

· misusing force systems 

· abuse of authority for sexual purpose, gain or loss

· inappropriate association 

· commit, incite, aid and abet, assist an offender in commission of a crime 

· Other incidents which fit with offences of corruption and misconduct in a public office

· Other matters fitting the IOPC definition of serious corruption

· Other with the agreement of DSE and CCU management

4.2     Threat Assessment
4.2.1 Since the last reporting period the CCU have finalised and produced the 2019 Strategic Threat and Risk Assessment.  The purpose of this assessment is to provide insight into the threat to Cleveland Police from corruption in all of its forms; to identify emerging corruption trends and future threats from corruption and to inform decision making in taking preventative, protective and mitigating measures to ensure the highest standard of integrity in the officers and staff of Cleveland Police.
4.2.2 The document will inform the Regional and National NPCC Counter Corruption Advisory Groups and will contribute to the Annual National Threat Assessment on the Threat to UK Law Enforcement from Corruption compiled by the National Crime Agency. Furthermore it will assist to drive the National Work Plan on Counter Corruption Activity and promote best practice and experience.
4.2.3 Key Findings/Judgements include:
· The main Strategic priorities have been identified as Disclosure of information (including misuse of Force Systems); Sexual Misconduct; Vulnerability and Inappropriate Associations.

· Strategic priority 1 is Disclosure of information and misuse of Force systems, with reports of Police Officers and members of staff disclosing information to criminal contacts.  The true extent of Disclosure of information is likely to be higher than what is reported, with an emerging threat with increased agile working and use of hand-held devices.

· The next highest area of concern is information passed onto family and friends, the majority of which discovered through Operation BOUNCE audit checks.

· It is recommended that a review of Officers and staff who have previously breached and received sanctions for “Disclosure of Information / Misuse of Force Systems” to undergo a review to ensure no further breaches have occurred.

· The next Strategic area (priority 2) is sexual misconduct which has seen a large increase of information received compared to the previous time period.

· Of the sexual misconduct cases all were male and predominately Police Officers.  None of the victims were identified as a vulnerable minor.  It is anticipated proactive work around Officers viewing and contacting vulnerable individuals will assist in identifying potential Abuse of position for sexual gain cases.

· It is recommended the Integrity health check should be made mandatory with supervisors being accountable.  In order to identify incidents of sexual misconduct proactive auditing and monitoring of Police systems should be implemented.

· The next strategic area is Vulnerability (priority 3) with Behavioural vulnerability being the main corruption category with reports outlining vulnerabilities due to domestic situations.  Also, a number of reports have been received regarding alcohol abuse both on and off duty. 

· Although lesser reported upon, information has been received regarding a person’s financial vulnerability.  CCU are in the process to formalising how financial vulnerabilities are reported to the Department. 

· It is recommended that the CCU liaise closely with vetting to identify individuals who are in financial difficulty in order to ensure this is not used as a pathway into corruption.  It is further recommended the Department has its own ability to conduct financial investigations rather than utilising others within the organisation.  

· The last strategic priority (4) is Inappropriate Association, although Police Officers and Staff continue to notify CCU of any inappropriate association, proactive identification is low.

· Currently Cleveland Police have 154 live Notifiable Associations (NA), with the vast majority being between close and extended family members; and criminal notifiable association being the highest sub-category reported.

· It is recommended CCU undertakes a more proactive approach in identifying inappropriate associations with review of mobile billing/data cross referenced against OCG communication data.

· Closer liaison between Cleveland CCU, Organised Crime Unit (OCU) and Tasking, Coordination and Operations Source Unit (TCOSU) in an attempt to identify infiltration and corruption from OCGs. 

· Agile working and mobile devices has been identified as an emerging issue, enabling Police Officers and staff to work at locations other than designated Police buildings.  Liaison with IT is paramount to ensure all devices can undergo auditing scrutiny.

· Use of Social Media by Police Officers and staff remains a threat, and reinforcement of how Police Officers and staff should correctly use social media should be publicised on a regular basis.

· Regular monitoring of systems through ATA should ensure CCU is able to monitor the contact between Police Officers and staff against the criminal element that aim to infiltrate and corrupt staff.

· Ethical interviews will take place when all other investigation options have been exhausted.
4.3     Counter Corruption 2020 Road Map
4.3.1 In order to identify, prioritise and land necessary performance improvements within the   Counter Corruption Unit, a performance improvement road map has been created. The road map (as documented below) clearly outlines and provides strategic focus for the Unit going forwards through 2020.
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4.4     HMIC Performance Improvements
4.4.1 The Counter Corruption Unit are working towards the finalisation of 16 HMICFRS performance improvement actions which cover a vast array of areas. To date good progress has been made with 50% of all actions complete and significant progress made with all remaining actions. Those actions which remain outstanding primarily relate to protracted IT matters or the delayed recruitment of the CCU Prevent Officer. All performance improvements are entirely achievable and completion of all actions are expected to be delivered by end 2020. 
4.5     Peer Inspection and Recommendations 
4.5.1 During October 2019, South Wales Police Anti-Corruption Unit conducted a supportive peer review of Cleveland CCU which resulted in fourteen recommendations being made, a number of which overlapped with HMIC performance improvements actions. Cleveland CCU are fully committed to progressing all actions, and similarly to HMICFRS actions, good progress has been made to date. All recommendations have been transferred to an action plan and are subject to scrutiny at performance checkpoint meetings. 
4.6     iBase Implementation
4.6.1 To provide a well-managed intelligence system the CCU are seeking to maximise the iBase capability. This will ensure all events and intelligence are correctly captured and recorded on a central system for easy access, audit and review purpose; an area subject to previous adverse HMICFRS commentary. 
4.6.2 The Unit has now finalised the introduction of the “upgrade” to its iBase system which is expected to complement the capability of the Unit to identify, record, assess and manage intelligence and investigative data. 
4.6.3 Significant progress has been made during the last 6 months and the management and use of the iBase capability has vastly improved. All intelligence, referrals and investigations are professionally managed via iBase meaning all investigations now adhere to force Raising Investigative Standards (RIS) requirements.   
4.6.4 Various risk assessment tools including those relating to Operation Beacon (abuse of position for sexual purposes), Notifiable Associations, and an operational intelligence risk scoring tool are now fully embedded into iBase. These positive improvements will undoubtedly stand the force in good stead during future inspections.
4.7     CITSL Audit Tool
4.7.1 The CCU continues to develop and expand the proactive use of the ATA audit Tool. To increase the proactive reach of ATA, the system is now aligned to all force desktops and laptops allowing a full audit capacity with wide reaching forward monitoring capabilities. The same audit capability is to be rolled out during June across force issue smart phones.
4.7.2 In order to maximise the full potential of the ATA audit capability, all staff within CCU are in the process of being trained, and CITSL (service provider) have agreed to work more closely with the force to further enhance current practice.
4.8     Operation Beacon
4.8.1 Operation Beacon has been introduced by Cleveland Police Counter Corruption Unit in order to tackle abuse of position for a sexual purpose (AoPSP). Both the National and force Counter Corruption Strategic Threat Assessment identify ‘abuse of position for a sexual purpose’ as a significant threat. It is imperative that the Counter Corruption Unit provides an effective proactive and reactive response to tackle the issue, which forms part of the CCU Control Strategy.
4.8.2 In line with the overarching strategic aims, the CCU will seek to minimise the harm presented by those who may seek to abuse their position for a sexual purpose. In order to achieve this the CCU will:
· Effectively investigate all intelligence relating to ‘abuse of position’
· Proactively seek to identify those who abuse their position
· Engage effectively with staff to encourage reporting, raise standards and provide key prevention messages
4.8.3 To safeguard against this threat, all employees who are identified through intelligence or complaint as presenting a risk of AoPSP, are subject to appropriate scrutiny which is based on the application of an AoPSP risk assessment tool who are then managed accordingly based on risk. In addition all employees subject to Operation Beacon are now raised at the newly invigorated force People Intelligence Board (PIB)
4.9     Management Intervention and Ethical Meeting Implementation
4.9.1 Cleveland police recognises that there is a risk of some staff behaving unprofessionally and, on rare occasions, becoming involved in criminal activity. Such cases are dealt with by way of criminal or misconduct investigation and are resolved by those means. There are however, a number of cases in which intelligence is received, which cannot be corroborated or developed any further by enquiries to a point at which a full investigation would be justified. In order to address this area of risk to the force Management Intervention guidance has been established.  
4.9.2 Where intelligence, which has the potential to raise concerns as to the behaviour or integrity of officers or staff which cannot be corroborated or developed by further inquiries to a point at which a full investigation would be justified then Management Intervention policy may be considered.
4.9.3 A Management Intervention (known also as an ‘Ethical Meeting’) will only be conducted after a full assessment of the intelligence has been carried out and where, as the intelligence stands, there is nothing to suggest the individual is subject to criminal or misconduct proceedings or the Service Confidence procedure. The Head of Counter Corruption or Deputy will consider the information and may authorise a Management Intervention Procedure. 
4.9.4 The Management Intervention procedure will be used as a preventive tool, with a focus on early intervention and prevention; a provision which the force did not previous utilse.
5.       Information Management Unit (IMU
5.1.1. IMU covers the following functions data protection and information rights, records management (MoPI and data quality), vetting, information security, Freedom of Information and DBS. 
6. Data Protection
6.1.1. Following the appointment of the GDPR Auditor/Deputy Information Security a total of 86 workflow assessments have been completed and recorded on our GDPR case management system, Meta Compliance, there is approximately 15-20 outstanding which will be completed over the next few months. 
6.1.2. The workflow assessment highlight what personal data is processed in all areas of the Force, the purpose for processing and the legal basis. It also highlights areas of risk and documents the controls in place to mitigate those risks. The GDPR Auditor will test these controls, from October onwards (once all workflow assessment are complete) and then on an annual basis thereafter. Particular focus will be on those controls which have failed and resulted in a data breach, significant or minor, in the preceding 12-18 months. Reports will be provided to the relevant Information Asset Owners once complete and access to Meta Compliance granted, to enable ongoing monitoring.  
6.1.3. The Auditor has also completed the first CAID audit and has commenced auditing. The issues preventing the merger of Freedom of Information and Information Rights has now been resolved, all those impacted have been advised and the merger of the teams will commence in the forthcoming months (delayed due to COVID). 
6.1.4. The business apprentice role has also been made into a permanent admin support role with the current business apprentice taking on the permanent role in July 2020. 
6.1.5. The Force has approved the financing of a disclosure case management system, which will be offered to all areas of business who disclose personal data by request, i.e. to a data subject or partnership organisation. The specification of the system will be complete and with Procurement by 7th June 2020. The recent COVID restrictions has impacted on the number of FOI requests received, these have reduced in numbers (Numbers to follow), SAR requests reduced for a short period of time only and are now back to normal intake.   

7. Records Management and Data Quality
7.1.1. The Forces contract with Experian Data Quality, which resulted in the Force receiving two national awards, will be renewed June 2020 however we will be upgraded to the new Data Quality Platform with no additional costs. 
7.1.2. The Forces is continuing to engage with other NICHE Forces to assist in the development of auto deletion of MoPI 3 records. The first specification draft has been circulated and is currently being reviewed by Forces. 
8. Vetting
8.1.1. Cleveland Police Officers, staff and contractors are subject of Vetting procedures to ensure full compliance with national vetting standards, and are reviewed to meet the vetting levels.  Additional resources have been recruited in order to meet the increased demand in vetting, 1 FTE to replace a vetting clerk who recently resigned and an additional post of a Business Apprentice. 
8.1.2. All vetting staff are currently working from home due to COVID. There were some technical issue in regards to the receiving of electric vetting forms however these have now been resolved, a result there has been a slight delay commencing the processing vetting applications. A list of all applicants who have been refused clearance is now referred to the DCC and the Equality, Diversity and Inclusion Manager, to ensure there is no bias in decision making. 
9. Disclosure and Barring Service (DBS)
9.1.1. BS work ensures that unsuitable people are prevented from working with children and vulnerable adults, whose records are managed through the barred lists (previously known as POCA and POVA lists). The Force has a dedicated DBS team who makes pressing social need decisions on a daily basis, focussing on transferable risks to the work place and escalating patterns of behaviour. Decisions follow the National Quality Assurance Framework (QAF) guidelines. 
9.1.2. During the review period the Team has received 19,698 disclosure applications for England and Wales, which represents an increase of 2121 applications compared to the same period last year. Additionally, the team has also completed, on time, 57 disclosure applications for Scotland, 15 disclosure application for Northern Ireland; and 62 barring requests.  It has also received 607 pressing social needs and made 65 disclosures to prospective employers. 
9.1.3. Performance remains good, with the force being recently assessed as ‘Good’ by the DBS’ Standards and Compliance National Unit for both disclosure applications and barring referrals. The DBS team are currently running with
10.  Information Security
10.1.1. The force continues with a governance framework including specialist IA roles:  Senior Information Risk Owner (SIRO), Information Asset Owners (IAOs), Information Security Manager, and Data Protection Officer (Head of the Information Management Unit).  The Information Management Unit also has a GDPR Auditor / Deputy Information Security Officer; a new IT Security Officer (ITSO) post has been requested to be in place when the Steria outsourcing ends. 
10.1.2. The baseline training for all officers and staff currently comprises three e-learning packages: “Managing Information” (in two variants for operational and non-operational staff), “Protecting information level 1” and “Government security classification”.  A force-wide internal communications campaign is being prepared by the ISM and internal communications.  A force-wide survey is in progress for officers and staff to assert their awareness of the information security policy and associated guidance.
10.1.3. The Information Security Board continues to meet.  The five strategic risks previously identified remain the focus of risk reduction and mitigation:
· loss/disclosure of paper documents;

· inappropriate disclosure electronically (e.g., email,   social media);

· availability of critical computer systems;

· loss/disclosure of removable media; 

· and physical security of sites.

10.1.4. Security incidents continue to be recorded, assessed and reviewed by the Data Protection Officer (Head of IMU) and the Information Security Manager.  When the breach involves the loss of personal information the Data Protection Officer conducts an impact assessment and where deemed necessary will report the breach to the Information Commissioner’s Office. Critical incidents are handled by “gold” groups.  Safeguarding of the data subjects is the priority of the Group.  Themes and lessons learned can result in the introduction of changes to working practices to mitigate the risk of reoccurrence. 
11.       Finance

There are no financial implications arising from the content of this report. 

11.1.2
Diversity and Equal Opportunities

There are no diversity or equal opportunity implications arising from the content of this report.
11.1.3 
Human Rights Act
There are no Human Rights Act implications arising from the content of this report

11.1.4
Sustainability

Sustainability implications have been identified arising from the content of this report. This is being addressed to ensure the professional standards function operates at the right capacity and capability. 
11.1.5
Risk
There is a likelihood of a compliance risk in relation to timeliness of case work due to lack of resilience. The risk during the reported period has been assessed as minimum but it can rise further should the issues around capacity not be addressed. 
12
Conclusions

12.1.1
This report provides members with an update on the work on the Force’s Directorate of Standards and Ethics during the reporting period. Despite demand challenges, there is evidence of standards and targets met in most strands of the business.  
12.1.2
Restructure and additional resources are considered both in the professional standards function and Information Management Unit to ensure the Force is capable meeting operational demand and meeting its duty of care towards its staff. 
12.1.3
Despite the above challenges, evidence from the IOPC suggests DSE is meeting its statutory function and remains compliant with the regulatory framework and internal procedures and guidelines.

End.
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