		
	
	[image: ]



	
	[image: ]



[bookmark: Lastdelete][image: ]
	
	[image: ]
	
	ICT Audit
	

	
	
	
	FINAL
	

	
	
	
	
	

	
	Police and Crime Commissioner for Cleveland 
and Chief Constable of Cleveland Police
	
	
	

	
	Assurance Review of ICT – Disaster Recovery
	
	
	

	
	2019/20
	
	
	

	
	
	
	
	



[bookmark: Deletecontinue]
	
	

	
	March 2020




	Executive Summary
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	OVERALL ASSURANCE ASSESSMENT
	
	OVERALL CONCLUSION
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		Cleveland Police were found to demonstrate a good level of awareness and understanding of ICT DR risks and issues, and this was supported by detailed ICT continuity plans and supporting documentation. 
The following key issues were identified;
· There is no regularly scheduled/ annual testing of the ability to recover key ICT systems and services currently undertaken;
· There are currently no test plans currently in place describing the detailed processes and procedures to be followed when testing the ability to recover key ICT systems and services.
· Technical system recovery procedures have been created for some, but not all, key Force systems and services. 

	
	




	
	
	

	SCOPE
	
	ACTION POINTS

	The scope of this audit was to review the key controls in the following areas:
· ICT Continuity Framework (including integration with the Forces Business Continuity Management Processes);
· ICT Continuity Plans;
· Critical ICT resources;
· Maintenance and testing of the ICT Continuity Plan;
· ICT Continuity Plan and it’s distribution;
· Training;
· ICT services recovery and resumption;
· Backup storage.
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	Management Action Plan - Priority 1, 2 and 3 Recommendations



	[bookmark: section3]Rec.
	Risk Area
	Finding
	Recommendation
	Priority
	Management
Comments
	Implementation
Timetable
(dd/mm/yy)
	Responsible
Officer
(Job Title)

	1
	Compliance
	It was noted that there is no regularly scheduled/ annual testing of the ability to recover key ICT systems and services currently undertaken by ICT. As a result there is limited assurance around the timescales within which key systems and services can be restored in the event of a DR scenario. 
As there is no formal/ scheduled testing for key ICT systems and services there are currently no test plans currently in place describing the detailed processes and procedures to be followed when testing the ability to recover key ICT systems and services.
	ICT liaise with key business stakeholders within the Force to agree an approach to the regular testing of key ICT systems and services, with test plans created for key systems detailing the approach to testing. Test results be documented as part of a formal test report which details test objectives, outcomes, and lessons learned and be used in updating the associated ICT DR plans and supporting documents.
	2
	Due to the virtualised and clustered nature of the ICT architecture, it is felt that fully recovery testing with service impacts is not required as all component aspects of the recovery process are used in daily operations. However the Head of ICT will work with Force BCR/DR manager to look at this and ICT will implement his functions recommendations. 
	TBC with BCR manager
	Business Continuity Manager

	3
	Compliance
	It is recommended good practice that technical system recovery procedures are documented for all key ICT systems and services. These should detail the precise steps that must be taken, and any technical information required, in order to recover systems and applications successfully.  It was noted during the review that technical system recovery procedures have been created for some, but not all, key Force systems and services.
	Existing system recovery procedures be reviewed to ensure procedures are in place for all key systems and services.
	2
	Agreed. A review will be conducted and all critical system with have documented recovery processes. 
	Sept 2020
	Service / Operations Manager

	2
	Compliance
	The 'Audit Log Restores' spreadsheet is used by ICT to record restorations of systems and services performed as part of BAU. Review of this document identified that it was last updated in March 2019, and omits some key activity that has happened since which would help provide improved assurance around the ability to restore services.
	The 'Audit Log Restores' spreadsheet be brought up-to-date and be updated on an at least a monthly basis.
	3
	Agreed. 
	Sept 2020
	Service / Operations Manager
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	PRIORITY GRADINGS
	
	
	
	
	

	1
	URGENT
	Fundamental control issue on which action should be taken immediately.
	
	2
	IMPORTANT
	Control issue on which action should be taken at the earliest opportunity.
	
	3
	ROUTINE
	Control issue on which action should be taken.
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	Operational Effectiveness Matters
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	Risk Area
	Item
	Management
Comments

	No Operational Effectiveness Matters were identified.
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	ADVISORY NOTE

	Operational Effectiveness Matters need to be considered as part of management review of procedures.
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	Detailed Findings
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1. This review was completed out in January 2020 as part of the planned internal audit work for 2019/20. Based on the work carried out an overall assessment of the overall adequacy of the arrangements to mitigate the key control risk areas is provided in the Executive Summary.
Background
2. This audit was undertaken in order to assess the adequacy and effectiveness of the internal controls in place for managing the ICT Disaster Recovery process and ensuring that the Force’s systems and services are resilient to disruptive events that may impact upon the organisation. 
Materiality
3. ICT Disaster recovery planning is a key control in ensuring the continuity of a key Force systems and services.  Appropriate plans should be in place and regularly exercised in order to provide assurance business disruptions can be appropriately managed. 
Key Findings & Action Points
4. The key control and operational practice findings that need to be addressed in order to strengthen the control environment are set out in the Management and Operational Effectiveness Action Plans. Recommendations for improvements should be assessed for their full impact before they are implemented.
Scope and Limitations of the Review
5. The scope of this audit was to review the key controls in the following areas:
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· ICT Continuity Framework (including integration with the Forces Business Continuity Management Processes);
· ICT Continuity Plans;
· Critical ICT resources;
· Maintenance and testing of the ICT Continuity Plan;
· ICT Continuity Plan and it’s distribution;
· Training;
· ICT services recovery and resumption;
· Backup storage.
6. 
7. The definition of the type of review, the limitations and the responsibilities of management in regard to this review are set out in the Annual Plan.
Disclaimer
8. The matters raised in this report are only those that came to the attention of the auditor during the course of the internal audit review and are not necessarily a comprehensive statement of all the weaknesses that exist or all the improvements that might be made. This report has been prepared solely for management's use and must not be recited or referred to in whole or in part to third parties without our prior written consent. No responsibility to any third party is accepted as the report has not been prepared, and is not intended, for any other purpose. TIAA neither owes nor accepts any duty of care to any other party who may receive this report and specifically disclaims any liability for loss, damage or expense of whatsoever nature, which is caused by their reliance on our report.
Risk Area Assurance Assessments
9. The definitions of the assurance assessments are:
	Substantial Assurance
	There is a robust system of internal controls operating effectively to ensure that risks are managed and process objectives achieved.

	Reasonable Assurance
	The system of internal controls is generally adequate and operating effectively but some improvements are required to ensure that risks are managed and process objectives achieved. 

	Limited Assurance
	The system of internal controls is generally inadequate or not operating effectively and significant improvements are required to ensure that risks are managed and process objectives achieved. 

	No Assurance
	There is a fundamental breakdown or absence of core internal controls requiring immediate action.


Acknowledgement
10. We would like to thank staff for their co-operation and assistance during the course of our work.
Release of Report
11. The table below sets out the history of this report.
	Date draft report issued:
	12th February 2020
	

	Date management responses received:
	24th March 2020
	

	Date final report issued:
	27th March 2020
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11. The following matters were identified in reviewing the Key Risk Control Objective:
	Directed Risk: Failure to direct the process through approved policy & procedures.


11.1 Key ICT policies and procedures relating to ICT disaster recovery controls were identified and obtained during the course of the audit. These were used in the process of reviewing the suitability of the disaster recovery controls in place within the Force. The policies identified as being of particular relevance in this review are the; 'Cleveland Police Business Continuity Plan', the 'ICT Disaster Recovery Plan', the 'ICT Network and Telecoms BC Plan' and the 'Mobile Devices and Radio BC Plan'.  
11.2 ICT BCP plans are invoked in the event of a major disruption that results in the total or partial loss of the workplace, personnel or power. Review of the ICT BCP plans relating to ICT services confirmed that they followed the standardised format used for BCP plans across the Force and contained the expected level of detail including; definition of key roles and responsibilities, invocation procedures, actions and short term mitigating plans required to ensure the continuity of services, prioritisation of services and the required recovery timescales and associated templates and documents to be used in the event of an invocation.

	Compliance Risk: Failure to comply with approved policy and procedure leads to potential losses.


11.3 Force ICT Disaster Recovery documentation details all IT systems and services to be recovered in priority order with a target recovery time. This includes high level guidance for use in initiating recovery procedures. Recovery objectives are defined and documented for all key systems and services.
11.4 It was noted that there is no regularly scheduled/ annual testing of the ability to recover key ICT systems and services currently undertaken by ICT. As a result there is limited assurance around the timescales within which key systems and services can be restored in the event of a DR scenario. Regularly scheduled testing of key systems would help provide improved assurance that services can be recovered within timescales appropriate to the business. It was noted in discussion with management that a key Force system 'Niche' was due to be upgraded during 2020 and that this may present an opportunity to perform a full DR test of the ability to restore the system from backups.  
11.5 As there is no formal/ scheduled testing for key ICT systems and services there are currently no test plans currently in place describing the detailed processes and procedures to be followed when testing the ability to recover key ICT systems and services.
	Recommendation: 1
	ICT liaise with key business stakeholders within the Force to agree an approach to the regular testing of key ICT systems and services, with test plans created for key systems detailing the approach to testing. Test results be documented as part of a formal test report which details test objectives, outcomes, and lessons learned and be used in updating the associated ICT DR plans and supporting documents.

	Priority: 2
	


11.6 In mitigation ICT are able to demonstrate the ability to restore some systems and services as a result of restorations performed as a result of actual failures and BAU activities.  A log of these types of restorations has been created to help provide some assurance for these areas and to be used as a tool for identifying potential issues.
11.7 The 'Audit Log Restores' spreadsheet is used by ICT to record restorations of systems and services performed as part of BAU. Review of this document identified that it was last updated in March 2019, and omits some key activity that has happened since which would help provide improved assurance around the ability to restore services.
	Recommendation: 2
	The 'Audit Log Restores' spreadsheet be brought up-to-date and be updated on an at least a monthly basis.

	Priority: 3
	


11.8 It is recommended good practice that technical system recovery procedures are documented for all key ICT systems and services. These should detail the precise steps that must be taken, and any technical information required, in order to recover systems and applications successfully.  It was noted during the review that technical system recovery procedures have been created for some, but not all, key Force systems and services.  
	Recommendation: 3
	Existing system recovery procedures be reviewed to ensure procedures are in place for all key systems and services.

	Priority: 2
	


11.9 Regular BCP and IT DR briefings are held to keep management informed on IT continuity issues. Slides and training materials from briefings are distributed to management and staff. The last such briefing was held in November 2019.
11.10 Regular exercises are performed to test staff awareness of BCP processes, including elements of IT DR. Recent examples included Exercise Andromeda, which required the top floor of the Community Safety Hub (CSH) to be evacuated, demonstrating how displaced staff would be relocated during an incident, and Exercise Oakham - a test evacuation of the CSH, routine as part of the fire evacuation requirement. 
11.11 IT DR documentation is held in multiple locations with master copies stored the Cleveland network and SharePoint site and backup copies also stored the shared drive for Cleveland on the Sopra Steria network. Hard copies are kept in locked cabinets in the Cleveland police control room, Sopra account management office and the shared service centre.
11.12 Backups of Force systems and data are kept and duplicated at two sites. Disk based application data backups are stored as part of the NetBackup system, with data elements being backed up to tape. Backups are subject to encryption both on disk and tape.

---------------
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