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	OVERALL ASSURANCE ASSESSMENT
	
	OVERALL CONCLUSION
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		Audit testing performed during the assignment confirmed that there are robust and appropriate processes and controls regarding the Accounts Payable (Creditors) function.
· Segregation of duties between the pay run creation and the release of BACS payment runs is operating.
· Appropriate authorisation in line with delegated authorities was seen within sample invoices selected for review.
· The audit trail for supplier account changes was not always fully available. 




	
	
	

	SCOPE
	
	ACTION POINTS

	The review assessed the adequacy and effectiveness of the internal controls in place at the Force for managing the Accounts Payable (Creditors) function. The audit focussed on the following key areas: Adequate policies and procedures are in place and accessible to all relevant staff; System access is restricted to authorised personnel only; New supplier set up/amendments to supplier details are subject to satisfactory segregation of duties; Payments are supported by proper documentation, properly authorised, and subject to satisfactory segregation of duties; and regular reconciliations are carried out between the purchase ledger and the general ledger control account.
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	Management Action Plan - Priority 1, 2 and 3 Recommendations
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	Risk Area
	Finding
	Recommendation
	Priority
	Management
Comments
	Implementation
Timetable
(dd/mm/yy)
	Responsible
Officer
(Job Title)

	1
	Compliance
	A sample of 10 changes was selected for review that includes accounts that were being reinstated. A Supplier Form was evidenced for each account in the sample that had been correctly completed and independently reviewed. On eight out of 10 there was evidence of authorisation. Evidence was also held that demonstrated communication with the supplier on existing contacts details to confirm the validity of the request.
	Authorisation of bank account changes evidence be retained in all instances.
	3
	The recommendation is noted and has been discussed with the team to ensure compliance. 
The Force is pleased with the auditor’s positive outcome from the audit; retaining the level of substantial assurance. 
	30/04/20
	Head of Financial and Payroll Services.
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	PRIORITY GRADINGS

	1
	URGENT
	Fundamental control issue on which action should be taken immediately.
	
	2
	IMPORTANT
	Control issue on which action should be taken at the earliest opportunity.
	
	3
	ROUTINE
	Control issue on which action should be taken.
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	Operational Effectiveness Matters
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	Risk Area
	Item
	Management
Comments

	No Operational Effectiveness Matters were identified.
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	ADVISORY NOTE

	Operational Effectiveness Matters need to be considered as part of management review of procedures.
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	Detailed Findings
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1. This review was carried out in February 2020 as part of the planned internal audit work for 2019/20. Based on the work carried out an overall assessment of the overall adequacy of the arrangements to mitigate the key control risk areas is provided in the Executive Summary.
Background
2. The systems for ordering, receipt and payment of goods and services may represent some of the most significant systems within an organisation. Regardless of expenditure type, there is a need to ensure risks are fully identified, assessed and mitigated by applying robust controls to ensure operations run effectively.
Materiality
3. The accounts payable paid invoices from 1st April 2019 to 24th March 2020 is £73.8m that comprises of £73.4m (99.4%) BACS, £0.3m (0.46%) direct debit and £0.1m (0.14%) cheque payments.
Key Findings & Action Points
4. The key control and operational practice findings that need to be addressed in order to strengthen the control environment are set out in the Management and Operational Effectiveness Action Plans. Recommendations for improvements should be assessed for their full impact before they are implemented.
Scope and Limitations of the Review
5. The review assessed the adequacy and effectiveness of the internal controls in place at the Force for managing the Accounts Payable (Creditors) function. The audit focussed on the following key areas: Adequate policies and procedures are in place and accessible to all relevant staff; System access is restricted to authorised personnel only; New supplier set up/amendments to supplier details are subject to satisfactory segregation of duties; Payments are supported by proper documentation, properly authorised, and subject to satisfactory segregation of duties; and regular reconciliations are carried out between the purchase ledger and the general ledger control account.
6. The definition of the type of review, the limitations and the responsibilities of management in regard to this review are set out in the Annual Plan.
Disclaimer
7. The matters raised in this report are only those that came to the attention of the auditor during the course of the internal audit review and are not necessarily a comprehensive statement of all the weaknesses that exist or all the improvements that might be made. This report has been prepared solely for management's use and must not be recited or referred to in whole or in part to third parties without our prior written consent. No responsibility to any third party is accepted as the report has not been prepared, and is not intended, for any other purpose. TIAA neither owes nor accepts any duty of care to any other party who may receive this report and specifically disclaims any liability for loss, damage or expense of whatsoever nature, which is caused by their reliance on our report.


Risk Area Assurance Assessments
8. The definitions of the assurance assessments are:
	Substantial Assurance
	There is a robust system of internal controls operating effectively to ensure that risks are managed and process objectives achieved.

	Reasonable Assurance
	The system of internal controls is generally adequate and operating effectively but some improvements are required to ensure that risks are managed and process objectives achieved. 

	Limited Assurance
	The system of internal controls is generally inadequate or not operating effectively and significant improvements are required to ensure that risks are managed and process objectives achieved. 

	No Assurance
	There is a fundamental breakdown or absence of core internal controls requiring immediate action.


Acknowledgement
9. We would like to thank staff for their co-operation and assistance during the course of our work.
Release of Report
10. The table below sets out the history of this report.
	Date draft report issued:
	10th March 2020
	

	Date management responses received:
	11th March 2020
	

	Date final report issued:
	26th March 2020
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11. The following matters were identified in reviewing the Key Risk Control Objective:
	Directed Risk: Failure to direct the process through approved policy & procedures.


11.1 This review was last undertaken in November 2018 as part of the Key Financial Controls audit review and resulted in an overall assurance assessment of substantial. There have been no material changes to the processes or personnel since the last review.
11.2 The Joint Corporate Governance Framework includes the Financial Regulations and Standing Orders for the Force. The accounts payable function is included throughout the framework, as is the relevant delegated limits (Section G). The framework is readily available on the Force intranet and website.
11.3 The framework details Segregation of Duties (F4.9) as follows: The authorities relating to the contracting and procurement process are segregated between the following phases: Requisition, Commitment (Contract Signatory), Receipt and Payment.
11.4 Accounts payable procedures are documented for the various activities undertaken and includes the BACS payment run, cheques run, changing bank details on supplier and setting up new suppliers. These documents were reviewed during the audit and found to provide clear and granular step by step guidance and were readily available on the shared drive.

	Compliance Risk: Failure to comply with approved policy and procedure leads to potential losses.


11.5 User access for Oracle is controlled through specific user permissions based on the allocated role within the organisation. User accounts can only be set up on receipt of an auto generated email which follows an account being authorised by HR. A basic account that allows access to the CP Employee Self Service system is initially set up, with any additional permissions for users only being applied on receipt of an authorisation from the relevant Business User Manager.
11.6 A report that identified all users that had any level of access for Accounts Payable was generated from Oracle was reviewed and confirmed that all accounts were required and have the appropriate level of access assigned. The table below shows the user levels and the number of live accounts.
	User Access Level
	No. of Users
	Correct Access Level

	Payables Accounts User
	5
	Yes

	Payables Inquiry
	36
	Yes

	Payables Inquiry & Supplier
	4
	Yes

	Payables Super User
	4
	Yes

	Payables User
	2
	Yes





11.7 A representative sample of 30 transactions was selected from the Oracle system generated report of all invoices paid from 1st April 2019 to 24th February 2020.  The monetary value of these creditor payments is £73.8m which comprises of £73.4m (99.4%) BACS, £0.3m (0.46%) direct debit and £0.1m (0.14%) cheque payments. Given that the vast majority of payments are by BACS, they were the focus of this review.
11.8 For each transaction a hardcopy invoice was evidenced that was in line with the details held on Oracle. Each document had been signed and dated by the Finance Team as part of the input validation process. Where relevant, associated documentation, such as schedules and emails were also attached. 
11.9 The Oracle system features an approval tree for the routing of invoices for authorisation. Audit testing revealed that all of the invoices in the sample were appropriately approved and the system audit trail provided comprehensive details of approvers and dates, that  were found to be in line with delegated limits in the Financial Regulations and Standing Orders.
11.10 All of the invoices tested were for legitimate expenditure, paid in a timely manner in relation to the supplier terms and either had a purchase order or were for faster payments / budget code.
11.11 There is a BACS creditor payment run every Thursday. The Treasury Team is provided with an email from the Finance Team at Sopra Steria confirming that the payment run has been scheduled, its reference number and the total value of the payments. On receipt of the email, the Treasury Manager reviews the cash flow and confirms with the Finance Team that they pay run can progress. The next stage is the BACS files being created by the Finance Team that are picked up by the Treasury Team, checked and released using one of the five authorised cardholders. This provides a clear segregation of duties between the pay run creation and release of payments to creditors.
11.12 An ad-hoc payment run is instigated for urgent payments that fall outside of the Thursday payment run. The same controls are operated.
11.13 A Submissions Summary report is generated on completion of the authorisation process which confirms that the payments have been accepted by the bank for onward transmission. The report records each individual payment as well as any rejected items, which are then subject to further review with the Finance Team. Confirmation that the BACS has been successful is communicated back to the Finance Team
11.14 A sample of 11 BACS payment runs made between April 2019 and February 2020 was selected for review. Summary reports along with an audit trail to confirm the interaction between the Finance and Treasury Teams was evidenced for each BACS payment run. 
11.15 Mandate fraud losses in the UK were in the region of £100m in 2018/19 with fraudsters obtaining information of the suppliers engaged with organisations using public domain information, such as published tender awards or supplier lists. It is essential that appropriate robust controls are operated to mitigate the risk of mandate fraud.
11.16 A report was generated from Oracle to identify supplier accounts where there had been a change to the bank account details during the current year. A sample of 10 changes was selected for review that included accounts that were being reinstated. A Supplier Form was evidenced for each account in the sample that had been correctly completed and independently reviewed. On eight out of 10, there was evidence of authorisation. Evidence was also held that demonstrated communication with the supplier on existing contacts details to confirm the validity of the request. 
	Recommendation: 1
	Authorisation of bank account changes evidence be retained in all instances.

	Priority 3
	




11.17 A representative sample of 30 new suppliers was selected for from an Oracle system generated report of all new suppliers from 1st April 2019. For each account in the sample, a Supplier Setup Form was evidenced that had been completed by the originator and subsequently authorised. In addition, the forms include a record of the date of input and the inputter. It was noted that on receipt of the form the Finance Team review the information and carry out additional checks to confirm that the payments details do not already exist on Oracle.  For each supplier reviewed, there was supporting documentation from the supplier was also held on file.
11.18 A monthly reconciliation is carried out between the purchase ledger and the general ledger control account by the Senior Accounts Assistant and independently reviewed by the Head of Finance. During the course of the audit the reconciliations for November 2019, December 2019 and January 2020 were reviewed and found to have been carried out in a timely and comprehensive manner and supported by full documentation. The reconciliation documentation included the following: Oracle payables – period close exception report, supplier negative balance report, payable trial balance report, unaccounted transactions report and budget code; accounts payable movement reconciliation; and email approval.

---------------
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