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Joint Cleveland Audit Committee

Date:          Thursday 17th December 2015  

Time:          Meeting Starts 10.30am
Audit Committee to meet at 9.45am
Venue:        PCC Conference Room, Police Headquarters, Ladgate Lane
	
	1.
Apologies for absence

2.
Declarations of interests

3.
Open Minutes of the previous meeting held on 24 September 2015


[image: image1.emf]Item 3 - Open  Minutes of the previous meeting held on 24 September 2015.pdf


4.
Professional Standards Update – Report of the Chief Constable
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5.
Information Security Update – Report of the Chief Constable
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6.
Annual Governance Statement 2014/15 Update – Report of the Chief Constable


[image: image6.emf]Item 6 - Annual  Governance Statement 2014-15  Update.pdf


7.
Annual Governance Statement 2014/15 Update – Report of the PCC


[image: image7.emf]Item 7 - Annual  Governance Statement 2014-15  Update.pdf


8.
Cleveland Police Ethics Committees – Report of the Chief Constable 


[image: image8.emf]Item 8 - Cleveland  Police Ethics Committees.pdf


9
Annual Audit Letter – Chief Constable – Report of the External Audit
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10.
Annual Audit Letter – PCC – Report of the External Audit


[image: image10.emf]Item 10 - Annual  Audit Letter – PCC.pdf


11.
Progress Report – Report of the Internal Audit 


[image: image11.emf]Item 11 - Progress  Report – Report of the Internal Audit.pdf


12.
Grants – Report of the Internal Audit 


[image: image12.emf]Item 12 - Grants –  Report of the Internal Audit.pdf


13.
Cyber Crime Governance – Report of the Internal Audit 


[image: image13.emf]Item 13 - Cyber  Crime Governance – Report of the Internal Audit.pdf


14.
Collaboration – Evolve & Shared CFO Arrangements – Report of the Internal Audit 

Verbal Update
15.
Collaborations - Force Report – Report of the Internal Audit 


[image: image14.emf]Item 15 -  Collaborations - Force Report – Report of the Internal Audit.pdf


16.
Proceeds of Crime – Report of the Internal Audit 


[image: image15.emf]Item 16 - Proceeds  of Crime  – Report of the Internal Audit.pdf


17.
Quarter 2 Spot Checks Crime & Property – Report of the Internal Audit 

Verbal Update
18.
To consider passing a resolution pursuant to Section 100A (4) of the Local 
Government Act 1972, excluding the Press and Public from the meeting under Paragraph 7 of Part 1 of Schedule 12A to the Act
19.
Closed Minutes of the previous meeting held on 24 September 2015

20.
Strategic Risk Management & Service Continuity Planning – Report of the Chief Constable


	


To:  The Chair and Members of Joint Cleveland Audit Committee 

Mrs Ann O’Hanlon (Chair)


Mr Stan Irwin (Vice Chair) 

Mr Aslam Hanif   



Mr Roman Pronyszyn
                                                                                                                                  

  Mr Gerard Walsh                                                                                                              
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Appendix 2

Examples of Lessons Learnt
(15" June /2015 — 30™ November 2015)

Case 1

Summary
A complaint was received stating that the person reporting had made arrangements for an

officer to attend and speak with them and they were not seen or contacted by a Cleveland
Police Officer on the date in question.

Learning Details
The call handler had given instructions to officers that were not entirely clear i.e. they did
not specifically state that the complainant required a visit.

Action Taken

Feedback has been given to the officer concerned. They have been advised to ensure
they have a thorough knowledge of jobs they are dispatching officers to so they can advise
officers on the actions that need to be taken.

Case 2

Summary
A complaint was received from a juvenile's (17 year old) father with concerns around his

son's welfare when in police custody.

The juvenile had been arrested and taken to Middlehaven custody. Whilst in custody he
tried to self-harm by tying clothing around neck.

His father was working out of the country and his mother had started her first day at work
so neither was available to attend as the appropriate adult. An YTO worker represented
the juvenile during interview.

Following the juvenile's release he was dropped off at the home he shared with his
parents, however the house was empty.

Approximately an hour and half later, the OIC called the juvenile's mother informing her for
the first time, that her son was home alone and had made attempts to self-harm during this
detention.

The fathers concerns are that neither he nor his wife was notified regarding this incident.

The father felt that whilst his wife had stated she couldn't attend for an interview due to it
being her first day in a new job, had she been informed of the self-harming this would have
been a totally different matter and would have come into the station.

That he was taken home and dropped off to an empty property being in an unfit state of
mind and it took nearly 2 hours to be warned of the incident in custody after he'd already
been dropped off.

Learning Details
When a juvenile (including a 17 year old) is in custody and parents/guardians are not able
to attend, should any issues arise that would cause serious concern such as self harming,
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serious considerations should be made by custody staff to have those parents / guardians
informed as soon as possible.

When a juvenile is in custody and parents/guardians are not able to attend to take the
juvenile home, they should be placed in the care of an appropriate adult, who is made
aware of any concerns that have occurred during police custody.

Action Taken
The investigating officers have given a full response into the details of the incident, all
custody logs have also been checked to ensure the incident was logged.

The juvenile was deemed fit to be interviewed and did not present at the time of release
any further issues. Upon the juvenile arriving home the Officer had phoned the juvenile’s
mother to advise her of what had happened, which gave her the option of whether to
return home or not.

The complainant has been spoken too and is aware that the normal procedure would be to
notify the parents when returning a juvenile home or when they represent as appropriate
adults. Giving these circumstances we have informed them what we have learnt and have
suggested that we make that phone call when possible to notify them as soon as possible.

Case 3

Summary
A complaint was received regarding the return of property after officers had seized items

for evidence. The return of this property was 12 months prior the case been finalised.
There was no record of the property on IRIS or having being booked into property stores.

A search form stated that a PACE Section 32 search was conducted and clothing was
recovered. However search records have been checked and show no record of a search
from the date provided.

The reason given behind this was the search was conducted with consent. The clothing
was placed in a locker in an evidence bag and had fallen. It was not checked on IRIS due
to the investigation moving swiftly and the intention to return it. It was originally taken as it
matched the description on CCTV.

Learning Details

All property is to be checked into IRIS, and to be taken to the property store. Officer's
lockers are not a suitable place for evidence that could be needed as evidence in court as
this could result in serious breaches when presenting this evidence in court.

The investigating officer complied with requests once mistakes had been addressed. It has
been a simple mistake made that could have been prevented following best practice.

Action Taken

The investigating officers have given a full response into the details of the investigation
and the reasoning behind the delay in the returning of the property. All involved have been
spoken to (receiving formal Management Action) and are all aware of how we can stop this
happening again. Management have also been asked to advise the whole shift to increase
awareness of their responsibilities in securing evidence and following process.
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A ‘Message to All' has also been circulated regarding this to reinforce that officers need to
be aware of the pitfalls in the evidential chain if they do not follow the process properly.

Case 4

Summary
The victim of a crime made police aware of the existence of a video which had been

placed on the Facebook page by a suspect in an alleged incident, in which the arresting
officer is having a conversation with the prisoner and expresses that in their personal
opinion, cannabis and cocaine should be legalised. The arrested person had recorded the
conversation on their mobile phone with the officer and had then gone onto place the
recording onto their Facebook page.

Learning Details

Officers need to be more aware of the use of recording media by members of the public
and the requirement to be professional at all times when in the public environment and/or
engaging with members of the public. In particular officers should be mindful of expressing
what may be considered personal political views.

Action Taken

Advice has been given to officers in relation to them expressing their personal opinions in
relation to criminal/political issues when dealing with prisoners and speaking to members
of the public, and the need to be professional at all times. Officers need to be aware that
some members of the public are recording what police officers say and do when having
any form of interaction with them, and will post these recording in social media forums
such as Facebook to try and discredit officers and Cleveland Police.

Case 5

Summary
A pregnant female was arrested (pre-arranged) for an outstanding warrant. Following her

detention being authorised, the courts were asked by custody if there was availability for
her to be accepted. The courts sent the reply to the wrong e-mail address meaning the
complainant spent 20 hours in custody.

Learning Details
Custody complied with their requirements by sending the e-mail to the courts; however a
follow-up call by police to the courts would have prevented the unnecessary detention.

Action Taken

The courts are aware of the error on their part and there are processes in place to ensure
a follow-up call is made, however on this occasion it was an oversight. All relevant persons
have been spoken with.

Case 6

Summary
She complains that there was an unnecessary delay in issuing a ticket and subsequent

release from custody.
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Learning Details

The Custody Sergeant on duty confirmed that once the detained person was deemed fit,
information was provided to custody staff by district supervision that the Prisoner Handling
Team would be dealing with the case. Over the course of the morning and early afternoon
efforts were made to appoint a staff member to deal with the detained person,
unfortunately due to a breakdown in communication this didn't happen as quickly as was
hoped.

Action taken

An apology letter has been sent to the complainant upholding the complaint as there was a
failure in police process. The case is to be reviewed by the relevant parties to ensure a
more streamlined process is considered with similar cases and that the detained person is
informed throughout of any changes of possible delays' which could elevate both the
stress and may appease the detained person before a complaint is raised.

Case 7

Summary
The complainant was asked by police to provide a statement relating to his step sons

death. The statement documented some very personal issues, such as his step son
suffering with mental health, alcohol / drug issues and bizarre sexual tendencies.

During the coroner's hearing this information was relayed, which the press subsequently
reported on. These matters left the family in a difficult and embarrassing situation of having
to explain these facts to the deceased’s young children who had suffered torment in school
and then read the information on the internet.

The complainant states, that had the police explained this information could have become
public knowledge, he would never have disclosed it in order to protect his grandchildren
from further unnecessary suffering.

Learning Details
Police should be mindful when taking such statements to inform witnesses that what they
say may become public knowledge in a coroners’ court.

Action Taken
The officer concerned has been advised through his supervision.

Case 8

Summary
PSD received a complaint from a suspect who had been NFA’d (no further action) for an

offence, in which at the end of the investigation an automatic custody management letter
confirming the finalisation of the case was sent to him. The letter was sent to his business
address, and although had his name on, was opened by a third party (they hadn't noticed
his name before opening the letter). The complaint being that the letter was not sent to his
residential address and contained sensitive information, due to it being opened by a third
party he feels this has impacted on his personal and professional reputation.

Learning Details
After review it seems that during the initial investigation the male had filed a separate
report to police regards an unrelated incident to the initial offence. The male had called to
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report this incident from his place of work as such this location was entered into the
address field on Storm in accordance with normal practice. When the letter was posted
confirming he was NFA for the initial offence, the automatic Storm overwrite system
produced a letter to his last recorded address, being his place of work.

Action Taken

The outcome of the complaint is the matter has now been referred to the Information &
Communication Technology Department who are in the process of investigating the issue
and a solution sought.

Case 9

Summary
A complaint was made that he was denied a solicitor whilst attending police custody

following bail. After a review of the custody CCTV, it is noted that an Officer informs the
suspect that he will not be going into a cell and is only required to be charged, based on
the circumstances and previous advice from the detained person’s solicitor, the Officer
advised the detained person he would not require a solicitor to be present.

Learning Details
Officers and staff need to refrain from advising suspects if they do/do not require a solicitor
present. It appears in this instance the Officer was acting on advice from the detained
person’s solicitor given prior to the detained person attending the station. However it is
important that officers don't get involved in decisions about solicitors, it for the detained
person to decide.

A second point raised after reviewing the custody records, is the importance of updating
warning signals pertaining to a detained person's mental health/violent tendencies etc onto
PNC or IRIS. In this instance the attending Custody Sergeant authorised a warning signal
of violence to be placed onto PNC, this does not appear to have been carried out.

Action Taken
Following a review, feedback was given to appropriate staff, a letter of apology including
an explanation was provided to the complainant and Lessons learned completed.

A Message to all has been completed regarding officers/staff providing advice to persons
in custody in relation to obtaining legal advice/presence of a solicitor.

Custody management have been contacted in relation to ensuring warning markers are
placed onto PNC.

Case 10

Summary
A complainant made a report where he states that he believed the Detention officer who

booked him in to custody was racist. He states that this was because when he has booked
him into custody, he has been offered 3 options when asked for his self-defined ethnicity.
He states by doing this he has been discriminated against him because of his appearance.
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Learning Details

Detention officers requesting self defined ethnicity should either go through the full list or
ask the person to define their self defined ethnicity themselves. If the person refuses to do
this, then this should be added to the custody record that they have refused.

Officers need to be aware of how their actions are perceived by members of the public.

Action Taken
Detention officers have been made aware through their supervision.

Case 11

Summary
An incident occurred recently whereby a male was transported to hospital in a police

vehicle. Although the officers’ decision for doing so was justified, unbeknown to the officers
the male was suffering from a serious spinal injury which has left him with limited mobility.

Learning Details
In relation to the initial assessment of the casualty at the scene and the transportation of
the casualty, officers must refer to their first aid training and ensure appropriate medical
advice is sought.

Officers must also ensure they follow Operation Cable Guidance when considering
transporting any person in a Police vehicle. Operation Cable can be found on the Control
Room Service Unit Site on the Intranet.

Case 12

Summary
PSD have received a complaint from a member of the public as a result of Police attending

an address and searching for a family member who at the time was residing in prison. The
complainant complains that if the relevant checks were carried out prior to attendance then
the visit wasn't necessary.

Learning Details
Officers need to ensure relevant checks are carried out prior to arrest attempts being
made.

Action Taken
‘Messages to All' highlighting the issue and outlining correct method to officers.

Case 13

Summary
Following seizure of a cash sum as part of a criminal investigation, the cash could not be

found upon finalisation of the matter. The allegation inference therefore was that the
money had been either lost or stolen whilst in the possession of Cleveland Police.

Learning Details
Following a System/IRIS audit, the cash was subsequently discovered. It was apparent
that the correct procedures for recording and processing such recoveries had not been
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followed. The officers involved will receive advice in relation to this and a timely message
to all is to be circulated.

Action Taken
A ‘Message to All’ is to be circulated force wide.
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Report of the Chief Constable to the Chair and Members of the Audit Committee
17" December 2015

Executive & Presenting Officer: Mr Iain Spittal, Deputy Chief Constable

Status: For Information

Cleveland Police Ethics Committees

1.1

2.1

3.1

3.2

3.3

Purpose

The purpose of the report is to update Members on the work of the Force Ethics
Committees.

Recommendations
It is recommended that Members note the content of the report.
Reasons

An explicit commitment to integrity is absolutely essential to the legitimacy of
policing. Our behaviour, actions and decisions must always consider public interest.
We value public trust and confidence in policing as an institution, and to earn this
we need to be open to scrutiny and transparent. We recognise also that
professional ethics is far broader than integrity alone. It incorporates the
requirement to give an account of one's judgments, acts and omissions. In simple
terms it is not only about doing the right deed but also about doing it for the right
reason.

In recent years the actions of a small number of Police Officers has led to a
heightened focus on the integrity of police officers and their police forces. The
Service has led the response, ensuring that it has investigated and dealt with many
of the issues and will continue to do so. National policies and guidance documents
have been produced to ensure consistency in a number of areas, including gifts,
hospitality and secondary employment and the College of Policing has published the
Code of Ethics.

One of the measures taken by a number of forces, to be more transparent and
demonstrate their commitment to integrity, is the introduction of Ethics
Committees. The remit of an Ethics Committee is to promote the highest standards
of ethical conduct, providing a focus for education into ethical issues, a source of
support for others and ensuring compliance with organisational values.

NOT PROTECTIVELY MARKED





3.4

3.5

3.6

3.7

3.8

3.9

3.10

NOT PROTECTIVELY MARKED

The development of Ethics committees was conducted by a ‘Proof of Concept’
group consisting of eight forces. These forces were: Cleveland Police, Durham
Constabulary, Essex Police, Greater Manchester Police, Northamptonshire Police,
South Yorkshire Police, Staffordshire Police and Wiltshire Police. In her capacity as
National lead for Professional Ethics and Professional Standards, Chief Constable
Jacqui Cheer was the lead for this work. Due to her impending retirement and to
continue the good work and momentum the national lead for Professional Ethics
has now passed to the Cleveland DCC, Iain Spittal.

Ethics Committees offer an opportunity for the Police Service to develop a
structured environment in which to discuss and debate some of the most difficult
and contentious issues we face. They have the potential to improve and strengthen
the delivery of policing services to the public and to be seen to be taking the recent
integrity challenges seriously. Ethics Committees are advisory groups and not
decision making bodies; and will examine current as well as historic matters. They
may be asked, in certain circumstances, to advise on live operations or events, or
examine a decision maker’s application of the National Decision Model (NDM).
Their remit is to discuss and provide advice about ethical issues not just to
scrutinise the application of policy and procedure. The Committees add value and
provide something in addition to the current audit and scrutiny processes.

Cleveland Police were the first force to implement an Ethics Committee and they
held their first meeting on 16" December 2013. The committee is chaired by the
Deputy Chief Constable, Iain Spittal. The committee consists of post holders, as
opposed to individuals, so as post holders change, so does the representative.

The membership of the committee also includes our Strategic Partnership Director
(Steria), the Chief of Staff for the Office of the Police and Crime Commissioner
(OPCC), the Force Chaplain, and six volunteer members from the wider
organisation.

The group meets four times per year to consider papers which have been
submitted, as well as scrutinising Chief Officer expenses, gifts, gratuities and
hospitality. There is also the capability to pull the group together at short notice to
consider time critical issues.

Cleveland Police have an intranet site, which promotes the work of the group and
identifies the members, so that officers can easily access advice and guidance on
ethical issues. In line with ‘openness and transparency’ all submissions and the
corresponding advice is published on the Intranet site. The table in Appendix 1
shows the issues considered to date.

In addition to the Internal Ethics Committee, we have created an external
independent Ethics Committee, in collaboration with Durham Constabulary. The
committee was formed in May 2015 and is a key contributor to maintaining and
improving trust and confidence in the two organisations.
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3.10

3.11

3.12

4.1

4.2

4.3

4.4

4.5

5.1

NOT PROTECTIVELY MARKED

Chief Officers in Cleveland and Durham are operating in an increasingly complex
business environment as well as an operationally challenging one. We hope the
skills and experiences of our committee members can enrich the decision making of
senior leaders within Cleveland and Durham and improve our transparency for the
benefit of the communities we serve.

The remit of the External Ethics Committee is to promote the highest standards of
ethical conduct, providing a focus for education into ethical issues, a source of
support for others and ensuring compliance with organisational values.

The Committee will ensure senior leaders are aligned to these values and the Code
of Ethics, through scrutinising, challenging and advising the organisations in areas
such as:

= Leadership.

» Police culture

= Complex operational decision making

= Themes of national significance.

» Strategic influence

» Development and management of resources and estate

Implications

Finance
There are no financial implications arsing from the content of this report.

Diversity and Equal Opportunities
There are no diversity or equal opportunity implications arising from the content of
this report.

Human Rights Act
There are no Human Rights Act implications arising from the content of this report

Sustainability
There are no sustainability implications arising from this report.

Risk
There are no risk implications arising from the content of this report.

Conclusions

The Force continues to develop its work around the promotion of ethical behaviour
and establishing and embedding Ethics Committees.

Jacqui Cheer
Chief Constable
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Appendix 1

Date

Subject

Outcome

29/01/2015

HPDS Promotion
Process

CLOSED - The questioned promotion was in line with
the National Guidance around HPDS. Although it broke
with the forces tradition, the decision making justified
the decision. The decision and rationale should have
been better publicised in line with openness.

29/01/2015

Meal Breaks

CLOSED - Police Officers and Supervisors are
accountable for their actions, they have a duty to
protect the public. They should act with Selflessness
and Respect for the public and their colleagues. Meal
breaks should be taken at a time and location which
best allows them to fulfil their duties.

06/05/2015

Insp Rank Lieu
Time

ONGOING - Insp to liaise with fellow Insp's, Police
Federation and to draft some proposed principles and
bring them back to the Ethics Committee.

06/05/2015

Income Generation
- CDSOU

ONGOING - Applicant to develop a business case and
submit through their own management team, to
include proposal around how they would like to spend
the income

06/05/2015

External
Secondments

CLOSED - HR to draft an organisational communication
of our current and future position on External
Secondments. Secondments will also become a
standing agenda item on the RMG

06/05/2015

CPOSA Insurance

ONGOING - Explore the position of our collaborated
forces, the Supt's association and the National Position
to bring back to the Internal & External Ethics
committees

06/05/2015

Rental Properties

ONGOING -To be discussed at a future meeting with
Police Federation and PSD.

06/05/2015

Ethics Committee
Membership

CLOSED - response explaining the make up of the
committee sent, together with an invitation for
Federation reps to attend future meetings with a view
to increasing understanding and championing the work
of the committee.

11/08/2015

Income Generation
- Car Call

CLOSED - The group were concerned that by
supporting this organisation they would be: 1)
Promoting one provider, without looking at other
possible providers; 2) Any financial return would go to
the PCC, could it still be invested into casualty
reduction; 3) The activities of this business were in
effect inflating the costs of insurance premiums
unnecessarily.

11/08/2015

Politically
Restricted Posts

CLOSED - Accepted policy, individuals need advising on
what they can comment on (e.g. Social media)

NOT PROTECTIVELY MARKED
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11/08/2015 | Staff Association Staff Associations to be asked to consider the code and
Conferences submit proposals around conference attendance, to
the Ethics Committee, in advance of committing to
future attendance.

11/08/2015 | Tattoos Dress Policy is sufficient to accommodate this issue
and should be reinforced by supervisors. Dress Policy
to be reviewed in the near future.

05/11/2015 | Bonus Payments Officers are entitled, under Police Regulations to
receive bonus payments when they undertake work
which is outstandingly unpleasant, demanding or
important in nature. Requesting, and authorising,
officers should consider the Code of Ethics when
making such claims. Force process for claiming
allowance to be reviewed.

05/11/2015 | Provision of The Internal Committee supported the provision of
Officers for officers, provided there was no cost to the force or
Security impact on operational activity. The committee felt this

deployment doubled as community engagement and
reassurance amongst the customers, which include
vulnerable persons.

NOT PROTECTIVELY MARKED
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Mazars LLP
Rivergreen Centre
Aykley Heads
Durham

DH1 5TS

Mr B Coppinger

Office of the Police and Crime Commissioner for Cleveland
Police Headquarters

Ladgate Lane

Middlesbrough

TS9 8EH

22 October 2015

Dear Mr Coppinger
Office of the Police and Crime Commissioner for Cleveland Annual Audit Letter 2014/2015

We are pleased to present to you the Office of the Police and Crime Commissioner for Cleveland (PCC)
Annual Audit Letter for 2014/2015.

We carried out the audit in accordance with the Code of Audit Practice for Local Government bodies as
issued by the Audit Commission and delivered all expected outputs according to the timetable established
by the Accounts and Audit Regulations 2011 and the National Audit Office. We focused our audit on the
risks relevant to the preparation of your financial statements and your ability to maintain proper
arrangements for securing value for money.

We were pleased to issue an unqualified opinion on the financial statements and the value for money
conclusion.

2014/2015 has been another challenging year in this period of on-going change. We reflect on these
matters in section 3 of this letter.

I would like to express my thanks for your assistance, as well as that of senior officers and the Audit
Committee; the continued constructive approach to our audit is appreciated.

If you would like to discuss any matters in more detail then please do not hesitate to contact me.

Yours faithfully

Mark Kirkham
Partner
Mazars LLP





01 Overall messages

Purpose of this letter

This Annual Audit Letter provides a summary of our work and findings for the 2014/2015 audit period for
the Police and Crime Commissioner for Cleveland (the PCC).

We presented our Audit Completion Report to the Audit Committee on 24 September 2015 which provides
more detail of the work we have undertaken in 2014/2015. Our outline plan was set out in our Audit
Strategy Memorandum and we updated the PCC throughout the year.

Our audit of the financial statements

We issued our audit report including an unqualified opinion on the PCC and Group’s financial statements
on 30 September 2015.

Summary of main findings from the audit
We highlight the following key points:

« the PCC’s accounting policies and disclosures complied with the requirements of the CIPFA Accounting
Code of Practice (the Code) with no significant amendments;

. there were no significant difficulties encountered during the audit with no amendments impacting on
the General Fund balance or Earmarked Reserves;

« our audit provided assurance on the significant audit risks identified in the Audit Strategy
Memorandum;

« no significant deficiencies in internal control (noting our work is not intended to express an opinion on
the effectiveness of the system of internal control); and

. the national issue, arising from the lack of update of pension commutation factors impacting on all fire
and police bodies, resulting in a late material amendment to the financial statements (inclusion of a
liability, fully funded by central government).

Full details are available in our separate Audit Completion Report. We look forward to working alongside
officers in the coming years ahead of the earlier deadlines for 2017/2018.

Our value for money conclusion

We performed our work in line with the Audit Commission’s Code of Audit Practice for Local Government
bodies and the Commission’s guidance on the value for money (VfM) conclusion for 2014/2015. Our audit
report included a conclusion that you had put in place proper arrangements to secure economy, efficiency
and effectiveness in the use of resources.

Our work focused on the two criteria specified by the Audit Commission, namely:

« financial resilience; and
. economy, efficiency and effectiveness in the use of resources.

We highlighted a significant risk in respect of the financial resilience criterion because of the scale of
savings needed over the period of your medium-term financial strategy. As reported in our Audit
Completion Report, we noted the plans you have in place to address the financial challenge and we
obtained sufficient assurance in respect of the significant risk.
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Work carried out included consideration of a range of evidence in respect of both criteria, including:

« your Annual Governance Statement; and
. your medium-term financial strategy.

The outcome of work was detailed in a separate report presented at the July Audit Committee.

Overall, our work in these areas allowed us to satisfy ourselves, against the backdrop of the continued
unprecedented change and challenges of recent years, that the PCC has maintained proper arrangements
for securing value for money in the use of resources during the year. As set out in our Audit Completion
Report, the PCC is well aware of the on-going significant challenges. We comment further on these in
Section 3.

Whole of Government Accounts (WGA)

We reported to the National Audit Office (NAQ), as the auditor of central government departments, that
the PCC’s activity was below the threshold set by the NAO, meaning we were not required to review the
WGA return this year.

Our other responsibilities

As your appointed external auditor, we have other powers and responsibilities as set out in the Audit
Commission Act 1998. These include responding to questions on the financial statements raised by local
electors as well as a number of reporting powers such as reporting in the public interest. We did not
receive any questions or objections in relation to the PCC’s 2014/2015 financial statements from local
electors, nor did we exercise our wider reporting powers.
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02 Fees

As outlined in our Audit Strategy Memorandum presented to the Audit Committee on 26 March 2015, the
Audit Commission set a scale fee for our audit and certification work for 2014/2015. The fees applicable to
our work in 2014/2015 are summarised below.

Element of work 2014/2015 (as [2014/2015
previously Final fee
reported)

Code audit work £45,100 £45,100 £45,100

Chief Constable code audit work £20,000 £20,000 £20,000

Non-audit work n/a n/a £100*

Total £65,100 £65,100 £65,200

*nominal fee in respect of streamlining final accounts workshop






03 Future challenges

The PCC has highlighted the following areas for improvement in 2015/2016 in the Annual Governance
Statement:

. victim referral services — developing governance arrangements around this new area of work and
responsibility;

. acontinued focus on collaboration and ensuring existing arrangements are embedded and working
effectively;

. commissioning and grants - further continued focus to help further embed the governance and
controls that sit around this important and developing area; and

. financial planning, service delivery and savings given the scale of challenges and uncertainties in
coming years.

Alongside these areas, key areas for to continue to focus on in the coming year are set out below.

focus

Delivery of the The PCC has recognised the budget gap for the coming period of the medium-term

medium-term financial strategy and work has already started to eliminate this gap while
financial strategy considering the impact further cuts will have on service provision.
(MTEFS)

The PCC has continued to maintain a track record of robust budget management
and this remains crucial to on-going financial resilience. The challenge will be
maintaining this track record in light of any changes arising from the upcoming
spending review, as well as continuing to make the efficiencies required to balance

the budget.
Delivery of The PCC continues to successfully manage the cuts required to date but this is
savings plans inevitably going to become more and more difficult.

Continued robust project management of the savings plans by the corporate
management team remains important, as well as regular reporting to the Police
and Crime Panel and Audit Committee.

Governance There are also the potential far-ranging changes to the PCC (and the Force)

changes depending on the outcome of the current (October 2015) central government
consultation on “Enabling closer working between the Emergency Services”. Three
main governance models have been presented to enable closer working between
police and fire (and ambulance services) and the models present potential
significant changes.

As set out in the consultation document, “the picture of collaboration around the
country is still patchy and there is much more to do to improve value for money
and the service to the public. Strong leadership will be required to drive greater
efficiencies and improved outcomes”.
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04 Audit regime changes

In the last year there have been significant changes to the framework for external audit in local
government (including police and fire), with the abolition of the Audit Commission on 31 March 2015 and,
under the Local Audit and Accountability Act 2014, new provisions including:

e the National Audit Office to oversee the Code of Audit Practice and issue guidance to auditors;

e establishment of a new company, Public Sector Audit Appointments Ltd (PSAA Ltd) to appoint
auditors and manage the existing contracts with firms of private sector auditors until they expire;
and

e the ability for bodies to appoint their own auditors when the current contracts end after the
2017/18 audit year.
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1 EXECUTIVE SUMMARY
1.1 Background

This risk based audit was undertaken to review the procedures in place within the Office of the Police and Crime
Commissioner (PCC) for ensuring that grants are awarded in a fair and transparent way, and ensuring that public
monies are spent appropriately. Our audit has focussed on grant applications received from third party organisations
during the 2015/16 financial year, since the process in its current form was introduced.

The review included assessing the controls in place to manage the following:
Risk - Failure to effectively engage partners, communities and stakeholders. (OPCC Risk Register)

e Policies and Procedures are in place.
e Applications are fully submitted and directly linked to the PCC’s Police and Crime Plan objectives.
e Formal decision processes are documented and published.

e  Progress and final reports are received to confirm funds have been spent in accordance with their initial
application.

1.2 Conclusion

Internal Audit Opinion:
[Red Ampg,

ot
Taking account of the issues identified, the PCC can take partial >
assurance that the controls to manage this risk are suitably designed and ‘
consistently applied.

&
Action is needed to strengthen the control framework to manage the
identified risk(s).

Whilst the awarding of grants has been part of the PCC’s remit for a number of years , historically the process was not
as formal. The organisation has taken considerable steps from 2015/16 to improve the grants award process in order
to ensure transparency in the process and that public monies are spent in line with the PCC’s objectives.

Overall it was identified that the control framework was reasonably well-designed however, compliance with the
controls was not maintained in all cases. We have identified areas for improvement with regard to:

e  Checks carried out to confirm the financial sustainability of grant recipients prior to grant award, where the award
is of a significant value.

e  Completion of standard applications forms and the creation of decision forms.

e Processes for assessing the impact of projects in meeting the PCC’s objectives.

e  Consistent completion of standard documentation, such as the grant application forms and the decision record
forms.

e Receipt of mid-year budget returns by all grant recipients and submission of bi-monthly progress reports by
recipients’ of grants over £10,000.
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1.3 Key findings

The above conclusions feeding into the overall assurance level are based on the evidence obtained during the audit.

Review of the systems and procedures in place identified a number of well-designed controls, in particular:

On an annual basis the funding allocation is assessed in terms of strategic and legal requirements to ensure funds
are distributed appropriately and have the maximum impact on reducing crime and disorder.

Applications to access funds are made via an Application Form, which is signed by applicant and includes details of
how the project will meet the PCC’s objectives in the Police and Crime Plan, along with the financial implications of
the project.

All applicants are assessed by an independent panel. The decision on whether the application has been successful
is recorded on a Decision Record From and signed off by the PCC. This process is completed for both successful
and unsuccessful applications and appropriate correspondence is sent to the applicant.

However, we identified three areas where the design of the control framework could be enhanced:

Discussions with the Strategic Contract Manager established that no specific checks were carried out on the
financial stability of the applicant, prior to agreeing a grant.

There was no process in place for assessing the impact of projects in meeting the PCC’s objectives detailed in the
Police and Crime Plan.

Decision Record Forms are not completed for unsuccessful grant applications.

In addition, we identified the following areas where the control framework had not been complied with:

Testing identified that out of a sample of 15 successful grant applications, five had been awarded when an
application form had not been completed but submission was instead by email or letter. In addition, of the 10
successful application forms held on file plus five unsuccessful applications reviewed, in two cases the forms did
not detail how the funding would be spent.

The Decision Record Form was missing for three out of 15 successful applications reviewed.

For the 15 successful applications, no mid-year Grant Budget Return Forms been received by the PCC to confirm
how the grant had been utilised so far. In addition, for the seven grant awards over £10,000 within our sample,
none had submitted progress reports, although it should be noted that our visit took place in October and these
were due to the end of September and therefore the team in the OPCC had not yet had opportunity to chase
these..
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1.4 Additional information to support our conclusion

Control Non- Agreed actions
design* compliance
with
controls*

Low Medium High

Failure to effectively engage partners,
communities and stakeholders.

2 (12) 4 (12) 1 4 -

Total 1 4x* -

* Shows the number of controls not adequately designed or not complied with. The number in brackets represents the total number of controls
reviewed in this area.

** this include one medium priority management action to address two findings.
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2 ACTION PLAN

Categorisation of internal audit findings

Priority Definition

Low There is scope for enhancing control or improving efficiency and quality.

Medium Timely management attention is necessary. This is an internal control risk management issue that could
lead to: Financial losses which could affect the effective function of a department, loss of controls or
process being audited or possible reputational damage, negative publicity in local or regional media.

High Immediate management attention is necessary. This is a serious internal control or risk management
issue that may, with a high degree of certainty, lead to: Substantial losses, violation of corporate
strategies, policies or values, reputational damage, negative publicity in national or international media
or adverse regulatory impact, such as loss of operating licences or material fines.

The table below sets out the actions agreed by management to address the findings:

Ref Findings summary Priority Actions for management Implementation Responsible

date owner

Risk: Failure to effectively engage partners, communities and stakeholders.

1 Testing found that of a Medium The Strategic Contracts Manager Immediate Strategic
sample of 15 successful will ensure that all submissions Contracts
grant applications, five are supported by a fully complete Manager
had been awarded when application form that includes the
an application form had outcome/objectives of the project, Planning and
not been completed and for all grant values over £10,000 Development
submission was instead and when not part of rolling Officer
by email or letter. project, legislative requirement or

historical arrangement.
From the 15 application
forms held on file
(including five those
related to unsuccessful
applications), in two
cases the forms did not
detail how the funding
would be spent.
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Findings summary Priority Actions for management Implementation Responsible

date owner

2 Testing confirmed that Medium The Strategic Contracts Manager Immediate Strategic
Decision Record Forms will ensure that all grant awards Contracts
and formal are supported by a Decision Manager
correspondence relating Record Form which has been
to the decision made authorised by the PCC and Chief
were missing or had not Finance Officer. In addition,
been completed for the evidence of the decision
five unsuccessful grant communication will be retained
applications and three of on file.
the successful
applications within our Although in exceptional
sample. circumstances when funds are

required within a short timescale,
there may be a lag in the formal
sign off of the document for
successful awards.

3 There were no financial Medium For non-public bodies that have  November 2015 Planning and
assessment checks been awarded a grant over Development
completed on prospective £10,000 the organisation will be Officer
applicants to confirm that mindful of financial viability
the entity was a going checks.
concern.

This will be achieved through web
searches such as the charity
commission. Any significant
results will feed into the decision
making process.

4 Grant Budget Return Low  The Bid Tracker will be updated Immediate Strategic
Forms had not been to demonstrate when mid-year Contracts
submitted at the mid-year and annual returns have been Manager
point for the 15 chased.
successful applications
sampled.
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Findings summary

Priority

Actions for management

date owner

At the time of the audit no  Medium
progress reporting had
been received for the
seven grants awarded
over £10,000. At the time
of the review the six
month reporting threshold
reporting had not
elapsed. However, it was
identified no dedicated
resource in place to
management the

process.

The Strategic Contract Manager  June 2016 Strategic
in consultation with other Contracts
members of staff will consider the Manager

need for a dedicated resource to
manage grants over £10,000.

Dependant on resource
restrictions, a risk and value
based approach will be
undertaken to ensure that grants
awarded between £50,000 and
£150,000 submit regular returns.
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3 DETAILED FINDINGS

This report has been prepared by exception. Therefore, we have included in this section, only those risks of weakness in control or examples of lapses in control identified
from our testing and not the outcome of all internal audit testing undertaken.

Ref

Control

Adequate Controls Audit findings and implications

control

design
(yes/no)

complied
with
(yes/no)

Risk: Failure to effectively engage partners, communities and stakeholders.

Priority Actions for management

1

Applicants apply for access to
grant funds via a standard
Application Form.

The form is signed by the
applicant and details how the
project will meet the PCC’s
objectives in the Police and Crime
Plan and the financial implications
of the project.

Yes

No

For a sample of 20 applications we
identified the following:

¢ Infive cases a standard application
form was not on file but the application
had been received via email or letters.

e In 15 cases where an application form
was available, there was a clear link to
one of the PCC objectives.

e Intwo out of 15 cases the outcome of
how the funds would be used had not
been completed within section 5 of the
application form.

Failure to submit an application or a fully
completed application form could result in
funds being spent which do not support
the PCC's objectives as part of the Police
and Crime and therefore grants are
incorrectly awarded.

Medium

The Strategic Contracts Manager will ensure
that all submissions are supported by a fully
complete application form that includes the
outcome/objectives of the project, for all grant
values over £10,000 and when not part of
rolling projects, legislative requirement or
historical parties.
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Control Adequate Controls Audit findings and implications

control complied

Priority Actions for management

design with

(yes/no) (yes/no)

All applications for grant funding
are assessed by a panel
comprising of the PCC, the Chief
Finance Officer and the Strategic
Contracts Manager.

Approved projects are signed off
by the PCC on a Decision Record
Form.

The Bid Tracker is updated, the
applicant informed via a letter and
the PCC’s website updated.

Yes

No

For a sample of 20 applications we Medium
identified that 15 had been successful

and five had been rejected.

There was no Decision Record Form
completed for any of the five
unsuccessful applications.

For the 15 successful applications testing
found that in 12 cases there was a
Decision Record Form which was signed
by the PCC and the Chief Finance Officer
however, in three cases there was no
Decision Record Form on file although in
one of these cases the award was made
as part of the Police Property Act and
therefore Decision Record Form was not
required.

For the 20 applications reviewed, in all
cases the Bid Tracker had been updated.
In 17 cases formal correspondence had
been sent to the applicant informing them
of the outcome however in three
instances a formal letter confirming or
rejecting the applications had not been
retained.

Failure to adequately document the
decision process could result in awards
being challenged and raise questions
over the transparency of the process.

The Strategic Contracts Manager will ensure
that all grant awards are supported by a
Decision Record Form which has been
authorised by the PCC and Chief Finance
Officer In addition, evidence of the decision
communication will be retained on file.

Although in exceptional circumstances when
funds are required within a short timescale,
there may be a lag in the formal sign off of the
document for successful awards.
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Control Adequate Controls Audit findings and implications Priority Actions for management
control complied

design with
(yes/no) (yes/no)

3 Missing Control No N/A Discussions with the Strategic Contracts Medium  See point 2 for Management Action Raised.

Manager confirmed that this is not taking

The outcome for unsuccessful place currently, but is due to be carried

applications is recorded on a out going forward.

Decision Record Form which is

signed by the PCC. Failure to adequately document the
decision process could result in awards

The applicant is issued a letter being challenged.

outlining why the application has
been unsuccessful.

4 Missing Control No N/A Discussions with the Strategic Contract Low For non-public bodies that have been awarded
Manager established that no specific a grant over £10,000 the organisation will be

Grant Funding in excess of checks are carried out on the financial mindful of financial viability checks this will be
£10,000 requires the applicant to stability of the applicant prior to awarding achieved through web searches such as the
submit a cash-flow forecast, risk a grant. charity commission. Any significant results will
assessment and equality feed into the decision making process.
statement, a governing document; There is a risk that funds will be granted
and recent bank statement. which will be lost due to the organisation

going bankrupt and as such the funds
would not be utilised for the purpose for
which they had been intended.
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Control Adequate Controls Audit findings and implications Priority Actions for management
control complied

design with
(yes/no) (yes/no)

5 Grant Budget Return Forms are Yes No For the 15 grants awarded it was Medium The Bid Tracker will be updated to
submitted to the PCC at mid-year identified that in no cases had a mid-year demonstrate when mid-year and annual
and at year-end on how grant return form been received by the returns have been chased.
expenditure has been spent for all PCC. (The year-end returns were not
successful grants. due for submission at the time of the

audit).
The return is signed by the
applicant to confirm the Evidence of chasing was provided
expenditure has been spent in however, this had only been circulated to
accordance with the Grant local governing departments and had not
Agreement. been circulated to all parties that had
been successful in there grant
Grant underspend is monitored application.
and monies recovered where
appropriate. Failure to track the submission of mid-

year reviews could result in underspends
not being identified in year, or that the
PCC'’s objectives are not being achieved.
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Control Adequate Controls Audit findings and implications Priority Actions for management
control complied

design with
(yes/no) (yes/no)

6 Recipients of grants over £10,000 Yes No For the seven grant awards over £10,000 Medium The Strategic Contract Manager in
are required to submit a progress within our sample it was established that consultation with other members of staff will
report on a regular basis no progress reporting had been received, consider the need for a dedicated resource to
(frequency varies by grant but although at the time of our audit these manage grants over £10,000.
could be monthly, bi-monthly, were only recently due (end of
quarterly or annually), detailing September) and therefore the team had Dependant on resource restrictions, a risk and
key activities undertaken in the not yet had opportunity to chase them. value based approach will be undertaken to
period and any issues with the ensure that grants awarded between £50,000
delivery of the grant,. The Strategic Contract Manager did and £150,000 submit regular returns.

however confirm that Force staff or the
PCC attend regular meetings on the
service being offered, for example,
attendance at the child safeguarding
board, although this not
monitored/collated centrally.

Failure to proactively monitor grant spend
could result in underspends not being
identified at the earliest opportunity and
recovered. In addition the PCC will not
receive assurance that activities initially
approved to contribute the objectives of
the Police and Crime Plan will be
achieved.
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APPENDIX A: SCOPE

Scope of the review

The assignment was scoped to provide assurance on how PCC for Cleveland manages the following risk(s)

Objective of the risk under review Risks relevant to the scope of the Risk source

review

Arrangements are in place to ensure  Failure to effectively engage partners, OPCC Risk
that the process for awarding grants ~ communities and stakeholders.

is fair and transparent, and that public

monies are used appropriately.

When planning the audit, the following areas for consideration and limitations were agreed:

Areas for consideration:

This review considered the procedures in place within the OPCC for ensuring that grants were awarded in a fair and
transparent way, ensuring that public monies were spent appropriately.

We considered the application process including:
e How the OPCC records grant applications; and

e How applications were assessed to ensure that they met the appropriate criteria (the recipient must use the grant
for purposes in line with the PCC'’s priorities and the Police and Crime Plan);

We have not considered how the PCC gains assurances that the monies awarded had been used as intended and the
reporting arrangements within the PCC structure as none of the 2015/16 grants had been completed at the time fo our
audit.

The audit involved reviewing the grants tracker and supporting documentation for a sample of grants selected by
internal audit. This included both successful and unsuccessful applications.

Limitations to the scope of the audit assignment:

¢ We have not commented on the suitability or comment on the appropriateness of the rationale for awarding grants,
only that a fair and consistent process has been adopted.

¢ We have not commented on the appropriateness of the value of any grants awarded.

¢ We have not provided assurance that grants monies have been used by the recipient as intended.
e We have not contacted or speak with any grants recipients.

e We have not considered grants awarded in 2014/15 while the process was still under development.

e Our work does not provide absolute assurance that material errors, loss or fraud do not exist.

Police and Crime Commissioner for Cleveland Grants 5.15/16 | 13





APPENDIX B: FURTHER INFORMATION

Persons interviewed during the audit:

e Jonathan Whitely, Strategic Contracts Manager
e Amanda Wilkinson, Strategic Contracts Officer

e Jennifer Yates, Planning & Development Officer)
Documentation reviewed during the audit:

e Application for Funds Guide

e Grant Applications

e Grant Agreements

e Grant Tracker

e Decision Forms
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for any purpose or in any context. Any party other than the Board which obtains access to this report or a copy and chooses to rely on this report (or
any part of it) will do so at its own risk. To the fullest extent permitted by law, RSM Risk Assurance Services LLP will accept no responsibility or
liability in respect of this report to any other party and shall not be liable for any loss, damage or expense of whatsoever nature which is caused by
any person’s reliance on representations in this report.

This report is released to ourCleveland Police on the basis that it shall not be copied, referred to or disclosed, in whole or in part (save as otherwise
permitted by agreed written terms), without our prior written consent.

We have no responsibility to update this report for events and circumstances occurring after the date of this report.
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1 EXECUTIVE SUMMARY

1.1 Background

This risk based audit was undertaken to evaluate the adequacy of management arrangements to address the Home
Secretary’s views of the national threats that the police must prepare for and have the capabilities required to counter
those threats in relation to large-scale cyber incidents.

The Force has recognised the need to develop a proactive approach to cyber crime at a local, regional and when
required national level to tackle threats from the internet and associated technology in terms of serious organised
crime and other criminal offences. The Force has established an appropriate Group and Governance framework to
address the threat of cyber crime and deficiencies identified by the Her Majesty’s Inspectorate of Constabulary (HMIC)
during a review of capacity and capability of forces to deal with large-scale cyber attacks.

The review included assessing the processes for operating to manage the following risk area:

Risk: Cleveland Police does not adequately respond to cyber crime incidents, resulting in reputational
damage.

e Collaborative arrangements are in place with North East Regional Serious Organised Crime Unit (NERSOU) to
promote the risk of cyber crime to local businesses and deal with serious organised regional crime.

e A Group and Action Plan has been developed to monitor the ever changing impact associated with technological
risk.
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1.2 Conclusion

Internal Audit Opinion: Wm\i "'mb.%

Taking account of the issues identified, the Board can take substantial ‘
assurance that the controls upon which the organisation relies to manage ;,' Qg
@

the identified risk are suitably designed, consistently applied and operating /

effectively.

The Force has responded to the requirement to develop an integrated approach to tackling the threats from the
internet and associated technology at a local, regional and national level. The Force’s Cyber Policing Strategy has
been developed and driven by the Cyber Opportunities and Risk Working Group to improve cyber awareness and
support individuals and businesses, so that it is scalable and connected to tackle cyber enabled and cyber dependant
crimes.

Our work identified that there were areas of the design and application of the control framework which could be
improved to support the Force’s on-going programme to address the risk of cyber crime, and has resulted in one
‘medium’ and three ‘low’ priority management actions in relation to the following:

e Terms of Reference (ToR) of the Cyber Opportunities and Risk Working Group did not stipulate minimum
attendance requirements.

e  The Cyber Crime Action Plan did not clearly articulate how the requirements of National Police Chief's Council
guidance will be achieved. This could have an adverse effect on the outcome of future HMIC inspections.

e Actions had not been discharged from the Cyber Action Plan when the activity had been completed.

e Aformal protocol was not in place to assess a cyber incident and escalate it where necessary.
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1.3 Key findings

The key findings from this review are as follows:

e Thereis a Cleveland Police Cyber Policing Strategy in place that articulates the Force's approach to reducing the
risk of cyber crime to the communities and businesses of Teesside so that they are protected from harm and can
operate with confidence in cyberspace. The Strategy sets out clear outcomes to ensure the aims of the Strategy
are achieved, was approved the Cyber Opportunities and Risk Working Group and is available via the Force’s
intranet.

e HMIC undertook an inspection of police forces, across the country, regarding readiness for dealing with cyber
crime. The report underlined that cyber crime is the newest of the national threats that requires a national
response by the police service. On review of The Strategic Policing Requirement report confirmed through
sample testing that five recommendations raised had been addressed by the Force.

e A Cyber Opportunities and Risk Working Group has been established to manage the Force’s response to the
numerous and various challenges created by digital technology. We confirmed meetings had occurred on a bi-
monthly basis in accordance with the Group’s agreed ToR.

e A Cyber Crime Action Plan has been developed and is regularly monitored by the Cyber Opportunities and Risk
Working Group and its subgroup.

e The NERSOU has established a Cyber Regional User Group (CRUG) to ensure compliance with strategic and
national requirements. We confirmed ToR are in place to govern the Group and meeting had occurred.

1.4 Additional information to support our conclusion

Control design* Non-compliance Agreed actions

1 *
with controls Medium

Cleveland Police
does not
adequately
respond to cyber
crime incidents,
resulting in
reputational
damage.

Total 3 1 -

* Shows the number of controls not adequately designed or not complied with. The number in brackets represents the total number of controls
reviewed in this area.

-(11) 4 (11) 3 1 -
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2 ACTION PLAN

Categorisation of internal audit findings

Priority Definition

Low There is scope for enhancing control or improving efficiency and quality.

Medium Timely management attention is necessary. This is an internal control risk management issue that could
lead to: Financial losses which could affect the effective function of a department, loss of controls or
process being audited or possible reputational damage, negative publicity in local or regional media.

High Immediate management attention is necessary. This is a serious internal control or risk management

issue that may, with a high degree of certainty, lead to: Substantial losses, violation of corporate
strategies, policies or values, reputational damage, negative publicity in national or international media

or adverse regulatory impact, such as loss of operating licences or material fines.

The table below sets out the actions agreed by management to address the findings:

Findings summary

Priority

Actions for management
date

Implementation

Responsible
owner

Risk: Cleveland Police does not adequately respond to cyber crime incidents, resulting in reputational
damage.
1 The Force’s Cyber Low Agreed. January 2016 Peter McPhillips
Opportunities and Risk
Working Group ToR did The Group’s quorum will
not detail the required be considered and
quorum for the meetings. minimum attendance levels
will be agreed at the next
Cyber Opportunities and
Risk Working.
2 Discharged actions had Low Agreed Cyber Action Plan  January 2016 Peter McPhillips
not be removed from the will be reviewed and
Cyber Action Plan to discharged actions
allow for discussions to removed.
be focussed.
3 The Cyber Crime Action Low Assessment of the roles January 2016 Peter McPhillips
Plan did not clearly will be undertaken to
articulate how the create a single Cyber
requirements of National Crime Unit. A paper will be
Police Chief's Council presented to the
guidance will be Management Board on 28"
achieved. October 2015 for
ratification.
4 A documented process Medium The Force will consider the January 2016 Peter McPhillips

was not in place that
detailed how threats are

assessed and escalated.

NERSOU matrix for
assessing the impact on a
cyber attack and replicate
this at a local level.
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3 DETAILED FINDINGS

This report has been prepared by exception. Therefore, we have included in this section, only those risks of weakness in control or examples of lapses in control identified
from our testing and not the outcome of all internal audit testing undertaken.

Ref Control Adequate  Controls Audit findings and implications Priority ~ Actions for management
control complied

design with
(yes/no) (yes/no)

Risk: Cleveland Police does not adequately respond to cyber crime incidents, resulting in reputational damage.

1 The Force has established a Cyber Yes No We obtained the Cyber Low Agreed. The Group’s quorum will be
Opportunities and Risk Working Opportunities and Risks Working considered and minimum attendance levels
Group to manage its response to the Group ToR and confirmed it will be agreed at the next Cyber Opportunities
numerous and various challenges provided clear objectives of the and Risk Working.
created by digital technology. Group and how the Force will

discharge its responsibilities in

A ToR is in place that governs the relation to the Home Office Strategy
protocol of the Working Group. Requirement 2012 (SPR) and the

association National Policing
Requirement 2012 (NPR). The
ToR were approved by the Group
on 18th September 2013 and have
formed the basis of future meetings.

However, it was noted that the ToR
did not include the quorum of the
Group or the frequency of the
meetings. We confirmed the
meetings had taken place on a
frequent basis; however we noted
that on review of the attendees
there was a significant number of
apologies.

Failure to maintain appropriate
attendance particularly when an
individual has specialised skills
could result in key threats not being
identified.
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Control Adequate

control

design

Controls
complied
with

Audit findings and implications Priority

Actions for management

(yes/no)

(yes/no)

The Cyber Crime Action Plan was Yes No On review of the Cyber Low Agreed Cyber Action Plan will be reviewed
developed by the Acting Chief Opportunities and Risk Working and discharged actions removed.
Constable (ACC) to reflect the Group minutes we confirmed that
increasing risk of cyber crime and the Action Plan has been discussed
reflect the National Crime Agency and formed the basis for the
four Ps (Pursue, Prevent, Protect & meeting. We selected a sample of
Prepare). 10 actions from the Action Plan
dated 23rd June 2015 and
Prior to each Cyber Opportunities confirmed appropriate evidence
and Risk Working Group meeting the was in place to support the action
Chair requests the responsible status.
owner to provide an update on the
status of the actions. However, through testing we
identified a number of actions had
been discharged such as the
‘Develop of Force Cyber Policing
Strategy’ but this still remains on
the Cyber Action Plan.
Failure to remove/hide discharged
actions could dilute the review of
the Action Plan resulting in
resources not being directed to
appropriate high risk areas.
A subgroup of the Cyber Yes No We confirmed a subgroup to the Low Assessment of the roles will be undertaken to

Opportunities and Risk Working
Group has been established to
address the Force’s capability and
capacity needs.

The subgroup meets on a bi-monthly
basis and has an Action Plan in
place to address the requirements of
the Force.

main Cyber Opportunities and Risk
Working Group had been
established to address the
significant issue of resource and
capability to deal with a large scale
cyber crime. The subgroup
meetings had been held prior the
Cyber Opportunities and Risk
Working Group meetings although
they are not formally minuted or has
ToR in place.

create a single Cyber Crime Unit. A paper will
be presented to the Management Board on
28th October 2015 for ratification.
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Ref Control Adequate  Controls Audit findings and implications Priority ~ Actions for management
control complied

design with
(yes/no) (yes/no)

We reviewed the Action Plan in
place and through sample testing
confirmed the status reported as
accurate.

The NPCC issued guidance on the
establishment of force cyber crime
units. However, on review of the
main and subgroup action plans we
could not establish how the
recommendations in terms of initial
set up, staffing and equipment will
be achieved.

Failure to implement appropriate
resource on the establishment of a
force cyber crime unit could have
an impact on the Force dealing with
a major incident and have an effect
on future HMIC inspections.

4 There are clear protocols in place on Yes No The Guide to Investigation of a Medium  The Force will consider the NERSOU matrix
how local, regional and national Large Scale Cyber Incident for assessing the impact on a cyber attack and
cyber crime is escalated based on describes the process of how the replicate this at a local level.
the resource implication and Force will deal with a large-scale
technical capacities required. incident. However, there is not a

matrix in place that assesses the
harm or complexity of the incident
to inform escalation to a regional or
national level.

Failure to have clear protocols in
place could result in incidents not
being escalated resulting in the
cyber risks not being addressed in
a timely manner.
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APPENDIX A: SCOPE

Scope of the review

The scope was planned to provide assurance on the controls and mitigations in place relating to the following risks:

Objective of the risk under review Risks relevant to the scope of the review Risk source
The Force has in place adequate Cleveland Police does not adequately respond  Internal Audit
arrangements to enable it to respond to and to cyber crime incidents, resulting in reputational

deal with cyber crime, in line with the damage.

Strategic Policing requirement.

When planning the audit, the following areas for consideration and limitations were agreed:

Areas for consideration:

This review has focussed on the structure and arrangements set up to deal with the Strategic Policing requirement in
relation to Cyber Crime. Cyber Crime is dealt with at local level by the Cleveland Economic Crime Team (where it
relates to the Force area only); at regional level across the North East through a collaborative arrangement with
Durham and Northumberland Forces (NERSOU), and at national level via the National Crime Agency.

This review has considered the arrangements at local and regional level only. In order to assess whether the
arrangements in place adequately address the relevant HMIC inspection outcomes and the Strategic Policing
requirement, we have reviewed the following:

Cleveland

o Set up of the Cleveland Cyber Group including their Terms of Reference and remit, and review of reports to and
minutes from the Cyber Group (where available).

¢ The Cleveland 'Action Plan' arising from the Cyber Group and how this has been developed, monitored and
reported against including some validation of the status of actions.

¢ Policies, procedures and guidance in place at Cleveland including whether they sufficiently detail the procedures for
dealing with cybercrime and the decision making process as to which level incidents should be dealt with (ie local,
regional or national).

NERSOU

¢ Set up of the Cyber Regional User Group (CRUG) and whether formal Terms of Reference are in place which set
out their role and remit, and review of reports to and minutes from CRUG (where available).

¢ Actions developed from the CRUG meetings and how these have been monitored and reported against, including
some validation of performance reported.
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Limitations to the scope of the audit assignment:

¢ We have not commented on how Cleveland has responded to any actual incidents of Cyber Crime, only whether
the arrangements set up adequately address the Strategic Policing requirement.

* We have not commented on the content either cyber groups Terms of Reference, only whether these are in place
and sufficiently detailed.

e Testing has been undertaken on a sample basis only and therefore cannot provide assurance that all performance
data reported was accurate.

e Our work does not provide absolute assurance that material errors, loss or fraud do not exist.
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APPENDIX B: FURTHER INFORMATION

Persons interviewed during the audit:

e  Peter McPhillips, T/Det Superintendent

e Andy French, Information Security Officer

e Richard Holmes, Cyber Crime Unit (Force)

e  Traci McNally, Head of Regional Cyber Crime (NERSOU)
Documentation reviewed during the audit:

e Cleveland Police Cyber Policing Strategy

e A Guide to the Investigations of a Large Scale Cyber Incident

e HMIC The Strategic Policing Requirement

e  Cyber Opportunities and Risk Working Group Terms of Reference
e  Cyber Opportunities and Risk Working Group minutes

e  Cyber Action Plan

e  Sub Group Cyber Action Plan

e National Police Chiefs’ Council — Force based Cyber Crime Units

e  Cyber Regional User Group agendas and Action Plan
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FOR FURTHER INFORMATION CONTACT

Patrick Green, Head of Internal Audit
Patrick.Green@rsmuk.com
Tel:07768 807469

Angela Ward, Senior Manager
Angela.Ward@rsmuk.com
Tel: 07966 091471

Lindsay Straughton, Client Manager
Lindsay-anne.Straugton@rsmuk.com
Tel: 07800 617385

rsmuk.com
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an independent accounting and consulting firm each of which practises in its own right. The RSM network is not itself a separate legal entity of any description in any jurisdiction. The RSM network is
administered by RSM International Limited, a company registered in England and Wales (company number 4040598) whose registered office is at 11 Old Jewry, London EC2R 8DU. The brand and
trademark RSM and other intellectual property rights used by members of the network are owned by RSM International Association, an association governed by article 60 et seq of the Civil Code of
Switzerland whose seat is in Zug.
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1 EXECUTIVE SUMMARY
1.1 Background

This risk based audit was undertaken to evaluate the adequacy of management arrangements for adhering to the
Proceeds of Crime Act (POCA), and the extent to which controls are applied across the Force and the North East
Regional Specialist Operational Unit (NERSOU) collaborative arrangement to monitor POCA spend in accordance
with Home Office guidance.

The review included assessing the processes operated to manage the following risk areas:

Risk: Assets recovered are not appropriately used to drive up performance on asset recovery.

e Asset Recovery Incentivisation Scheme returns are made to the Home Office in a timely manner.

e POCA funds have been used in accordance with Home Office guidance to further drive up performance on asset
recovery and, where appropriate, to fund local crime fighting priorities for the benefit of the community.

e  The Office of the Police and Crime Commissioner for Cleveland (OPCCC) and Cleveland Police receive
assurance that funds received through assets recovered as part of collaborative arrangements are used
appropriately.

1.2 Conclusion

Internal Audit Opinion: }Mmd A""’be%

Taking account of the issues identified, the Board can take substantial
assurance that the controls upon which the organisation relies to manage q%
the identified risk(s) are suitably designed, consistently applied and &

operating effectively. /

The above conclusions feeding into the overall assurance level are based on the evidence obtained during the audit.

The Home Office operates the Asset Recovery Incentivisation Scheme (ARIS) where the proportion of the recovered
assets is returned to the relevant agencies. ARIS guidance stipulates that use of incentive payments ‘is a matter for
each agency but incentive payments should be used to further drive up performance on asset recovery and, where
appropriate, to fund local crime fighting priorities for the benefit of the community.’

This review concluded that the Force has used funds appropriately as defined by the ARIS guidance. As at 31 March

2015 the Force has carried forward £260,000 and it's acknowledged the reserve is used to ‘smooth’ any large budget
shortfalls in future years should they arise.
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1.3 Key findings

The POCA 2002 is a wide ranging act aiming to take the profit out of criminality, as part of the act gives power to the
police and other public bodies to confiscate assets and cash from individuals who are convicted of offences or on the
balance of probability have benefited from their illegal activity. The Home Office operates ARIS where the proportion of
the recovered assets is returned to the relevant agencies as follows:

e Home Office (50%)

e Investigations (18.75%)
e  Prosecution (18.75%)

e  Enforcement (12.5%)

The OPCCC has invested their funding in the employment of Accredited Financial Intelligence Officer/Investigations, a
Computer Forensic Examiner and costs associated with organised crime unit accommodation. On an annual basis, the
Finance Manager and Detective Inspector of the Economic Crime Unit submit a Statement of Expenditure to the Home
Office detailing how monies have been used. The levels of receipted income are difficult to predict accurately, as
receipts are dependent upon the accurate identification of assets, various court appeals and their timeframes,
depreciation of asset values, whether the offenders actual settle the court’s orders and the extent to which victims are
compensated. This has seen the receipted monies vary from £314,000 in 2007/08 to £176,000 in 2012/13. As such, a
budget is set for £181,000 to cover staff and accommodation costs and any actual surpluses which arise are held in a
POCA earmarked reserve.

In addition, the Force contributes £1,000,300 towards the North East Regional Specialist Operations Unit (NERSOU)
total staffing and operational expenditure costs of £5,400,000. As a percentage this represents 22.1% of funding with
the remainder met by Durham (20.9%) and Northumbria (57%) Forces. There is a clear accountability framework in
place with Deputy Chief Constable meetings held on a quarterly basis where the performance of NERSOU is
considered, including arrests and seizures. In addition, planned utilisation of proceeds received are discussed and
approved. The Unit is overseen by a Detective Superintendent and POCA returns made by the Principal Accountant at
Northumbria.

Typically, the proceeds of crime recovered by NERSOU are used for training courses, replacement of surveillance
vehicles and technological equipment to further drive up the performance of asset recovery. Underspent funds are
held by Northumbria and rolled forward on an annual basis; should the collaborative arrangement be dissolved the
balance would be split based on each Force’s initial contribution.
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2 ACTION PLAN

Categorisation of internal audit findings

Priority Definition

Low There is scope for enhancing control or improving efficiency and quality.

Medium Timely management attention is necessary. This is an internal control risk management issue that could
lead to: Financial losses which could affect the effective function of a department, loss of controls or
process being audited or possible reputational damage, negative publicity in local or regional media.

High Immediate management attention is necessary. This is a serious internal control or risk management
issue that may, with a high degree of certainty, lead to: Substantial losses, violation of corporate
strategies, policies or values, reputational damage, negative publicity in national or international media
or adverse regulatory impact, such as loss of operating licences or material fines.

The table below sets out the actions agreed by management to address the findings:

Ref Findings Priority Management action Implementation Owner responsible

summary date

Risk: Assets recovered are not appropriately used to drive up performance on asset recovery.

No recommendations have been made as part of this review.
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APPENDIX A: SCOPE

Scope of the review

The scope was planned to provide assurance on the controls and mitigations in place relating to the following risks:

Objective of the area under review Risks relevant to the scope of the review

Adequate management arrangements are in place to Assets recovered are not appropriately used to drive up
ensure the OPCCC and Cleveland Police adhere to the  performance on asset recovery.

Proceeds of Crime Act (POCA).

When planning the audit, the following areas for consideration and limitations were agreed:
Areas for consideration:

The focus of this review was to consider how the Force is utilising the Proceeds of Crime funding and ensure that this
is appropriate and effective.

This included:

» The Proceeds of Crime Collected by the Economic Crime Unit and distributed via the OPCCC.

* The Proceeds of Crime Collected and utilised as part of the NERSOU Collaboration.

Limitations to the scope of the audit assignment:

*  We have not commented on the processes by which proceeds of crime come into Force possession.

*  We have not commented on the process for the preparation of Confiscation Orders or Cash Seizures/ Cash
Forfeiture Orders.

* We have not commented on the reporting of performance of NERSOU as this has been covered as part of our
Collaborations audit.

« In addition, our work does not provide an absolute assurance that material error; loss or fraud does not exist.
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APPENDIX B: FURTHER INFORMATION

Persons interviewed during the audit assignment:

¢ Alan Veitch, Detective Superintendent

¢ Michael Burke, Business Partner — Finance

¢ Dave Turnbull, Detective Inspector (Economic Crime Unit)

¢ Michael Porter, Chief Finance Officer and Deputy Chief Executive (OPCCC)
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FOR FURTHER INFORMATION CONTACT

Name: Patrick Green
Email: patrick.green@rsmuk.com
Telephone number: 07768 807469

Name: Angela Ward
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Telephone number: 07966 091471

Name: Lindsay-Anne Straughton
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Telephone number: 07800 617385
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As a practising member firm of the Institute of Chartered Accountants in England and Wales (ICAEW), we are subject to its ethical
and other professional requirements which are detailed at http://www.icaew.com/en/members/regulations-standards-and-guidance.

The matters raised in this report are only those which came to our attention during the course of our review and are not necessarily
a comprehensive statement of all the weaknesses that exist or all improvements that might be made.

Recommendations for improvements should be assessed by you for their full impact before they are implemented. This report, or
our work, should not be taken as a substitute for management’s responsibilities for the application of sound commercial practices.
We emphasise that the responsibility for a sound system of internal controls rests with management and our work should not be
relied upon to identify all strengths and weaknesses that may exist. Neither should our work be relied upon to identify all
circumstances of fraud and irregularity should there be any.

This report is supplied on the understanding that it is solely for the use of the persons to whom it is addressed and for the purposes
set out herein. Our work has been undertaken solely to prepare this report and state those matters that we have agreed to state to
them. This report should not therefore be regarded as suitable to be used or relied on by any other party wishing to acquire any
rights from RSM Risk Assurance Services LLP for any purpose or in any context. Any party other than the Board which obtains
access to this report or a copy and chooses to rely on this report (or any part of it) will do so at its own risk. To the fullest extent
permitted by law, RSM Risk Assurance Services LLP will accept no responsibility or liability in respect of this report to any other
party and shall not be liable for any loss, damage or expense of whatsoever nature which is caused by any person’s reliance on
representations in this report.

This report is released to our Client on the basis that it shall not be copied, referred to or disclosed, in whole or in part (save as
otherwise permitted by agreed written terms), without our prior written consent.

We have no responsibility to update this report for events and circumstances occurring after the date of this report.

RSM Risk Assurance Services LLP is a limited liability partnership registered in England and Wales no. OC389499 at 6th floor, 25
Farringdon Street, London EC4A 4AB.
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1 INTRODUCTION

The Internal Audit Plan for 2015/16 was approved by the Joint Audit Committee in March 2015. This report provides a
summary update on progress against that plan and summarises the results of our work to date. Please see chart

below for current progress with the plan:

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

[JAssignments Complete [JAssignments in Progress wlAssignments Not Yet Due
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2 REPORTS CONSIDERED AT THIS AUDIT
COMMITTEE

This section informs of the audit assignments that have been undertaken and the impacts of those findings since the
last Audit Committee held. The reports shown in bold italics are presented today for consideration by the Joint Audit
Committee.

The internal audit plan for 2015/16 was approved by the Joint Audit Committee in March 2015. The table below
provides a summary update on progress against that plan and section 2.1 summarises the results of our work
completed since the last Joint Audit Committee.

Appendix A also details of the full history of the audits completed in 2015/16.

Assignment Opinion issued Actions agreed

H M L

Proceeds of Crime (2.15/16) FINAL B *me@ - - -
£ N
/
Collaborations — Force (4.15/16) FINAL e *ma-‘,% - 1 -
4 N
/
Grants (5.15/16) FINAL s ‘m’/& - 4 1
Y AN \
Cyber Crime — Governance (6.15/16) FINAL jed Am - 1 3

2 ¥
\gﬁ
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2.1 Impact of findings to date

Our Quarterly Spot Checks — Cash and Property audits have established that there were a
number of well-designed controls in relation to the handling of cash, and testing confirmed that
overall controls were correctly and consistently applied overall.

As part of the two quarterly visits undertaken so far we have reported two ‘high’ priority
findings in relation to:

e Nine out of ten items sampled at Stockton Headquarters were not located in the
property store as per the IRIS Property System record.
e The safe keys at both Redcar and Cleveland and Hartlepool not being held securely.

We have also reported four ‘medium’ priority findings in relation to the following:

e Instances at of cash having been returned to the owner but the IRIS Property System
had not been updated and showed the items as still held in the safes.

e On one occasion, the cash held in the safe exceeded insurance limits.

e Descriptions on IRIS were not accurate and IRIS property reports contained items
dating back to 2010.

e One item of property which had the incorrect location detailed within IRIS.

It should be noted that some of these findings arose from our quarter 2 visit and are reflected
within the draft report, Members should note that the report is not yet finalised, however based
on the debrief there is no indication that the findings are disputed and we have therefore
included these for Members information.

The Grants audit identified that the PCC can only take partial assurance that the controls to
manage this risk are suitably designed and consistently applied, and that action is needed to
strengthen the control framework to manage the identified risk(s).

The report contained four ‘medium’ priority findings in relation to full and accurate completion
of grant application forms; completion of Decision Record Forms and retention of formal
correspondence relating to decisions made; completion of financial assessment checks on
prospective applicants to confirm that the entity was a going concern; and progress reporting
and monitoring for grants awarded over £10,000.
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Our reviews of the arrangements for dealing with Proceeds of Crime, Collaborations —
Force and the Cyber Crime — Governance audit all concluded that taking account of the
issues identified, the Organisation can take substantial assurance that the controls upon
which the organisation relies to manage the identified risk(s) were suitably designed,
consistently applied and operating effectively.

e The Collaborations — Force report contained one ‘medium’ priority management
action in relation to the reporting of performance against the specific benefits
detailed within the business case for each unit of NERSOU.

e The Cyber Crime — Governance report contained one medium’ priority management
action in relation to ensuring that a documented process was in place that detailed
how threats are assessed and escalated, along with three ‘low’ priority management
actions.

e The Proceeds of Crime report did not result in any management actions.
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3 LOOKING AHEAD

Assignment area

Collaborations — Evolve and Shared
CFO Arrangements (3.15/16)

Draft
(report re-issued 1 December 2015)

Quarter 2 Spot Checks - Cash &
Property (7.15/16)

Draft report issued November 2015

Risk Management

Fieldwork completed, debrief to be arranged and
report to be issued thereafter

Financial Management, Reporting
and Controls

Draft report issued December 2015

Quarter 3 Spot Checks — Cash and
Property

Scoping meeting not required. Quarterly
assurance review.

Target Audit
Committee per
the IA Plan
2015/16

March 2016

Property

assurance review.

Follow Up Follow up will be based on those actions agreed at March 2016
the preceding RAIMB as complete.
Visit schooled for January 2016.
HR - Training Scope issued, visit scheduled for January 2016.
Integrated Offender Management Visit scheduled for January 2016, see change March 2016
control over page re: deferral of timing
Victim Referral Services Scope issued, visit scheduled for January 2016. March 2016
Quarter 4 Spot Checks — Cash and Scoping meeting not required. Quarterly June 2016
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4 OTHER MATTERS
4.1 Changes to the audit plan

There have been a number changes to the assignments set out within the audit plan as set out below:

Auditable area Reason for change

Integrated Offender Management Deferred

The current process was newly implemented in May 2015 and therefore it
was agreed that this review would be best completed towards the end of
the year once the process has had time to embed.

This review has been deferred from quarter 1 to quarter 4.
Victim Referral Services Deferred

We were requested to by Management to defer the Victim Referral
Services review from quarter 1 to quarter 2. During quarter 2 we were
then requested to defer this to quarter 4.

Antisocial Behaviour Cancelled

Discussions with management established that this area is being subject
to a number of other reviews, both internally and externally and therefore
management have determined that a further review by internal audit
would not add value at this time. This review has therefore been removed
from the 2015/16 plan.

Data Quality: ClearCore System Cancelled

Since the 2015/16 plan was developed and approved the Force has
started developing a new system with Experian which may replace the
ClearCore system. This audit is has been removed from the internal audit
plan for this year, but will be included in next year’s plan.

Payroll and Expenses Extended/Delayed

This review was originally scheduled to take place as part of the key
Financial Controls audit in November. However, we were informed by
management that the planned dates coincided with the payroll closure
and therefore staff were not available to assist the audit team. We
therefore agreed with the Force CFO to decouple the days from the KFC
review and conduct the Payroll and Expenses review as a separate audit.

Corporate Governance New Audit

At the request of the Force CFO we have added a review of the Force
Corporate Governance arrangements into the 2015/16 internal audit plan.
This review will be scoped to provide assurance to the Chief Constable
that the Corporate Governance Framework ensures that emerging issues
are identified and addressed at the correct tier in the organisation and in a
timely fashion.
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APPENDIX A: INTERNAL AUDIT ASSIGNMENTS
COMPLETED TO DATE

Reports previously seen by the Audit Committee and included for information purposes only:

Assignment

Opinion issued Actions agreed

L M H
Quarter 1 Spot Checks — Cash and Property (1.15/16) N/A 1 2
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APPENDIX B: EMERGENCY SERVICES NEWS
BRIEFING — DEC 2015

RSM's latest news briefing providing an update on recent key publications and
issues affecting the police sector

Spending review and autumn statement

Despite the rumours of cuts, the Chancellor has confirmed in the budget statement and spending review that police
force spending will be protected in real terms with a further boost being delivered through investment in 49
communication networks. This is forecast by the government to save the taxpayer up to £1m per day by freeing up
police officer time and improving efficiency. The Chancellor has also confirmed that police forces are to continue to
make efficiency savings, particularly through collaborations, shared services and sharing resources. In addition,
greater flexibilities will be given to PCCs to increase their income from council tax. Those police forces with the lowest
levels of council tax bills will be able to increase their income from council tax by £5, rather than two per cent as is
currently the case. This may allow an additional income of £12m each year.

https://www.gov.uk/government/uploads/system/uploads/attachment data/file/479749/52229 Blue Book PU1865 W
eb Accessible.pdf

Report into firearms licensing

This inspection report by Her Majesty’s Inspectorate of Constabulary (HMIC) looks into the process of firearms
licensing detailing the effectives, efficiency and risk of the licensing procedure. Some of the key findings in the report
are: HMIC is concerned that only four out of the 11 forces it studied had effective monitoring and auditing
arrangements; that many forces have backlogs in renewals; and the lack of requirement for general practitioners to
provide to the police, medical information about licence holders and applicants. HMIC praises forces for their policies
of unannounced visits and also supported forces that had implemented systems to alert officers responding to calls
related to people with a firearm licence.

https://www.justiceinspectorates.gov.uk/hmic/wp-content/uploads/firearms-licensing-targeting-the-risk.pdf

Police funding - special grant guidance

This guidance note by the Home Office details how commissioners can apply for special funding should they be forced
to deal with an event that raises expenditure. In the guidance the Home Office confirms its right to refuse applications

which in the first instance, will only be considered if sent by the police and crime commissioner. The Home Office also
states that forces are required to demonstrate financial governance upon inspection.

https://www.gov.uk/government/publications/police-funding-special-grant-quidance/special-grant-quidance
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Police efficiency report 2015

Her Majesty’s Inspectorate of Constabulary (HMIC) has published the annual review of police efficiency. The report
notes a decline in police forces attaining a ‘good’ rating with more now receiving a ‘requires improvement’ marker.
HMIC finds that the better forces are now looking to longer term improvement and change processes in order to
reduce their costs. The inspectorate has called on all forces to better understand demand, particularly future demand,
whilst also expressing concern at various forces ICT infrastructure which is considered to be ‘weak’ and ‘ageing’.

https://www.justiceinspectorates.gov.uk/hmic/wp-content/uploads/peel-police-efficiency-2015.pdf

Access to the police complaints service system

The Independent Police Complaints Commission (IPCC) has published the outcomes its investigation, repeating an
audit of police force websites originally completed in 2010. The IPCC find that the service has improved but only
‘marginally’ with access quality varying across forces, with 11 forces in fact being classed less accessible. The IPCC
also expressed concerns at how complaints were being dealt with differently between forces. Amongst the
suggestions put forward by the IPCC include forces increasing their use of social media to explain how the complaints
system works. The IPCC also includes a framework for forces to utilise and which is designed to improve access for
all.

http://www.ipcc.gov.uk/sites/default/files/Documents/research stats/Access to the police _complaints system.pdf

Delay to the policing funding formula

In July the government consulted on proposed changes to the policing funding formula. Since the completion of the
consultation exercise in September, it has been confirmed that a statistical error was made meaning that funding
formula changes proposed for 2016-17 will be delayed. Police Minister Mike Penning confirmed this outcome to
parliament on the 9 November 2015, noting the issue 'caused great concern to police forces around this country'.

http://www.publications.parliament.uk/pa/cm201516/cmhansrd/cm151109/debtext/151109-0001.htm
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FOR FURTHER INFORMATION CONTACT

Patrick Green, Head of Internal Audit

Patrick.Green@rsmuk.com

Tel: 07768 807469

Angela Ward, Senior Manager

Angela.Ward@rsmuk.com

Tel: 07966 091471

Lindsay-Anne Straughton, Client Manager

Lindsay-Anne.Straughton@rsmuk.com

Tel: 07800 617385

rsmuk.com

The UK group of companies and LLPs trading as RSM is a member of the RSM network. RSM is the trading name used by the members of the RSM network. Each member of the RSM network is
an independent accounting and consulting firm each of which practises in its own right. The RSM network is not itself a separate legal entity of any description in any jurisdiction. The RSM network is
administered by RSM International Limited, a company registered in England and Wales (company number 4040598) whose registered office is at 11 Old Jewry, London EC2R 8DU. The brand and
trademark RSM and other intellectual property rights used by members of the network are owned by RSM International Association, an association governed by article 60 et seq of the Civil Code of
Switzerland whose seat is in Zug.

RSM UK Consulting LLP, RSM Corporate Finance LLP, RSM Restructuring Advisory LLP, RSM Risk Assurance Services LLP, RSM Tax and Advisory Services LLP, RSM UK Audit LLP, RSM
Employer Services Limited and RSM UK Tax and Accounting Limited are not authorised under the Financial Services and Markets Act 2000 but we are able in certain circumstances to offer a limited
range of investment services because we are members of the Institute of Chartered Accountants in England and Wales. We can provide these investment services if they are an incidental part of the
professional services we have been engaged to provide. Baker Tilly Creditor Services LLP is authorised and regulated by the Financial Conduct Authority for credit-related regulated activities. RSM
& Co (UK) Limited is authorised and regulated by the Financial Conduct Authority to conduct a range of investment business activities. Before accepting an engagement, contact with the existing
accountant will be made to request information on any matters of which, in the existing accountant’s opinion, the firm needs to be aware before deciding whether to accept the engagement.

© 2015 RSM UK Group LLP, all rights reserved.
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Mazars LLP
Rivergreen Centre
Aykley Heads
Durham

DH1 5TS

Mrs J Cheer

Chief Constable for Cleveland
Police Headquarters

Ladgate Lane

Middlesbrough

TS9 8EH

22 October 2015

Dear Mrs Cheer

Chief Constable for Cleveland Annual Audit Letter 2014/2015

We are pleased to present to you the Chief Constable for Cleveland Annual Audit Letter for 2014/2015.
We carried out the audit in accordance with the Code of Audit Practice for Local Government bodies as
issued by the Audit Commission and delivered all expected outputs according to the timetable established
by the Accounts and Audit Regulations 2011 and the National Audit Office. We focused our audit on the
risks relevant to the preparation of your financial statements and your ability to maintain proper
arrangements for securing value for money.

We were pleased to issue an unqualified opinion on the financial statements and the value for money
conclusion.

2014/2015 has been another challenging year in this period of on-going change. We reflect on these
matters in section 03 of this letter.

I would like to express my thanks your assistance, as well as that of senior officers and Members of the
Audit Committee; the continued constructive approach to our audit is appreciated.

If you would like to discuss any matters in more detail then please do not hesitate to contact me.

Yours faithfully

Mark Kirkham
Partner
Mazars LLP





01 Overall messages

Purpose of this letter

This Annual Audit Letter provides a summary of our work and findings for the 2014/2015 audit period for
the Chief Constable for Cleveland.

We presented our Audit Completion Report on 24 September 2015 which provides more detail of our work
in 2014/2015. Our outline plan was set out in our Audit Strategy Memorandum.

Our audit of the financial statements

We issued our audit report including an unqualified opinion on the Chief Constable’s financial statements
on 30 September 2015.

Summary of main findings from the audit
We highlight the following key points:

« the Chief Constable’s accounting policies and disclosures complied with the requirements of the CIPFA
Accounting Code of Practice (the Code) with no significant amendments;

. there were no significant difficulties encountered during the audit with no amendments impacting on
the General Fund balance or Earmarked Reserves;

« our audit provided assurance on the significant audit risks identified in the Audit Strategy
Memorandum;

« no significant deficiencies in internal control (noting our work is not intended to express an opinion on
the effectiveness of the system of internal control); and

. the national issue, arising from the lack of update of pension commutation factors impacting on all fire
and police bodies. resulting in a late material amendment to the financial statements (inclusion of a
liability, fully funded by central government).

Full details are available in our separate Audit Completion Report. We look forward to working alongside
officers in the coming years ahead of the earlier deadlines for 2017/2018.

Our value for money conclusion

We performed our work in line with the Audit Commission’s Code of Audit Practice for Local Government
bodies and the Commission’s guidance on the value for money (VfM) conclusion for 2014/2015. Our audit
report included a conclusion that the Chief Constable had proper arrangements in place to secure
economy, efficiency and effectiveness in the use of resources.

Our work focused on the two criteria specified by the Audit Commission, namely:
« financial resilience; and

. economy, efficiency and effectiveness in the use of resources.

We highlighted a significant risk in respect of the financial resilience criterion, due to the scale of savings
required to be made by the Chief Constable over the period of the medium-term financial strategy. As
reported in our Audit Completion Report, we noted your plans to achieve the level of savings required and
we obtained sufficient assurance in respect of the significant risk.

Work carried out included consideration of a range of evidence in respect of both criteria, including:
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« your Annual Governance Statement; and
« your medium-term financial strategy.

The outcome of work was detailed in a separate report presented at the July Audit Committee.

Overall, our work in these areas allowed us to satisfy ourselves, against the backdrop of the continued
unprecedented change and challenges of recent years, that you maintained proper arrangements for
securing value for money in the use of resources during the year. As set out in our Audit Completion
Report, you are well aware of the on-going significant challenges. We comment further on these in Section
3.

Our other responsibilities

As your appointed external auditor, we have other powers and responsibilities as set out in the Audit
Commission Act 1998. These include responding to questions on the financial statements raised by local
electors as well as a number of reporting powers such as reporting in the public interest. We did not
receive any questions or objections in relation to your 2014/2015 financial statements from local electors,
nor did we exercise our wider reporting powers.
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02 Fees

As outlined in our Audit Strategy Memorandum presented to the Audit Committee on 26 March 2015, the
Audit Commission set a scale fee for our audit and certification work for 2014/2015. The fees applicable to
our work in 2014/2015 are summarised below.

Element of work 2014/2015 (as [2014/2015
previously Final fee
reported)

Code audit work £20,000 £20,000 £20,000

Non-audit work n/a n/a n/a

Total £20,000 £20,000 £20,000
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03 Future challenges

The Chief Constable has highlighted the following areas for improvement in 2015/2016 in the Annual
Governance Statement:

¢ level of savings required for the period 2016/2017 to 2018/2019; and
e data integrity — improving the integrity of data to ensure operational effectiveness and efficiency,
and legislative and regulatory compliance.

Alongside these areas, key areas for the Chief Constable to continue to focus on in the coming year are set
out below.

Key area of
semmenan
focus

Delivery of  The Chief Constable has recognised the budget gap for the coming period of the

the medium-term financial strategy and work has already started to eliminate this gap
medium- while considering the impact further cuts will have on service provision.
t.erm ) The Chief Constable has continued to maintain a track record of robust budget
financial . . . . . g . .
management and this remains crucial to its on-going financial resilience. The challenge
strategy will be maintaining this track record in light of any changes arising from the upcoming
(MTEFS) . . o . .
spending review, as well as continuing to make the efficiencies required to balance the
budget.
Delivery of  The Chief Constable continues to successfully manage the cuts required to date but
savings this is inevitably going to become more and more difficult.
plans

Continued robust project management of the savings plans by the corporate
management team remains important, as well as regular reporting to the Police and
Crime Panel and Audit Committee.

Governance The upcoming retirement of the Chief Constable will mark a significant change to be

changes — managed at a time when progress made in improving the culture within the Force
Chief needs to be maintained.
Constable

There are also the potential far-ranging changes to the PCC (and the Chief Constable)
depending on the outcome of the current (October 2015) central government
consultation on “Enabling closer working between the Emergency Services”. Three
main governance models are presented for closer working between police and fire
(and ambulance services) and the models present potential significant changes.

and
consultation

As set out in the consultation document, “the picture of collaboration around the
country is still patchy and there is much more to do to improve value for money and
the service to the public. Strong leadership will be required to drive greater efficiencies
and improved outcomes”.
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04 Audit regime changes

In the last year there have been significant changes to the framework for external audit in local
government (including police and fire), with the abolition of the Audit Commission on 31 March 2015 and,
under the Local Audit and Accountability Act 2014, new provisions including:

e the National Audit Office to oversee the Code of Audit Practice and issue guidance to auditors;

e establishment of a new company, Public Sector Audit Appointments Ltd (PSAA Ltd) to appoint
auditors and manage the existing contracts with firms of private sector auditors until they expire;
and

e the ability for bodies to appoint their own auditors when the current contracts end after the
2017/18 audit year.
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Report of the Chief Constable to the Chair and Members of the Audit Committee
17" December 2015

Executive & Presenting Officer: Mr Iain Spittal, Deputy Chief Constable

Status: For Information

Annual Governance Statement 2014/15 Update

1.1

2.1

3.1

3.2

3.3

3.4

Purpose

This report is to update Members on the progress against the significant
governance issues and the specific issues requiring further/continued focus
identified in the Annual Governance Statement, approved by Members at their
meeting on 25" June 2013.

Recommendations

It is recommended that Members note the content of the report and the progress
made against the significant governance issues and the specific issues requiring
further/continued focus.

Reasons

Following the introduction of the Police Reform and Social Responsibility Act 2011
Chief Constables are required to prepare an Annual Governance Statement (AGS)
separate to that of the Police and Crime Commissioner.

In line with their Terms of Reference the Joint Independent Audit Committee
approved the Chief Constable’s Annual Governance Statement at their meeting on
25" June 2015.

The AGS 2014/15 identified three significant governance issues, and some specific
issues which required further/continued focus, which the Force planned to address
to enhance its governance arrangements over the coming year.

The table at Appendix 1 details the Force’s progress in addressing the issues
identified.
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4.1

4.2

4.3

4.4

4.5

5.1

5.2

NOT PROTECTIVELY MARKED

Implications

Finance
There are no financial implications arsing from the content of this report.

Diversity and Equal Opportunities
There are no diversity or equal opportunity implications arising from the content of
this report.

Human Rights Act
There are no Human Rights Act implications arising from the content of this report

Sustainability

There are no sustainability implications arising from the content of this report.

Risk
There are no risk implications arising from the content of this report.

Conclusions

The Annual Governance Statement provides a review of the effectiveness of the
organisation’s governance arrangements including internal control and risk
management systems. The Statement gives assurance on the effectiveness or
otherwise of these systems resulting in an action plan to address any identified
areas of weaknesses.

This report updates Members on how the Force is addressing the issues raised in
the AGS.

Jacqui Cheer
Chief Constable
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Appendix 1

Progress on actions from the Annual Governance Statement 2014/15

Significant Governance Issues

The Force has a balanced budget for 2015/16. A number
of cost reduction work streams have been initiated and
ambitious savings assumed in the plan. However, without
the benefit of revenue support from the General Fund,
the Force is running an underlying deficit (net of support
from General Fund) of approximately £3m from 2016/17
rising to £8m in 2018/19.

The Comprehensive Spending Review (CSR) 2015, announced on 25"

November, signalled no further real term cuts to policing budgets. Although

the CSR 2015 has been announced, the actual impact on Forces’ allocations

will not be known until the grant announcement in mid-December.

The Force has an agreed financial strategy to maintain financial stability and

protect service provision through identifying sufficient savings to secure a

rolling two year balanced position, thereby:

* Providing a high degree of certainty to operational commanders about the
resources at their disposal in the short to medium term

= Providing time and space to work up considered savings plans for the
more challenging future years.

The integrity of data held by the Force needs to be
improved to ensure operational -effectiveness and
efficiency, and legislative and regulatory compliance.

The Force has an established ‘Data Quality Gold Group’, chaired by DCC
Spittal, providing strategic level oversight and governance to the
improvements being made. The ‘Gold Group” has overseen work across three
work streams of activity: 1) Stop the problem getting bigger; 2) Improve the
quality of the data we already hold; 3) Drive data standards as ‘business as
usual’ activity. As work has progressed well across all work streams, and
many of the remaining actions cut across more than one area, the three
action plans are to be merged. To support this work the Force appointed a
Data Quality Manager and a team of Data Quality Clerks, who have made
significant improvements to the quality of the data. This has included the
development of rules to facilitate the auto-merging of records, resulting in
the deletion of approximately 22,000 records, and the identification and
deletion of approximately 145,000 ‘orphan records’. Further rules are being
developed to auto-merge any remaining duplicate entries. The Force is also
working with Experian which will allow greater validity checking of data
before it is entered into the force systems.
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Appendix 1

Specific issues which require further/continued focus

The Force is actively engaged in exploring a number of
local and regional collaboration arrangements and the
potential for strategic partnerships with neighbouring
forces. The Force needs to ensure that appropriate
governance arrangements are in place to allow sufficient
oversight to ensure that the collaboration is aligned to
delivery of Force priorities, provides value for money and
is effectively managed within an agreed framework.

NERSOU and CDSOU have established governance arrangements in place as
outlined in their Section 22a agreements. Discussions are continuing with
Durham and North Yorkshire for expanding our current collaboration
arrangements as part of the Evolve Programme. The three PCC’s and Chief
Constables have signed a Section 22a agreement for the Evolve Programme
which includes detail on the governance arrangements. A Memorandum of
Understanding has been signed between Cleveland Police, the Police & Crime
Commissioner for Cleveland, Cleveland Fire Brigade and the Cleveland Fire
Authority which details the governance requirements. In addition, formal
governance boards are in place for each of the collaborations.

Following the restructure of the Force, the Service
Continuity Plans are being refreshed to reflect the revised
command structure, reducing numbers of staff, working
practices and changes in premise occupation.

Business Impact Analysis (BIA) documents have now been prepared for all
areas of the force. Business Continuity Plans are now being developed on a
priority basis i.e. the highest scores from the BIA's, therefore the highest
priority. Once prepared, each plan is taken to either the Operations Board or
the Enabling Services Board for formal approval. To date 14 plans have been
approved; 2 are awaiting final approval; 6 plans have been drafted and are
with the plan owner for review, and the remaining 8 are outstanding, but are
for areas deemed as lower risk. A prioritised testing and exercising
programme will be developed based on risk assessments.

The Force is reviewing and updating the Effective
Management of Property in Police Possession Guidance,
to ensure that the controls to manage this area are
suitably designed and understood. Further work will be
taken to ensure that it is fully embedded across the force
and consistently applied.

The Property Manual is now at the final draft stage and is out for
consultation. It is due for finalisation at the end of 2015. A significant
amount of work continues to bring the overall number of items held down to
acceptable limits, and to ensure that those items that are held are properly
and accurately recorded. Since April 2015, the number of property items held
by the Force has reduced from 66,345 to 60,794, with just over 1,300 further
disposals in progress.
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Report of the PCC’s Chief Finance Officer to the Chair and Members
of the Joint Audit Committee
17" December 2015

Executive and Presenting Officer: Michael Porter, CFO
Status: For Information

PCC’s Annual Governance Statement — Actions Update
1 Purpose

1.1  Authorities, including Police and Crime Commissioners, are required to
prepare an Annual Governance Statement (AGS). The report is about all
corporate controls and not confined to financial issues and therefore is no
longer published within the Statement of Accounts. Guidance from CIPFA
envisages that the statement is reviewed by a Member group during the year
(rather than just at year end) as an integral and indeed critical component of
the review process.

1.2  The Joint Audit Committee has been tasked with ‘Considering the Annual
Governance Statement for publication with the annual accounts, together
with associated action plans for addressing areas of improvement and
advising the PCC as appropriate’

1.3  The purpose of this report is to update the Committee on the progress
against the issues raised in the PCC’'s 2014/15 AGS which was agreed by this
Committee in June 2015.

2 Recommendations
That Members:

2.1 Note the current progress against the issues and action points raised in the
2014/2015 Annual Governance Statement.
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3.1

4.1

4.2

Reasons

Members agreed the 2014/2015 AGS at its meeting in June 2015 for sign off
by the PCC. This statement included 1 item that was deemed to be a
Significant Governance Issue and 3 further items that required further and/or
continued focus from the PCC. This report provides an update on all of those
items so that Members can see the progress made to date and also so that
they can take these items into account when the AGS for 2015/16 is
developed.

Significant Governance Issues raised in the 2014/15 Annual Governance
Statement

Victim Referral Services — The PCC takes responsibility for Victims Referral
Services within Cleveland from the 1% April 2015. While a significant amount
of work has been done with both Victims Support, who will provide the
services during 2015/16, and with the OPCC for Durham, within whom we are
working collaboratively on this area, the importance of the work and the need
to develop the governance arrangements around this new area of work and
responsibility mean this will be an area of significant focus during 2015/16.

The Police and Crime Commissioners for Cleveland and Durham have jointly
grant funded Victim Support during 15/16 to provide victim referral services.
A significant amount of work has been done to develop a new service
specification for this work to improve services for victims, whilst at the same
time being able to meet the requirement of the revised codes of practice for
victims. In addition to the provision of the core service, Cleveland and
Durham PCCs have provided additional resources to pilot a more integrated
method of working between Victim Support and both Cleveland Police and
Durham Constabulary. This work has enabled the PCCs to develop a service
specification and outcomes framework for the purposes of carrying out a
competitive tendering exercise for services to be delivered in 2016/17 and
beyond

In addition to the Significant Governance issue there were also some areas
which required further/continued focus:

In the 2013/14 Annual Governance Statement, the area of Collaboration was
highlighted as a significant area. While work has progressed around the
governance, from the PCC’s perspective, in relation to the Cleveland and
Durham Specialist Operations Unit and the North East Regional Special
Operations Unit, there is a need to continue this focus and also ensure that
new collaborations, such as the governance arrangements for collaboration
between Cleveland, Durham and North Yorkshire are similarly embedded.

Internal Audit have reviewed this area of work and have reported to
management on this. There is an item on today’s agenda with the results
from this work. The actions and areas for improvement continue to be taken
forward with a view to strengthening the governance arrangements for this
important area of work
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5.1

5.2

5.3

Commissioning and Grants. The PCC’s responsibilities continue to expand,
firstly into community safety and now into victims and witnesses services. As
this occurs there is a need to ensure that in developing solutions and
commissioning services that the commissioning, granting and procurement
that enable these to happen are well managed, with appropriate governance
arrangements in place. The area has developed well over the previous 12
months and further continued focus should help further embed the
governance and controls that sit around this important and developing area

Internal Audit have reviewed the processes and procedures in place for both
Commissioning — which was reported to the Committee in December and now
for Grants — which is on today’s agenda. The actions and areas for
improvement continue to be taken forward with a view to strengthening the
governance arrangements for this important area of work.

Financial Planning, Service delivery and savings. In the 2013/14 Annual
Governance Statement the area of finances was specifically not included
within this section on issues as the PCC had a balanced financial plan, at that
time, for the both 2014/15 and 2015/16. When setting the balanced 2015/16
budget there is however currently an imbalanced budget for 2016/17. Given
this and the continued challenges and uncertainties around future funding
this is an area that is felt needs further and continued focus during 2015/16.

Despite highlighting this area as one that required more focus, and therefore
recognising that the continued reductions in funding provided an ongoing
challenge, it was still a surprise that the HMIC assessed the Force as
‘requiring improvement’ in relation to the question ‘How sustainable is the
force's financial position for the short and long term?’. This inspection was
based predominantly on the plans as at February 2015 and didn't take into
account the revised Long Term Financial Plan (LTFP) presented to the PCC in
July 2015 which showed a balanced plan for 2016/17 and ‘only” a £500k gap
for 2017/18. Significant progress has been made in this area, not only in
terms of financial planning but also in relation to the evidence base that will
inform the structures of the Force going forward. The PCC expects to have a
clear balanced financial plan for at least a 2 year period and hopefully longer
when the 2016/17 Budget and LTFP is set in February 2016.

Risks

Publication and approval of the Annual Governance Statement is a mandatory
requirement. Failure to achieve this would undermine the PCC’s progress in
promoting corporate governance and driving up performance.

The PCC could also expose itself to risk to its reputation if the External
Auditor concluded that proper practices were not being followed in preparing
the AGS, and then addressing those issued raised within the Statement and

commented on this in a public report.

The arrangements set out in this report seek to mitigate these risks.
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6.1

Conclusions

The purpose of the Annual Governance Statement process is to provide a
continuous review of the effectiveness of an organisation’s governance
arrangements including internal control and risk management systems.
Addressing issues raised as part of the AGS process is a vital part of this
process to demonstrate and ensure that improvements are being made within
the organisation.

Michael Porter
PCC Chief Finance Officer and Deputy Chief Executive
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Report of the Chief Constable to the Chair and Members of the Audit Committee
17" December 2015

Executive & Presenting Officer: Mr Iain Spittal, Deputy Chief Constable

Status: For Decision

Information Security Update

1.1

2.1

3.1

3.2

3.3

3.4

Purpose

The purpose of this report is to provide the Audit Committee with assurances that
Cleveland Police has implemented the necessary technical, physical, personnel and
procedural security controls to protect its information and satisfy national
Information Assurance (IA) requirements that are pertinent to the government and
policing. A high-level summary of information assurance activities that were
performed in 2015 is detailed below.

Recommendations

It is recommended that Members note the content of the report and take assurance
that the appropriate information security controls are in place.

Information Assurance Governance

Mandatory and specialist IA roles: Senior Information Risk Owner (SIRO),
Information Asset Owners (IAQ's), Information Security Manager, Data Protection
Manager; have been appointed in accordance with the requirements of the Cabinet
Office Security Policy Framework. In addition, the Office of the Police and Crime
Commissioner has appointed an Information Asset Owner to provide the
governance for PCC related data that is housed on the Force network.

Staff in mandatory and specialist IA roles have been trained and are aware of their
security responsibilities.

An Information Security Board has been established and is chaired by the SIRO.
Terms of Reference have been agreed and members have been appointed. The
Information Security Board meets on a quarterly basis and meeting records are
maintained.

Information Assurance has been developed to the point that it is how a standing
agenda item on board meetings.
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3.5

3.6

4.1

4.2

4.3

4.4

4.5

4.6

5.1

NOT PROTECTVELY MARKED

The SIRO meets with the Information Security Manager on a fortnightly basis and
provides timely guidance of IA activities/issues as they present themselves.

An Incident Management framework has been implemented by the Information
Security Manager with oversight from the SIRO, and IA related risks are recorded
on the Strategic Risk Register. All security related incidents and weaknesses are
notified, assessed, managed and recorded in accordance with 15027002
Information Security Management System. Data Protection breaches involving the
loss, theft and/or unauthorised disclosure of personal data are investigated by the
Data Protection Manager and an impact assessment is conducted against the
Information Commissioners Office referral criteria.

Compliance

The Force is registered with the Information Commissioners Office and ensures
compliance with the Data Protection Act (1998) through the duties and
responsibilities of the Data Protection Manager.

Approval has been granted for the Force to connect to the Public Services Network
for Policing (PSNP) following the presentation of a satisfactory IA compliance
submission. Transition is scheduled for January 2016 following an unexpected delay
in transition work that was out of the hands of the Force.

Ongoing connectivity to the wider police services has been granted following the
submission of the National Policing Community Code of Connection Compliance
submission and statement of declaration by the Chief Constable and SIRO.

A self-assessment against the National Policing Information Risk Management IA
Governance Questionnaire has been conducted, which has confirmed that the Force
has strong governance for IA.

An external audit of compliance with Cyber Essentials has taken place, which has
demonstrated that the Force has a good level of technical, physical, personnel and
procedural security control measures to reduce the likelihood of a cyber related
attack on the network from the internet.

An annual IT Security Health Check was conducted by an external penetration
testing company. Identified vulnerabilities were added to a Remediation Action Plan
and mitigation work is ongoing. There are no significant vulnerabilities remaining
from this work and the SIRO has been fully engaged with this work from an
information risk management perspective.

Implications

Finance
There are no financial implications arsing from the content of this report.
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5.2

5.3

5.4

5.5

6.1
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Diversity and Equal Opportunities
There are no diversity or equal opportunity implications arising from the content of
this report.

Human Rights Act
There are no Human Rights Act implications arising from the content of this report

Sustainability

There are no sustainability implications arising from this report.

Risk
There are no risk implications arising from the content of this report.

Conclusions

Cleveland Police has implemented the necessary technical, physical, personnel and
procedural security controls to protect its information and satisfy national
Information Assurance requirements that are pertinent to the government and
policing.

Jacqui Cheer
Chief Constable
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Report of the Chief Constable to the Chair and Members of the Audit Committee
3" December 2015

Executive & Presenting Officer: Mr Iain Spittal, Deputy Chief Constable

Status: For Information

Professional Standards Update

1.1

2.1

3.1

3.2

3.3

Purpose

This report is to update Members on the work of the Force’s Professional Standards
Department (PSD) and to provide an overview of the number and types of
complaints received during the period 1% June 2015 to 30" November 2015.

Recommendations

It is recommended that Members note the content of the report.

Background

People Intelligence Board

The Individual Support Programme (ISP) was introduced to provide bespoke
support to those Officers who are the most vulnerable within the organisation,
there have been incidents of late where Officers have been through the courts and
the discipline process for some serious offences, where it has become evident there
were previous concerns over behaviour and conduct. This process then developed
in to the People Intelligence Board which meets once a month and is chaired by
DCC Spittal.

This programme seeks to identify any early signs, indications or concerns
Supervisors have over some individual Officers. There has previously been no
mechanism in place to raise such concerns and it is hoped this will help protect the
Officers as well as the organisation.

When officers are identified, the PSD Ch/Insp meets with the relevant department
and supervisors to ensure that appropriate support, welfare and performance
structures are in place to closely manage the officers concerned. This information
will be fed into the People Intelligence Board, where it can be ratified and
monitored. There are currently ten Officers receiving support through this program.
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3.4

3.5

3.6

3.7

3.8

3.9

3.10
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The People Intelligence Board (PIB) has been created to:

= Ensure that an intelligence-led approach is taken to the management of
sickness, discipline, performance, business interests, notifiable associations and
any management concerns.

= Provide a forum for regular case reviews of significant cases and to ensure
appropriate interventions are managed in a timely way

» Make the best use of the information we hold on our staff to make timely,
consistent, fair and evidence-based decisions

= Formally review the progress of discipline, performance and sickness cases,
ensuring organisational and individual welfare risks are identified and managed
appropriately

» Consider lessons learnt, policy matters and emerging issues.

The criteria for consideration for referral to the PIB, is via one of three routes:

» 15 or more complaints against an individual within the last 3 years.

» Any disciplinary finding involving a written warning or final written warning.

» Serious management concerns raised in respect of any individual or remerging
patterns of behaviour.

» Five or more complaints in a twelve month period.

The ISP/PIB programme has provided some positive interventions. A recent
example relates to an officer who was highlighted for
attitude/performance/sickness issues, who through the support offered by the
ISP/PIB has demonstrated a marked improvement both in their attitude,
performance and general well-being and is now no longer subject to going down
the route of potential disciplinary action.

The programme has also helped to highlight officers who may pose a risk to both
the force/members of the public, as four officers that that had been identified
through the ISP process for the PIB have since been dismissed.

At the last PIB held on the 1% December 2015, thirteen officers identified from the
ISP and twenty officers identified from their current sickness records were
discussed, to ensure that organisational and individual welfare risks were identified
and managed appropriately and that timely, consistent, fair and evidence-based
decisions made.

It is important to note that the PIB is not intended to replace the responsibility of
line managers to manage the performance / attendance of individuals and teams,
but to provide the appropriate level of support. The PIB meets on a monthly basis.

Business Interests

New guidance and application forms have been introduced and are now being used
by PSD for Officers and staff applying for approval for an outside business interest.
The forms provide greater scrutiny and transparency, affording the organisation
greater protection against reputational damage. This is managed by the Ch/Insp to
ensure a corporate approach is adopted and each application is managed with a
level of consistency.
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3.12

3.13

3.14

3.15

3.16

3.17

3.18

3.19
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Notifiable Associations

If an Officer, or member of police staff, has any association with a person the Police
may have an interest in, they must disclose this to PSD, which is then risk assessed
by the Head of PSD. Conditions and/or recommendations may need to be put in
place in order to protect the Officer/member of police staff and the organisation.
This is closely managed in partnership with the Force Anti Corruption Unit.

Electronic Files

PSD is continuing the process of transferring all historical complaint files on to
‘Centurion’, the electronic case management system, however due to the large
volume, the scanning of each file is time consuming, and the completion date at
this time is unknown.

All new files generated within Complaints and Discipline and Counter Corruption are
now electronically processed. This system also allows for closer management of the
timeliness of investigations through a work flow system and provides a
comprehensive audit mechanism.

PSD has now significantly reduced the timeline of all gross misconduct
investigations. ‘Centurion’ allows for intrusive performance management, due to
more detailed oversight.

Recorded Complaints
During the reporting period 464 allegations were recorded. This is a 37% increase
compared to the same period in the previous year.

The increase in complaints during this period compared to the same period in the

previous year (noticeable in the areas around Other Assault (Cat C), Other Neglect

or failure in Duty (Cat S) & Incivility, Impoliteness & Intolerance (Cat U)) is due to

two main factors:

= From November 2014 all complaints suitable for local resolution, which would
previously have been dealt with by District Supervision are now recorded and
resolved by the triage team within PSD.

» A change in recording practice.

This revised procedure has ensured a more consistent and speedy
investigation/resolution is achieved in relation to complaints and in
maintaining/improving public confidence. It has also greatly freed up time for
District Supervision enabling them to concentrate more on district priorities. (A
summary of the work undertaken by the triage team is included in the report).

The numbers of complaints recorded should be seen in the context of the wider
activity of the Force. Between 1% June 2015 to 30" November 2015:

= 175,916 calls for service were received

= 9,642 arrests were made (5.5% of total incidents)

= 464 allegations were recorded (0.3% of total incidents)

The complaints finalised consisted of:
= 14 (3.0%) Complaints of Lack of fairness & Impartiality (Category Q).
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3.23

3.24

3.25

3.26

3.27

3.28

3.29
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= 119 (25.6%) Complaints of Other Neglect or Failure in Duty (Category 'S").
* 90 (19.4%) Complaints of Incivility (Category ‘U’).
= 241 (51.9%) Complaints from other categories.

Appendix 1 provides the detail of the numbers and types of complaint received
during the period 1% June 2015 to 30" November 2015.

Local Resolution Process (Triage)

Two members of agency staff started a trial within PSD in late November 2014 to
streamline the Local Resolution (LR) process and make contact with complainants
within 24 hours; they will also seek an early resolution during that first contact.
Data has been collated from the 1% June 2015 through to the 30" November 2015.

During the period 1% June 2015 to — 30" November 2015 there were 323
complaints of dissatisfaction recorded, of which 315 (97.5%) where contacted
within 24 hours. This figure includes those persons that the PSD department have
been unable to contact despite every effort being made.

All complaints of dissatisfaction within this period have been dealt with by the
Professional Standards Department (PSD), leaving Operational Supervisors free to
deal with operational issues.

Overall (76%) of all complaints have been resolved by Local Resolution.

The process is quality assured by the Ch/Insp at the beginning and at the
conclusion to ensure consistency. The PCC is currently considering taking over the
process.

Appeal Process

In 2012 the regulations changed around the appeal processes. All local resolution
appeals moved from the Independent Police Complaints Commission (IPCC) direct
to each Professional Standards Department. The process is managed by the PSD
Ch/Insp.

The numbers of appeals and outcomes are detailed in Appendix 1.

Lessons Learnt

At the conclusion of every complaint a ‘Lessons Learnt’ process is completed,
whether for individual or for organisational learning. If lessons have been identified,
sanitised copies are disseminated to each command for discussion via the MPR
process and for supervisors to distribute appropriately. Lessons learnt can also be
found on the PSD website. Some examples of the lessons learnt are attached at
Appendix 2.

Performance Monitoring
The levels of cases and complaints are how monitored on a quarterly basis at the
Strategic Performance Group (SPG), chaired by the Deputy Chief Constable.
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3.30 The IPCC publishes quarterly bulletins' on complaints information for each force
which includes ‘most similar force’ (MSF) averages and national results. Cleveland’s
most similar forces are classed as: Greater Manchester; Humberside; Merseyside;
Northumbria, and West Yorkshire.

3.31 The latest available information is for the reporting period 1% April to 30%
September 2015. The key points are detailed in the table below.

Cleveland MSF National
IPCC Appeals upheld
% IPCC Investigation appeals upheld 50% 50% 40%
% IPCC local resolution appeals upheld 0% 33% 75%
Force Appeals Upheld
% force investigation appeals upheld 0% 28% 18%
% force local resolution appeals upheld 21% 33% 18%
Complaint Cases - timeliness
% complaint cases recorded within 10 days 72% 97% 89%
Allegations — timeliness
Ave. number of days to locally resolve allegations 46 52 62
Ave. number of days to finalise allegations by 398 192 158
local investigation
Allegations recorded
% of other neglect or failure in duty 24% 28% 35%
% of incivility, impoliteness and intolerance 21% 11% 13%
% of breach of PACE Code B on searching & 5% 4% 2%
seizure of property allegations
Allegations finalised
% allegations locally resolved 78% 33% 37%

4. Changes in Legislation

4.1 The recent changes in legislation in relation to police regulations designed to help
increase transparency within the police service have had a direct impact on the
current working practices in relation to the undertaking of misconduct investigations
and hearings:
= From January 2015, the revised police regulations stopped police officers from
resigning or retiring, if they are subject to an allegation that could lead to
dismissal. In these circumstances, only a chief officer or Police and Crime
Commissioner will be able to consent to an officer’s resignation or retirement if
they are deemed medically unfit or in other exceptional circumstances, for
example where a covert criminal investigation could be prejudiced.

= From May 2015, any new cases of police officer gross misconduct resulted in
hearings that can be attended by the public, including the media, unless
exceptional circumstances exist. Prior to any hearing now taking place, PSD
must ensure that the appropriate date and time of hearing which must be
published by the appropriate authority on its website at least 5 working days
before the day on which the hearing is due to take place.

= From January 2016, all chairs for hearings must be legally qualified.

! http://www.ipcc.gov.uk//force/cleveland-constabulary/performance
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5.2

5.3

5.4

5.5

6.1
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Implications

Finance
There are no financial implications arsing from the content of this report.

Diversity and Equal Opportunities
There are no diversity or equal opportunity implications arising from the content of
this report.

Human Rights Act
There are no Human Rights Act implications arising from the content of this report

Sustainability
There are no sustainability implications arising from the content of this report.

Risk
There are no risk implications arising from the content of this report.

Conclusions
This report provides Members with an update on the work on the Force’s

Professional Standards Department and an overview of the number and type of
complaints received during the reporting period.

Jacqui Cheer
Chief Constable
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Period 01/06/2015 — 30/11/2015

There has been a increase of 147 in the number of Cases recorded during this period (203 to 350), with a increase of 17
allegations (447 to 464), when compared to the same period in the previous year.

The Control Strategy Priorities for 2015/16 are the following Complaint categories:
e Category ‘C’ — Other Assault
e Category ‘S’ — Other Neglect / Failure in duty

e Category ‘U’ — Incivility, Impoliteness & Intolerance

In the period 01/06/2015 —30/11/2015:

e Complaints of Other Assault (Category C) have increased by 8 compared to the same period in the previous year, increasing
from 28 to 36. The majority of assault complaints are linked to the arrest of the complainant. A complaint, for example, that
handcuffs have been applied too tightly would fit this category.

e Complaints of Other Neglect or Failure in Duty (Category ‘S’) have increased by 22 compared to the same period in the
previous year, rising from 104 to 126. The overriding theme for the Force in respect of Neglect complaints is crime enquiries.

e Complaints of Incivility (Category ‘U’) have increased by 58 compared to the same period in the previous year, rising from 31 to
89.

The increase in complaints during this period compared to the same period in the previous year (noticeable in the areas
around Other Asault (Cat C), Other Neglect or failure in Duty (Cat S) & Incivility, Impoliteness & Intolerance (Cat U)) is due to
two main factors:

1) From November 2014 all complaints suitable for local resolution, which would previously have been dealt with by District
Supervision are now recorded and resolved by the triage team within PSD.
2) A change in recording practice.

This revised procedure has ensured a more consistent and speedy investigation/resolution is achieved in relation to
complaints and in maintaining/improving public confidence. It has also greatly freed up time for District Supervision enabli ng
them to concentrate more on district priorities . (A summary of the work undertaken by the triage team is included in the
report).
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Issues inside of the Control Strategy & Categories to Monitor

Cat 'C'. - Other Assault
- Cat 'E'. - Unlawful/Unnecessary Arrest or Detention
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Complaint Cases & Complaints Recorded By Month Against 2012 TO 2015 Averages

Complaint Cases Recorded by Month

Cases Jan Feb | Mar | Apr | May | Jun Jul Aug | Sep [ Oct | Nov | Dec Month Av. Jan-Dec Tot.
2013 51 43 34 38 50 51 34 35 34 47 28 26 39.3 471
2014 36 30 42 24 35 32 45 30 35 35 26 37 33.9 407
2015 57 69 75 64 47 68 75 50 63 53 40 60.1 661
13-15 Average| 48 47 50 42 44 50 51 38 44 45 31 32 43.6 524

Complaints Recorded by Month

Complaints Jan Feb | Mar | Apr | May | Jun Jul Aug | Sep [ Oct | Nov | Dec Month Av. Jan-Dec Tot.
2013 95 86 63 89 95 124 82 58 67 83 51 39 77.7 932
2014 61 57 75 32 62 53 83 56 56 62 29 56 56.8 682
2015 66 78 81 75 62 92 92 69 91 73 48 75.2 827

13-15 Average| 74 74 73 65 73 90 86 61 71 73 43 48 69.1 830
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Recorded Case & Complaints by Quarter
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Live Complaint Cases - Investigation Days

P.S.Department currently have 147 non-finalised Complaints. (An increase of 10 complaints (+7.3%) since 03/06/15)

Complaints Pending Of these:
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Complaints Finalisation Trends
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Appeals to the Force regarding the outcome of Local Resolution
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Suspensions

During the period, there have been 13 suspensions:

Police Officer 11
Support Staff 2
PCSO

Total 13

There are currently 7 Police Officers suspended, under the following allegations:
Discreditable conduct

Criminal Conduct
Failure in Duty
Honesty & Integrity
Use of Force

1
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Ethnicity of Subjects / Complainants attached to Recorded Complaints

Subjects Self Class Ethnicity attached to Recorded Complaints
Q313 Q413 Q114 Q214 Q314 Q414 Q115 Q215 Q315 Roll 12 Months
White 137 130 134 113 130 110 182 182 177 651
BME 9 6 5 5 11 4 13 8 11 36
N/K 39 31 44 27 31 28 44 24 47 143
Total 185 167 183 145 172 142 239 214 235 830
% BME 4.9 3.6 2.7 3.4 6.4 2.8 5.4 3.7 4.7 4.3
Subjects Self Class Ethnicity
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——BME
50 N/K
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Complainants Self Class Ethnicity attached to Recorded Complaints
Q313 Q413 Q114 Q214 Q314 Q414 Q115 Q215 Q315 Roll 12 Months
White 72 72 58 55 65 51 67 28 23 132
BME 8 6 2 8 4 2 3 1 10 16
N/K 39 37 69 54 61 60 173 152 153 538
Total 119 115 129 117 130 113 132 181 186 686
% BME 6.7 5.2 1.6 6.8 3.1 1.8 15 0.6 5.4 2.3
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Stop/Search

Three complaints regarding the use of stop & search from members of the public in a concentrated geographical area within six months

Three complaints about a specific officer's use of stop & search within six months

A single complaint of sufficient gravity resulting from an allegation of discriminatory behaviour or behaviour sufficient to be deemed

misconduct

No complaints in realtion to stop/search recorded during period 01/06/2015 to 30/11/2015
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Complaints Comparison Against Same Period in Previous Year

Change over prev. year

Com p laints Data Period: 01/06/14 to 30/11/14 [ 01/06/15 to 30/11/15 No. |
Cases recorded| 203 | 350 | | 147 |
Cases Finalised | 233 | 350 | | 117 |
Cases Pending]| 143 | 136 | | -7 |
Cases Live & Active| 156 | 147 | | -9 |
Allegations Recorded | 339 | 464 | | 125 |
Allegations Finalised | 447 | 464 | | 17 |
Change over prev. year
Com D laints Recorded bV Cateq ory 01/06/14 to 30/11/14 [ 01/06/15 to 30/11/15 No.
01 |Operational Policing Policies 6 5
02 |Organisational Decision 5 6
03 |General policing Standards 6 8
04 |Operational Management Decisions 4 2
A |Serious Non Sexual Assault 9 3 -6
B |Sexual Assault 1 -1
C |Other Assault 28 36 8
D |Oppressive Conduct/Harassment 11 19 8
E |Unlawful/Unnecessary Arrest or Detention 28 19 -9
F |Discriminatory Behaviour 5 9 4
G [Irregularity -Evidence/Perjury 6 4 -2
H |Corrupt Practice 2 8 6
J |Mishandling of Property 6 19 13
K |Stop & Search (Breach of Code A) 1 1
L |Searching of Premises and Seizure of Property (Breach of Code B) 14 18 4
M |Detention, Treatment and Questioning (Breach of Code C) 21 27 6
N |ldent.Procedures (Br. of Code D) 0
P [Tape Recording (Br. of Code E) 1 -1
Q [Lack of Fairness & Impartiality 11 11 0
R [Multiple or Unspecified Breaches 0
S |Other Neglect or Failure in duty 104 126 22
T |Other Irregularity in Procedure 5 22 17
U [Incivility, Impoliteness & Intolerance 31 89 58
V | Traffic Irregularity 7 9 2
W |Other 19 17 -2
X |[Improper Disclosure of Information 9 5 -4
Y |Other Sexual Conduct 1 1
Totals 339 464 125
Change over prev. year
CON DUCTS Data Period: 01/06/14 to 30/11/14 01/06/15 to 30/11/15 No.
Conducts recorded 30 36 6
Conducts Finalised| 21 | 23 | 2
Conducts Pending| 26 | 28 | 2
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Allegations completed during period 01/06/2015 to 30/11/2015

NUMBER OF ALLEGATIONS

'8 D c

zle2l2]8] 4

2|38 |% |2

sle|2|<|3|¢] 2

2 x 2 5 =
01 Operational Policing Policies 0 4 0 0 0 0 4
02 Organisational Decision 1 4 0 1 0 0 6
03 General policing Standards 0 7 0 1 0 0 8
04 Operational Management Decisions 0 2 0 0 0 0 2
A Serious Non Sexual Assault 0 2 0 2 0 1 5
B Sexual Assault 0 0 0 1 0 0 1
C Other Assault 0 23 0 6 0 9 38
D Oppressive Conduct/Harassment 0 19 0 0 0 0 19
E Unlawful/Unnecessary Arrest or Detention 0 12 0 4 0 1 17
F Discriminatory Behaviour 0 2 0 0 0 2
G Irregularity -Evidence/Perjury 0 1 0 0 0 1 2
H Corrupt Practice 1 2 0 7 0 1 11
J Mishandling of Property 0 15 0 2 1 0 18
K Stop & Search (Breach of Code A) 0 1 0 0 0 0 1

i i izure of
e R E
ionin
e R B E
N Ident.Procedures (Br. of Code D) 0 0 0 0 0 0 0
= Tape Recording (Br. of Code E) 0 0 0 0 0 0 0
Q Lack of Fairness & Impartiality 0 6 0 2 5 1 14
R Multiple or Unspecified Breaches 0 0 0 1 0 0 1
S Other Neglect or Failure in duty 5 88 0 13 3 10 | 119
T Other Irregularity in Procedure 0 13 0 3 3 0 19
U Incivility, Impoliteness & Intolerance 2 82 0 2 0 4 90
\Y Traffic Irregularity 1 8 0 0 0 0 9
W Other 2 15 0 2 2 0 21
X Improper Disclosure of Information 0 6 0 1 0 1 8
Y Other Sexual Conduct 0 1 0 0 0 0 1
Totals 12 | 343 | 2 55 | 20 | 32 | 464
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JOINT CLEVELAND AUDIT COMMITTEE
OPEN MINUTES

A meeting of the Joint Cleveland Audit Committee was held on Thursday 24" September
2015 in the PCC Conference Room, Police HQ.

Mrs. Ann O'Hanlon (Chair), Mr. Stan Irwin, Mr. Gerard Walsh, Mr. Aslam Hanif and Mr.
Roman Pronyszyn.

Mr. Simon Dennis, Mr. Michael Porter and Mr. John Bage (Chief of Staff)

Mr. Iain Spittal, Mr. Graeme Slaughter, Ms Michelle Phillips (part of the meeting) and
Miss Kate Rowntree (Chief Constable)

Lindsey Straughton, Mr Patrick Green (Internal Audit) Mr. Mark Kirkham, Ms Diane
Harold (External Audit)

APOLOGIES FOR ABSENCE

There were no apologies received.

DECLARATIONS OF INTEREST

There were no declarations of interest

OPEN MINUTES OF THE PREVIOUS MEETING HELD ON 25" JUNE 2015

A Member requested a minor insert reflecting the PCCs Annual Governance Statement.
The amendment to the AGS is to section 4, second paragraph. To insert the word
"monitoring" between "for" and "risk" in the first line to read "responsible for monitoring
risk management activity" With this amendment the minutes were accepted as a true
record of the meeting.

ORDERED that;
1. Members agreed the minutes were a true record.
CIVIL CLAIMS STATISTICS — REPORT OF THE CHIEF CONSTABLE

The Force Legal Advisor informed Members that the purpose of the report was to advise
on the number and types of civil claims against the Force received during the period 1%
March to 31% August 2015 and the amounts paid out for those claims finalised during
the period together with reasons for settlement.

Members were informed that there were 56 claims received during the period which was
a 14% increase of 7 on last year’s figure of 49.

Members were also informed that of the cases that were finalised during the period,
52% were successfully defended. This is to be compared with last year’s figures when
63% were successfully defended.

Members queried the motor liability cost at £250k which could equate to £21k for each
case.

The Force Legal Advisor informed that two settled cases were valued at £50k+ and the
figures included compensation for injury and legal costs.

ltem 3
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The DCC referred Members to the table at 4.1 and provided further clarification
regarding the finalised claims and the reasons for settlement at table 4.2.

ORDERED that;
1. the report be noted.

CONTRACT STANDING ORDER 9 — EXCEPTIONAL SITUATIONS — REPORT OF
THE CHIEF CONSTABLE

The CC CFO informed Members that the purpose of the report was to inform that
Contract Standing Orders state that “Utilisation of Contract Standing Order 9 or failure
to follow contract standing orders shall be reported by the CFO of the Chief Constable to
the Audit Committee”. The purpose of the report was to advise the Audit Committee on
the use of Contract Standing Order 9 during the period March to August 2015.

The details of the exceptional situations listed in Appendix 1 to the report not only
comply with the process detailed in Contract Standing Order 9 but represent the Force’s
on-going commitment to greater efficiency and effectiveness.

The details of twenty exceptional situations were included in the report, and Members
raised queries on a number of issues.

The Chair sought assurance that the situations detailed were truly exceptional and not a
lack of forward planning.

The CC's CFO advised that the sixteen of the situations were proprietary products or
services and as such it was not possible to go out to tender in these circumstances.

The PCC's CFO advised that there were more exemptions in this report as the period of
report covered the end of the financial year, when a number of IT contracts were due
for renewal.

Members requested further points of detail at No. 2, 3 and 5 and were satisfied at the
explanations given.

ORDERED that;
1. the content at Appendix 1 to the report be noted.

INTERNAL AUDIT AND HMIC RECOMMENDATIONS IMPLEMENTATION
UPDATE — REPORT OF THE CHIEF CONSTABLE

The Deputy Chief Constable advised Members that the report provides Members with an
update on progress in implementing recommendations from internal audit and Her
Majesty’s Inspectorate of Constabulary (HMIC).

Members were informed that the Risk, Audit & Inspection Monitoring Board (RAIMB)
had the remit for monitoring the Force’s progress in implementing recommendations
from internal audit and HMIC reports.

The DCC reported to Members on the number and range of recommendations and
actions that the RAIMB has discharged since its last report in March 2015.

Members were informed that 30 internal audit and 60 HMIC recommendations had been
discharged as either being fully implemented, established as part of business as usual or
not accepted. The ongoing recommendations will continue to be monitored at the
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RAIMB meetings.

Members queried point 65 of HMIC recommendations with regard to Domestic Violence
and asked for clarity regarding an action plan

The DCC advised that the recommendation requires Forces to have a published action
plan outlining the activity the force is taking.

ORDERED that’
1. the report be noted.

ANNUAL EQUALITY & DIVERSITY REPORT — REPORT OF THE CHIEF
CONSTABLE

The DCC informed Members that the report was to update Members on the Force’s
continued commitment to promoting fairness and equality across and outside the
organisation

Members referred to para 3.3 and the position adopted for Police recruitment and asked
if there were any targets set for under-represented groups.

The DCC advised that the Force does not have recruitment targets. He informed that
the Force had held a number outreach activities and initiatives specifically designed to
be accessible to underrepresented groups, and has taken positive action by progressing
applicants to the assessment centre stage of the process, based upon ethnicity or age.

ORDERED that;
1. the Force’s activities to promote equality and diversity be noted.
AUDITED STATEMENT OF ACCOUNTS 2014/15 — REPORT OF THE PCC

The Chief Finance Officer (CFO PCC) informed Members that the purpose of the report
was to enable Members of the Joint Audit Committee to discharge their responsibilities’
in relation to the Statement of Accounts for the PCC and CC as set out in the Terms of
Reference for the Committee.

In addition to these responsibilities the Terms of Reference also contain the following,
which can be discharged through items elsewhere on today’s agenda but which are
linked to the Statement of Accounts process:

e Reviewing the external auditor's Annual Completion Report and any other
reports;

e Reporting on these to the PCC and Chief Constable of Cleveland Police as
appropriate and including progress on the implementation of agreed
recommendations.

e Reviewing District/External Auditor's Annual Audit Letter and making
recommendations as appropriate to the PCC and Chief Constable of Cleveland
Police.

The CFO PCC informed Members that he had held discussions with the Vice Chair of the

Audit Committee to cover a number of technical points relating to the accounts, to
provide clarity where requested and address a number of queries.

Members were reminded that in undertaking a review of the Statement of Accounts the
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Audit Committees’ role is essentially to provide assurance to the PCC and CC and to the
wider stakeholder base that they conform to proper practices.

The Chair noted that the report being tabled was not ideal as there were still issues
surrounding Pension liabilities.

The CFO PCC informed that there was work being carried out regarding pension
commutation which has an effect going back some six years. The CFO PCC informed
that he was working closely with the external auditors on this matter. The CFO PCC
informed that this was the only change area of work that hadn't been included in the
work done with the Vice Chair.

The Vice Chair confirmed his work with the CFO PCC and advised the Committee that
the audited Statement of Accounts 2014/15 can be commended to the Chief Constable
and PCC.

The Chair thanked the Vice Chair and CFO PCC for their work on this year’s accounts.
ORDERED that;

1. Members had considered the contents of the report and were content to note
the report.

AUDIT COMPLETION REPORT FOR THE OPCC — REPORT OF THE EXTERNAL
AUDIT

The External Auditors informed that the document has been prepared to communicate
the findings of their audit for the year ended 31 March 2015 to the Police and Crime
Commissioner.

Members were informed that External Audit had found three significant findings and
these were set out at Chapter 3 of the report, these were;

e Management override of controls
e Revenue recognition
e Pension entries

However Chapter 5, detailed a summary of misstatements that have been adjusted by
management during the course of the audit.

In conclusion, on the basis of work carried out and having regard to the guidance on
the specified criteria published by the Audit Commission, External Audit are satisfied
that in all significant respects the Police and Crime Commissioner for Cleveland has put
in place proper arrangements to secure economy, efficiency and effectiveness in its use
of resources for the year

Members were informed that an unqualified opinion was to follow and that securing
value for money was satisfactory.

The External Auditor informed members that the audit was carried out very smoothly
and a reality check showed no significant risks.
ORDERED that;

1. The report be noted.
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AUDIT COMPLETION REPORT FOR CLEVELAND POLICE — REPORT OF THE
EXTERNAL AUDIT

The External Auditor informed Members that they have audited the financial statements
of the Chief Constable for Cleveland for the year ended 31 March 2015, and that the
report was made solely to the Chief Constable for Cleveland.

Members were informed that External Audit had found three significant findings and
these were set out at Chapter 3 of the report, these were;

e Management override of controls
e Revenue recognition
e Pension entries

However Chapter 5, detailed a summary of misstatements that have been adjusted by
management during the course of the audit.

In conclusion, on the basis of work carried out and having regard to the guidance on
the specified criteria published by the Audit Commission, External Audit are satisfied
that in all significant respects the Chief Constable for Cleveland has put in place proper
arrangements to secure economy, efficiency and effectiveness in its use of resources for
the year.

Members were informed that an unqualified opinion was to follow and that securing
value for money was satisfactory.

The Chair commented on how efficient and smooth the process had been and wished to
place on record the Committee’s thanks to the External Auditors and the two CFO’s,
with the request that the thanks be passed on to their respective teams.

ORDERED that;
1. The report be noted.
INTERNAL AUDIT PROGRESS REPORT — REPORT OF THE INTERNAL AUDIT

The Internal Auditor informed Members that since the last Joint Audit Committee
meeting, internal audit had issued one report as final.

e Quarter 1 Spot Checks — Cash and Property
Three other reports had been produced as drafts. These were;

e Proceeds of Crime
e Collaboration — Evolve and Shared CFO arrangements
e Collaborations - Force

The Internal Auditor advised that work was being carried out in line with the agreed
schedule, but a number of delays had arisen as the work progressed. Internal Audit
clarified that the delays were not down to non co-operation by the Force, but due to the
fact that the auditors needed to meet with more departments and individuals than had
been first thought at the scoping exercise. However Members were assured that
Internal Audit are on track to deliver as agreed.

The Chair sought assurance that there would be no delays in delivering the work being
carried out.





The DCC informed Members that although the Force was reducing in its size, the work
that needed to be carried out was becoming more complex in its nature and thus taking
more time to complete.

Internal Audit advised that all work would be delivered by the end of the year as
agreed.

The Chair requested that Internal Audit be in a position to provide the required
assurance that there would be no delay in implementing any recommendations that
arise from the work carried out.

ORDERED that;
1. the report be noted.

265 QUARTER 1 SPOT CHECK - CASH & PROPERTY — REPORT OF THE INTERNAL
AUDIT

Members were informed that a random cash spot check and property store check was
undertaken at Middlesbrough Station as part of the approved internal audit plan for
2015/16.

It is the responsibility of the Cash Team Leader and the centralised Cash Team to
ensure that the cash records are accurate and that the cash is banked on a regular
basis.

Internal Audit also reviewed compliance with the Effective Management of Property in
Police Possession Guidance.

Members were informed that the Auditors had identified occasions where cash and
property were not correctly recorded on IRIS, and that there were instances where IRIS
records did not match what was in the safes.

Members queried how cash and property was handled and accounted for.

The CFO CC informed Members of the procedures to be followed by Officers when
dealing with cash and property, however Members were informed that it is not always
possible to record all cash if it was under investigation for forensic analysis.

The DCC clarified to Members that IRIS is not a ‘cash’ system, but a recording system.
The DCC also advised that a Gold Group had been established to oversee the work on
property with a view to;
e reducing the amount of property seized and brought in
e reduce the current 63,500 items of property currently being held.
e Having the ‘top 20’ property owners dispose of the property being stored as
soon as possible

Internal Audit informed that their review had established that there were a number of
well-designed controls and testing confirmed that overall controls were correctly and
consistently applied.

Members were advised that three recommendations had been issued in the report
which the Force had accepted.

ORDERED that;
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1. the report be noted.
COMMISSIONING — REPORT OF THE INTERNAL AUDIT

Members were informed that a review of the arrangements for Commissioning had been
undertaken as part of the approved internal audit periodic plan for 2014/15.

The internal audit informed that this was the last report for the 2014/15 work being
carried out with the OPCC.

This is an advisory report where consideration has been given to:

e Victim support

e Historical services

e Newly commissioned services
Members were informed that this report covers the historic services and newly
commissioned services.

Internal audit informed Members that the recommendations are essentially just tweaks
to the processes that are already in place and these referred to;

A more formal document needs to be in place — planning

Tender framework not completely drafted

Grant applications — no documentation developed

Clear accounts for performance monitoring and the responsible Officer

The CFO PCC reminded Members that this was new work for the OPCC and as such was
developing and evolving. Therefore the review was helpful in making the improvements
required but this would not happen overnight.

Members were contact with the report and thanked those responsible for the work
done.

ORDERED that;
1. the report be noted.
STRATEGIC RISK REGISTER — REPORT OF THE PCC

The PCC's Chief Finance Officer informed that the PCC is taking an integrated approach
to embedding its risk register within the OPCC. The strategic register at this meeting
builds on the continued use of the 4Risk system adopted earlier this year and also the
Risk Management Policy that Members reviewed in March 2014 that was specific to the
Office of the PCC.

Members were informed that the Risk Register is being reviewed and will be reported on
a half yearly rolling basis.

Members were informed that all risks had been reviewed during the six months since
the last report to Members was provided in March 2015. This has resulted in only very
minor changes to the risk and content of the risk register and referenced below:

e Risk 28 - Structure with the right capacity to support the PCC, para 4.2 of
the report refers.

e Risk (40) — Staffing Structures, Grading and Job Evaluation. A Job
Evaluation project has been on-going for several years, para 4.3 of the





report refers.

ORDERED that;
1. the report be noted.
268 REPORT OF THE MONITORING OFFICER — REPORT OF THE PCC

The Chief of Staff informed Members that the report to the Joint Audit Committee was
to inform on the exercise of the statutory function of Monitoring Officer for the Police
and Crime Commissioner.

Members were informed that the statutory role of the Monitoring Officer is to address
any actual or potential unlawfulness or maladministration arising from a proposal,
decision or omission of the Police and Crime Commissioner. In strict legal terms, it is the
duty of the Monitoring Officer to prepare a formal report on any such matter to the
Police & Crime Panel.

The Chief of Staff informed Members that a number of the recommendations apply also
to the Police & Crime Panel and he will communicate with them on such matters.

It was agreed that the Chair and Vice Chair would meet with the Chief of Staff to agree
responses against each of the recommendations.

The DCC offered Members the opportunity to have a briefing on the work the Force has
done to improve crime data integrity, to provide Members with assurance that the
issues identified by HMIC have been addressed.
ORDERED that;
1. the ongoing compliance by the Commissioner with the arrangements noted in
previous annual reports of the Monitoring Officer, specifically the Register of
Interests and the Register of Gifts & Hospitality be noted.

2. there have been no formal reports to the Police & Crime Panel under s5 Local
Government & Housing Act 1989, in the period covered by this report be noted.

3. there have been no cases reported under the Commissioner’s public interest
disclosure procedure (‘Whistle —Blowing’ policy) be noted.

4. there has been one complainant who has had complaints recorded against the
Chief Constable be noted.

5. no formal complaints made against OPCC staff be noted.

6. the full Audit Committee to meet with the Chief of Staff

269 EXCLUSION OF THE PRESS AND PUBLIC

ORDERED that; pursuant to the Local Government Act 1972 the press and public be
excluded from the meeting under Paragraph 7 of Part 1 of Schedule 12A to the Act.











_1511266131.pdf
THE POWER
OF BEING
UNDERSTOQOD

CLEVELAND POLICE






CONTENTS

L EXECULIVE SUMMIATY ...uttteiiieeeeeiiittieeeeeee e e s e eststeeeeeeeassastateeeeeeeaasanstateeeeeeeae s nsteaeeeeeeesesnssteseeeeeeesaannnbeeeeaeeeessannssanseeeaeeannnsnes 2
2 X 110 1 ] - o PRSP 5
G T =Y = V1 1= o 0o 1o [ PSSP 6
APPENDIX A SCOPE .....itiiiii ittt ettt ettt e sttt e e e ettt e e st e e e e s sseeeeasss et e e aasseeeean st e e e e e s s e e e e e s st e e e e saea e e e ntteeeeannneeeeannreae s 7
APPENDIX B FURTHER INFORMATION ...iiiittitte ittt sttt ettt e e st e e e st ea e e stseaeessssaeeesssseaeassseeeasssaaaesansseaesansneeesanseeaeas 8
For further iINfFOrMAatioN CONTACT ...........eeiiiiei et e ettt e e e e e ettt eeee e e s e s s s teeeeeaeeesaanssbeeeeaeeeesannnsteneaeeeeesnannnes 9
Debrief held 28 August 2015 Internal Audit Patrick Green, Head of Internal

Draft report issued 11 September 2015 team Gt:]?ji;g/ng;erl:u\évﬁgda’Sl‘,\;:anri](;rgl\e/lranager
Responses received 7 December 2015 Anastasia Morgan, Senior Auditor
Final report issued 7 December 2015 Client sponsor DCC lain Spittal (Force)

Revised final issued

Distribution DCC lain Spittal (Force) Kate
Rowntree, Executive Staff Officer

As a practising member firm of the Institute of Chartered Accountants in England and Wales (ICAEW), we are subject to its ethical and other
professional requirements which are detailed at http://www.icaew.com/en/members/regulations-standards-and-guidance.

The matters raised in this report are only those which came to our attention during the course of our review and are not necessarily a
comprehensive statement of all the weaknesses that exist or all improvements that might be made. Recommendations for improvements should be
assessed by you for their full impact before they are implemented. This report, or our work, should not be taken as a substitute for management’s
responsibilities for the application of sound commercial practices. We emphasise that the responsibility for a sound system of internal controls rests
with management and our work should not be relied upon to identify all strengths and weaknesses that may exist. Therefore, the most that the
internal audit service can provide is reasonable assurance that there are no major weaknesses in the risk management, governance and control
processes reviewed within this assignment. Neither should our work be relied upon to identify all circumstances of fraud and irregularity should
there be any.

This report is supplied on the understanding that it is solely for the use of the persons to whom it is addressed and for the purposes set out herein.
Our work has been undertaken solely to prepare this report and state those matters that we have agreed to state to them. This report should not
therefore be regarded as suitable to be used or relied on by any other party wishing to acquire any rights from RSM Risk Assurance Services LLP
for any purpose or in any context. Any party other than the Board which obtains access to this report or a copy and chooses to rely on this report (or
any part of it) will do so at its own risk. To the fullest extent permitted by law, RSM Risk Assurance Services LLP will accept no responsibility or
liability in respect of this report to any other party and shall not be liable for any loss, damage or expense of whatsoever nature which is caused by
any person’s reliance on representations in this report.

This report is released to our Client on the basis that it shall not be copied, referred to or disclosed, in whole or in part (save as otherwise permitted
by agreed written terms), without our prior written consent.

We have no responsibility to update this report for events and circumstances occurring after the date of this report.

Cleveland Police / Collaborations — Force 4.15/16 | 1





1 EXECUTIVE SUMMARY
1.1 Background

This audit was undertaken to evaluate the adequacy of controls in place to ensure that only appropriate collaborative
and partnership arrangements are entered into by Cleveland Police.

The review included assessing the processes operated to manage the following risk areas:

Risk: Failure to effectively engage partners communities and stakeholders.

e Monitoring and reporting on performance of collaboration; and

e Assurance gained of intended benefits and outcome achievement.

This review included three collaborations, National Police Air Service (NPAS), Cleveland and Durham Specialist
Operation Unit (CDSOU) and North East Regional Specialist Operations Unit (NERSOU).

1.2 Conclusion

Internal Audit Opinion: ed  Amp,
pe e,

Taking account of the issues identified, the Organisation can take
substantial assurance that the controls upon which the organisation relies
to manage the identified risk(s) are suitably designed, consistently applied &

and operating effectively. /

%

The above conclusions feeding into the overall assurance level are based on the evidence obtained during the audit.
Overall, we found that the controls were appropriately designed and consistently applied for monitoring the
performance of collaborations, however we have identified areas within the control framework where improvements
could be made in relation to assurance that the collaboration is delivering on the original benefits and outcomes
intended.

This review has resulted in one medium priority management action in relation to the following finding:

e Although performance reports were produced for NERSOU, there was no reporting of performance against the
specific benefits detailed within the business case for each unit of NERSOU.
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1.3 Key findings

The key findings from this review are as follows:

Review of the systems and procedures in place regarding performance monitoring and reporting of operational
collaborations identified a number of well-designed controls, and overall these were operating effectively:

CDSOuU

A monthly overview report is completed by the Head of CDSOU. The monthly report details the performance of the
Unit as a whole, and is also broken down to team level.

Discussion with the Head of CDSOU established that no benefits realisation plan was in place, as the collaboration
was originally set up with benefits identified as immediate savings from the formulation of the joint unit from the
reduction in staff numbers and fleet vehicles. The collaboration was a support unit and therefore was designed to
support the two Forces in the collaboration on an ongoing basis.

Further discussion established that since March 2015, monthly overview reports had been sent to the two Assistant
Chief Constables and the two Police and Crime Commissioners. Review of the monthly overview report identified that
it detailed the good news stories and Units at PCC level; performance as a whole; and performance at team level,
which included Firearms, Dog Section and Roads Policing Unit. The report also included finance and human
resources statistics.

In addition, the report was also presented to the Joint Operations Group which convene on a bi monthly basis and is
attended by the two Assistant Chief Officers, the Tactical Training Centre Inspector, Firearms Training and Operations
Inspector, other Inspectors are invited, if required, to discuss specific agenda items, the Police and Crime
Commissioners are invited to attend.

NERSOU
Collaboration reports are produced on a monthly basis and presented to the Deputy Chief Constables meeting.

Discussion with the Detective Inspector established that there was a governance structure in place which included the
Joint Committee, Deputy Constable Board and RTIG and RTTCG. At the Deputy Chief Constable Board, which takes
place on a quarterly basis, a Collaboration Report is presented which includes an Executive Summary, a Summary of
Threats, Performance and Outcomes which includes a heat map of work undertaken and a snapshot of ongoing
delivery.

NPAS

A monthly accountability report is produced which details the performance of NPAS specifically for Cleveland. The
NPAS collaboration has two service level agreements in place in relation to priority one incidents (urgent) and priority
two incidents (non-urgent).

Discussion with the Programme Director for NPAS established that a monthly accountability report was produced and
distributed to each Assistant Chief Constable. Review of the accountability report for Cleveland for May 2015 identified
that it included an Executive Summary and high level performance statistics. All data provided included data for the
other Force areas across the North East region.

Review of the accountability report identified that it detailed the two service level agreements, the definition of priority
one and priority two and the targets set for each, 85% and 90% respectively. Review of the report for May confirmed
that it detailed that the target and year to date actual which identified that the collaboration for the North East region
was exceeding the target. The report also detailed more performance data. Discussion with the Programme Director
established that the College of Policing had been tasked with identifying some potential outcome based metrics to
enhance the current performance indicators.
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1.4 Additional information to support our conclusion

Non- Agreed actions
Compliance
with controls*

Control

design* Low Medium High

Failure to effectively engage partners

communities and stakeholders Force - (6) 1(6) i 1 i

Total
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2 ACTION PLAN

The table below sets out the actions agreed by management to address the findings.

Ref Findings Priority = Management action Implementation  Owner responsible

summary date

Risk: Failure to effectively engage partners communities and stakeholders force

3.1 Although Medium  No further action required.  N/A N/A
performance NERSOU already provide
reports were operational activity reports
produced for on a quarterly basis in the
NERSOU, there following manner
was no reporting (qualitative &
of performance quantitative):
against the

- . e A statistical report to the
specific benefits H )
. s ome Office,

dete_uled within the performance broken

business case for down for each dept.

each unit of e RTIG & RTTCG

NERSOU. documents which
includes operational
activity (quantitative and
qualitative)

e DCC’s report
(quantitative and
qualitative)

e We are also in the final
stages of developing a
joint quarterly
performance report to
PCC’s & CC'’s.

Audit Note: We accept
that although performance
is not monitored against
the specific benefits for
each business case,
performance is measured
and reported to the PCC’s
in regards to NERSOU
activity and therefore no
further action is
necessary.
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3 DETAILED FINDINGS

This report has been prepared by exception. Therefore, we have included in this section, only those areas of weakness in control or examples of lapses in control identified
from our testing and not the outcome of all audit testing undertaken.

Ref

Control

Adequate Controls Audit findings and implications

control
design

(yes/no)

complied
with
(yes/no)

Risk: Failure to effectively engage partners communities and stakeholders Force

Priority

Management action

3.1

NERSOU
Partially Missing Control

Each Unit within the NERSOU
was set up from a business
case.

Benefits of the Units are
identified in the business case
and are reported against in a
timely manner.

Yes

No

Discussion with the Detective Inspector
established that overall, NERSOU had 12
core capabilities, with progress against each
reported along with a RAG status to the
Deputy Chief Constable Board.

Furthermore, a Collaboration Report was
presented which included performance and
outcomes which included a heat map of most
work undertaken and a snapshot of ongoing
delivery.

However, no reporting directly of performance
against the benefits detailed within the
business case of each unit of NERSOU was
performed.

Without monitoring performance against
original business case benefits the
collaboration cannot effectively assess the
success of the performance as originally
intended.

Medium

No further action required. NERSOU already
provide operational activity reports on a
quarterly basis in the following manner
(qualitative & quantitative):

A statistical report to the Home Office,
performance broken down for each dept.
RTIG & RTTCG documents which includes
operational activity (quantitative and
qualitative)

DCC’s report (quantitative and qualitative)
We are also in the final stages of developing
a joint quarterly performance report to
PCC’s & CC'’s.
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APPENDIX A: SCOPE

Scope of the review
The scope of this review was to:

e Evaluate the adequacy of risk management and control within the system and the extent to which controls have
been applied, with a view to providing an opinion; and

e  Confirm that control activities are put in place to ensure that risks to the achievement of the organisation’s
objectives are managed effectively.

Objective of the area under review Risks relevant to the scope of the review

Arrangements are in place to ensure that only Failure to effectively engage partners communities

appropriate collaborative and partnership arrangements and stakeholders OPCC

are entered into by the Police and Crime Commissioner

for Cleveland (PCCC). Failure to effectively engage partners communities
and stakeholders Force

When planning the audit, the following areas for consideration and limitations were agreed:
Areas for consideration:

This review considered how the correct assurances were received by the Force to gain confidence that achievement
of the collaborative agreements was being monitored and managed.

We considered the governance and oversight arrangements for a sample of ‘operational’ collaborative arrangements
between Cleveland and other Police Forces. This specifically focused on the arrangements in relation to monitoring
and reporting on the performance of the arrangements and how the Force gained assurance that the collaboration was
delivering the intended benefits and outcomes.

Limitations to the scope of the audit assignment:

. We have not commented on the suitability or comment on the appropriateness of the rationale for project Evolve.
. We have not commented on the quality of the Partners or any services provided.

. We have not commented on whether the benefits of the collaborations are likely to be, or had been realised.

»  Our work does not provide absolute assurance that material errors, loss or fraud do not exist.
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APPENDIX B: FURTHER INFORMATION

Persons interviewed during the audit assignment:

e Head of CDSOU, Mark Thornton

e Temporary Detective Chief Inspector, Paul Collings

¢ Head of Performance, Quality and Review, Louise Drummond
¢ Head of Intelligence, Kate Rennie

e Acting Super Intendent, Alison Jackson

¢ NPAS Programme Director, Tyron Joyce

Documentation reviewed during the audit assignment:
¢ Joint Operations Group Agenda, CDSOU

¢ Monthly Overview Report, CDSOU

* NERSOU Accountability Brief

¢ NERSOU Collaboration Report

¢ NE Accountability Report, NPAS
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FOR FURTHER INFORMATION CONTACT

Name: Patrick Green
Email: patrick.green@rsmuk.com
Telephone number: 07768 807469

Name: Angela Ward
Email: angela.ward@rsmuk.com
Telephone number: 07966 091471

Name: Lindsay-Anne Straughton
Email: Lindsay-Anne.Straugton@rsmuk.com
Telephone number: 07800 617385
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