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1.
Purpose
1.1

This report is to update members on the work of Cleveland Police Directorate of Standards and Ethics (DSE) and to provide an overview of the efficiency and effectiveness of the main DSE functions, namely complaints, conduct, counter-corruption, and information management (data, information security, vetting and DBS) during the period 1st April 2019 to 30th September 2019. 

2.
Recommendations
2.1
It is recommended that members note the content of the report.
3.
Complaints & Conduct

3.1. Complaints and Conduct
3.1.1. In terms of overall performance, IOPC have assessed
 that it has continued to be mostly positive compared to the same period last year. Most notably, the quality of investigations into complaints and customer satisfaction has been maintained. Of 353 complaints recorded and 248 complaints finalised by the Force during the first half of the financial year
, the IOPC appeal rate has dropped to 0.4 per cent and Force appeals to 2.4 per cent. Most notably, the IOPC did not uphold any investigation appeals whereas the Force upheld one during Q1.  Preliminary data for Q2 indicates that of a total number of 223 complaints investigated and finalised by the Force, only three were appealed to the IOPC. 

3.1.2. The IOPC did not receive any appeals for local resolution and only one appeal for non-recording decisions in Q1, which is again positive. Preliminary data for Q2 shows the IOPC has received only three non-recording decisions appeals of which one was upheld. 
3.1.3. During Q1 77 per cent of complaint cases were recorded in 10 days, whereas during the same quarter last year Cleveland was higher than both the most similar force (MSF) and national averages, it is now falling below. The drop in recording time is due to i) high demand and abstractions in the triage team over the summer period; ii) a number of complaints received in relation to the recent industrial protest, which were initially considered as one complaint; iii) a number of complaints received in relation to a data breach (in relation to a conduct case subject to an independent IOPC investigation), which were initially considered together as part of the conduct case. 
3.1.4. The average number of days to finalise complaint cases is lower than four of the MSF and national averages, which is a good performance, taking into account the capacity challenges within DSE. In Q1 70 per cent of allegations were locally resolved compared with 71 per cent the year before. This remains higher than national averages and it is a consequence of the increased demand on the team during the review period. The IOPC are satisfied DSE are applying the local resolution test correctly and are happy with the feedback from the IOPC’s dip sample report. In Q1 this year Cleveland rank 14th against all forces with 84 allegations recorded per 1000 employees, a slight rise from 79 in the same period in 2018/19. The national average for finalising complaints is 107 days; the average for DSE is 92 days which places the Force as 15th in the performance ranking for this category. 
3.1.5. During Q1 13 complaints were referred to the IOPC for investigation, of which the decisions were 3 managed, 8 independent and 2 local, a significant increase compared to the same period in 2018/19 when 3 complaints were referred (1 managed and 2 local). There increased number of referrals to the IOPC is a reflection of the complexity of the complaints raised with the force, as well as an increase in the number of DSIs
 reported to the directorate. 
3.1.6. The Independent Scrutiny Panel
 meetings take place quarterly with feedback provided via OPCC. Complaint cases sampled during the last two meetings have included finalised local resolutions, finalised local investigations and ongoing live cases. The Panel found that, overall, the decision making was good and appropriate in context.  The Panel made positive comments on the timeliness and overall communication of investigations, and highlighted some examples of good practice. Areas for improvement were also highlighted in terms of use of jargon, some delays due to abstractions in the team. 
3.1.7. Demand in recent months has continued to gradually increase so much so it has impacted on case allocation. There has been a significant increase in overtime necessary to meet the current demand. This is not sustainable in the longer term and a review of the Unit is currently taking place to establish the optimum capacity to support DSE meet operational demand. 
3.1.8. Conduct. During the reporting period DSE held 2 misconduct meetings both in respect of allegations of confidentiality.  This resulted in 1 officer receiving a written warning, and the other officer being given management advice. Overall, the number of conduct investigation has increased significantly compared to last year, which had 59 conduct cases compared to 50 for the first six months of this year. This is linked to an increased number of referrals to DSE in relation to allegations of breaches of standards or professional behaviour. 
3.2. Counter Corruption Unit (CCU)

3.4.1 ATA CCU Software. The CCU continues to develop and expand the proactive use of the ATA audit Tool. Maximising the full capability of ATA is still to be achieved as data from business areas and platforms including HR, Oracle, mobile billing and relevant data sources are yet to be exported. 

3.4.2 To increase the proactive reach of ATA, the system is now aligned to all force computers allowing a full audit capacity with wide reaching forward monitoring capabilities. Work is on-going to align the force mobile network to this system which is hoped to be finalised by November 2019. 
3.4.3 To ensure CCU adopt a more proactive Intelligence and threat led approach in line with an existing AFI, proactive focus of the department now includes the following (not exhaustive) areas: 
· Organised Crime Groups/Nominals linked to current and historical corruption intelligence

· Identifying and flagging those considered to be most at risk of sexual exploitation covering priority areas Domestic Abuse, VEMT, Vulnerable Adults and Sex Working.

· Flagging and monitoring key/sensitive investigations.

· Flagging and monitoring DSE investigations, paying particular attention to those investigations during which Police Officers are arrested/investigated.

· Other bespoke Counter Corruption Intelligence and priorities linked to the CCU Strategic Risk Assessment.

3.4.4. The CCU continues to hold a monthly Tactical Command Group meeting where officers of concern are identified and reported upon in relation to proactive monitoring.
3.4.5. iBase. To provide a well-managed intelligence system the CCU are seeking to maximise the I-Base capability, to ensure all events and intelligence are correctly captured and recorded on a central system for easy access and audit and review purpose. 
3.4.6. The Unit has now finalised the introduction of the “upgrade” to its I-Base system which is expected to complement the capability of the Unit to identify intelligence and investigative opportunity in dealing with corruption risks. The upgraded I-Base system is currently being “live time” tested to provide a single catch-all Intelligence system. 
3.4.7. With the assistance of Lancashire Constabulary, further live roll-out supported by a staff training and development day was undertaken September 2019. It is intended the new system will be reviewed at the three and six month points to ensure that a) All intelligence is correctly captured, graded and assessed b) recorded correctly C) developed effectively and proportionately to ensure risk is minimised.
3.4.8. Risk Assessment Tool. An intuitive risk assessment tool to provide the risk based scoring profile on officers and staff is currently being developed. This will assist the Unit not only to understand and identify those who may be susceptible to APSP / Improper emotional relationship risk but to those who are also susceptible to other corruption risk. 
3.4.9. The intention is to provide early opportunity to identify covert/overt control measures for intervention to prevent or investigate as appropriate. This is still being developed based on good practice identified in Lancashire and Durham Forces and requires some standalone access to other data rich force systems. 
3.4.10. Counter Corruption Control Strategy. The Counter Corruption Unit is currently finalising the control strategy for 2019/20, which was initially scheduled for renewal in May 2019. The local Counter Corruption Control Strategy publication has been delayed but is to be finalised by the end of October. This was in part due to some confusion over the expected Regional STRA publication. 
3.4.11. CCU 4P Plan (Prepare/Prevent/Protect/Pursue). As with other serious crime business areas the CCU is to develop an overarching departmental 4P Plan. The 4P Plan will compliment other strategic assessments including the Counter Corruption Control Strategy, CCU STRA and pertinent departmental AFI’s. The 4P Plan is intended to provide the department with clear direction and focus, with the firm intention of transforming the CCU into nothing short of outstanding.  
3.4.12. Abuse of Position for Sexual Purposes (APSP). In light of the HMIC Inspection relating to Abuse of Position for Sexual Purpose, the existing force action plan relating to the issue is to be reviewed and up-dated. The review will take notice of the Inspection recommendations and identified good practice as highlighted in the PEEL spotlight report ‘Shining a Light on Betrayal’. 
3.4.13. To tackle and eradicate this increasing and damaging trend, extensive internal and external multi-agency prevention and awareness raising is to continue. Research and evidence indicates such service users are most likely to be exploited, in particular victims of domestic abuse. To further the links with the individuals and organisations that support vulnerable people the CCU Detective Inspector has undertaken a series of inputs directed towards partner agencies and with a refresh of the Crossed the Line campaign originally established in early 2018. 
3.4.14. This input has been delivered to the MATAC, MARAC North and South, Tees wide Safeguarding Adults Board, A Way Out charity based in Stockton and further planned meetings with other local charities including local domestic abuse charities which work alongside the most vulnerable  and Stockton Voice. This is backed up with a dedicated email list of individuals and organisations which are approached periodically for any further intelligence or information regarding potential APSP. 
3.4.15. The creation of the CCU Prevent Officer role, will positively address the existing capacity gap within the department and undoubtedly support driving this, and other force and departmental priority threats and corruption matters forward. 
3.4.16. The annual “integrity health check”, which was initiated for the purpose of APSP, has been re-launched in June 2019 through a layered communications plan to all staff; this also covered the internal element of inappropriate sexual activity and “appropriate personal relationships”.  A full analysis of the compliance rates and the outcome of the exercise will be provided at the next report. 
3.4.17. CCU establishment and realignment. The CCU has now completed its recruitment of two additional investigators increasing its investigative capacity to six Detective Constables. During September DSE restructured its managerial hierarchy replacing the DSE Detective Superintendent role with that of a Counter Corruption Detective Chief Inspector; a position which the department has not previously benefitted from. This now increases the current CCU establishment to eleven, which is broken down as follows:
· Detective Chief Inspector x1
· Detective Inspector 
x1
· Detective Sergeant 
x1
· Detective Constables 
x1
· Intelligence Analyst 
x1
· Intelligence Officer 
x1
3.4.19 The CCU establishment is to be further enhanced with the addition of a dedicated Counter Corruption Prevent Officer. The recruitment process has yet to commence however, it is anticipated that recruitment and appointment will be finalised by end 2019. The size of the department for the force is considered comparatively healthy by HMICFRS.  
3.4.20 The transition of CCU from Hartlepool Police Station to a Force covert unit has now taken place. This will enable the department to provide a greater proactive reach and enhanced covert capacity and capability.  
3.5
Information Management Unit (IMU)
3.5.1 
IMU covers the following functions data protection, vetting, information security, Freedom of Information and DBS. 
3.5.2
Data Protection
3.5.2.1
Under the new Data Protection Act (DPA) 2018, there is now a requirement for data controllers to provide assurance they are adhering to the Principles of the Act. This will require an on-going audit of processing activities throughout the Force. The Force has now appointed a GDPR Auditor /Deputy Information Security Officer, who is proactively monitoring compliance with the legislation.    

3.5.2.2
Due to an expansion of Information Rights to data subjects, following the implementation of GDPR and the DPA 2018 the Force has experienced a significant rise in the number of Subject Access requests (SARs). This function is managed by 1.0 FTE and it was envisaged that additional resilience would be created following the transfer of the Freedom of Information Team to IMU and the merger of the two teams (3.0 FTE equivalent in total). The IMU did not proceed with the merger due to wage disparity between the teams but this will be considered again in the future. The FoI requests have increased by 8 per cent since last year, averaging 105 requests a month. The overall pressures in both areas, now require additional capacity to meet demand which is currently supplemented with a Admin staff on a secondment until June 2020. A longer term and sustainable solution will be considered over the next months.  

3.5.3
Vetting
3.5.3.1
Cleveland Police Officers, staff and contractors are subject of Vetting procedures to ensure full compliance with national vetting standards, and are reviewed to meet the vetting levels.  
3.5.3.2 Additional resources have been recruited in order to meet the increased demand in vetting. 
3.5.3.3 The Force has changed its IT vetting system from iVet to Core-Vet. The new system was implemented in mid-June 2019. During the implementation phase, work carried out by the Vetting Unit identified that standard web forms sent to applicants (about them and their relevant family members) were found to be very inconsistently set up in the system, in terms of key information requested. As such, errors were automatically created in the system, leading to necessary information not being imported into the new system from iVet.
3.5.3.4 During two months of arduous work, the team worked with the provider to ensure these errors are rectified. The team prioritised this task at a time when it was already experiencing a high volume of vetting applications and CAFCASS
 reports. The work of the Vetting Unit resulted in the following benefits which are now rolled-out to the other twenty-two forces in England and Wales:
.
· The team have a good understanding of the system

· All the data has been successfully migrated from iVet to Core-Vet

· The web forms are consistent throughout and capture only data which is relevant, thus allowing users to carry out in-depth researches on vetting applications. 
3.5.3.5 All AFIs for vetting have been closed following the HMICFRC inspection. This is evidence that all staff have been vetted at the appropriate level and that the vetting function continues to be appropriately embedded within the force.
3.5.3
Disclosure and Barring Service (DBS)
3.5.3.1
DBS work ensures that unsuitable people are prevented from working with children and vulnerable adults, whose records are managed through the barred lists (previously known as POCA and POVA lists). The Force has a dedicated DBS team who makes pressing social need decisions on a daily basis, focussing on transferable risks to the work place and escalating patterns of behaviour. Decisions follow the National Quality Assurance Framework (QAF) guidelines. 
3.5.3.2 During the review period the Team has received 18,948 disclosure applications for England and Wales, which represents an eight per cent increase compared to the same period last year. Additionally, the team has also completed, on time, 41 disclosure applications for Scotland, 18 disclosure application for Northern Ireland; and 94 barring requests.  It has also received 456 pressing social needs and made 34 disclosures to prospective employers. 
3.5.3.3 Performance remains good, with the force being recently assessed as ‘Good’ by the DBS’ Standards and Compliance National Unit. The DBS Police Liaison Manager is considering additional staff for Cleveland in order to meet the existing demand.
3.5.4
    Information Security
3.5.4.1 
The force continues with a governance framework including specialist IA roles:  Senior Information 
Risk Owner (SIRO), Information Asset Owners (IAOs), Information Security Manager, and Data Protection Officer (Head of the Information Management Unit).  A new member of staff was appointed in June 2019 as GDPR Auditor and Deputy Information Security Officer.  This allows the force to proactively review information workflows and their associated risks. Role changes amongst superintendents have resulted in a review of the allocations to IAOs.   

3.5.4.2
The baseline training for all officers and staff currently comprises three e-learning packages           consisting of “Managing Information” (in two variants for operational and non-operational staff), “Protecting information level 1” and “Government security classification”.  A force-wide internal communications campaign is being prepared by the ISM and internal communications.

3.5.4.3
The Information Security Board continues to 
meet.  The five strategic risks previously identified remain the focus of risk reduction and mitigation:

· loss/disclosure of paper documents;

· inappropriate disclosure electronically (e.g., email,   social media);

· availability of critical computer systems;

· loss/disclosure of removable media; 

· and physical security of sites.

Notably a review of the risk assessments increased the rating association with the last item because of a number of incidents.  This remains a focus, particularly around staff awareness.

3.5.4.4
Security incidents continue to be recorded, assessed and reviewed by the Data Protection Officer (Head of IMU) and the Information Security Manager.  When the breach involves the loss of personal information the Data Protection Officer conducts an impact assessment and where deemed necessary will report the breach to the Information 
Commissioner’s Office. Critical incidents are handled by “gold” groups.  Safeguarding of the data subjects are the priority of the Group however themes and lessons 
learned can result in the introduction of change in working practices, mitigating the risk of reoccurrence. 

3.6       Standards and Ethics Board 
3.6.1
A new Standards and Ethics Board has been approved in principle. It will be chaired by DCC Arundale and membership will be from across the force and OPCC. The Board will focus on scrutinising professional standards and embedding ethics across the Force.  New terms of reference are being drafted. 

3.6.2 
The People Intelligence Board will be reporting into the Standards and Ethics Board. Following the outcome of the HMICFRS visit, it has been decided that the responsibility for the PIB will be transferred back to DSE. New terms of reference are being drafted with focus increased effectiveness around identification and management of personnel identified with an operational or security risk. 
3.7       Business Interests (BI)
3.7.1
New guidance has been amended and published. BI reviews are now completed on a biennial basis and the decision maker is the Force Vetting Manager to ensure a level of consistency.   The revised application forms also provide greater scrutiny and transparency, affording the organisation greater protection against any reputational damage.  
3.7.2
Over the reporting period 18 new business interests have been granted, the main business interest being for rent/lease property. Information from business interests is cross-referenced with intelligence in CCU for a more effective monitoring around compliance. 
4.
HMICFRS Inspection

4.1. 
The inspection focused on AFIs
 regarding vetting and counter-corruption. AFIs for vetting have all been closed but work is under way to ensure the Unit is compliant with the recent NPPC guidance for vetting decisions.
4.2. 
In terms of CCU work, although some progress has been highlighted, the Unit’s proactive capability remains a high priority which is being considered part of a wider development plan. On the positive, the inspection has identified evidence of an increased confidence in DSE, with specific comments being made about personnel knowing how to report concerns and having an increased awareness of standards of professional behaviour. 
4.3. 
The DSE response plan to the findings of the HMICFRS inspection is part of a Force-wide a separate item which is presented to the Audit Committee in more detail.
5. 
Implications
5.1. 
Finance

There are no financial implications arising from the content of this report. 

5.2
Diversity and Equal Opportunities

There are no diversity or equal opportunity implications arising from the content of this report.
5.3 
Human Rights Act
There are no Human Rights Act implications arising from the content of this report

5.4
Sustainability

Sustainability implications have been identified arising from the content of this report. This is being addressed to ensure the professional standards function operates at the right capacity and capability. 
5.5 
Risk
There is a likelihood of a compliance risk in relation to timeliness of case work due to lack of resilience. The risk during the reported period has been assessed as minimum but it can rise further should the issues around capacity not be addressed. 
6.
Conclusions

6.1
This report provides members with an update on the work on the Force’s Directorate of Standards and Ethics during the reporting period. Despite demand challenges, there is evidence of standards and targets met in most strands of the business.  
6.2.
Restructure and additional resources are considered both in the professional standards function and Information Management Unit to ensure the Force is capable meeting operational demand and meeting its duty of care towards its staff. 
6.3.
Despite the above challenges, evidence from the IOPC suggests DSE is meeting its statutory function and remains compliant with the regulatory framework and internal procedures and guidelines.
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