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Information Security Update
1.
Purpose


1.1
The purpose of this report is to provide the Audit Committee with continued assurances that Cleveland Police has implemented the necessary technical, physical, personnel and procedural security controls to protect its information and satisfy national Information Assurance (IA) requirements that are pertinent to the government and policing. A high-level summary of information assurance activities that were performed in 2018 is detailed below.
2.
Recommendations

2.1
It is recommended that Members note the content of the report and take assurance that the appropriate information security controls are in place.

3. Information Assurance Governance

3.1
The force continues with a governance framework including specialist IA roles:  Senior Information Risk Owner (SIRO), Information Asset Owners (IAO’s), Information Security Manager (ISM; newly appointed from May 2018), and Data Protection Manager.  Information Asset Owners have been identified across the full breadth of activity and will be important to future assurance work.

3.2
The baseline training for all officers and staff currently comprises three e-learning packages.  These are “Protecting information level 1”, “Government security classification” and “Data protection foundation level”.  This is supplemented by force-wide communications to reinforce the need for good information handling, and an extensive campaign before and after the introduction of GDPR in May 2018.
3.3
The SIRO, ISM and DPM have completed the “Protecting Information” level 3 course.  The ISM passed an ISO27001 implementation course and is scheduled to attend further relevant training.  All IAOs are expected to complete the “Protecting Information” level 2 course and are encouraged to consider the level 3 course.
3.4
An Information Security Board chaired by the Senior Information Risk Owner (SIRO) continues to meet.  An Information Asset Owners group meeting has been formed to support IAOs in discharging their obligations. 

3.5
The SIRO meets with the Information Security Manager, supported by the Operational Security Manager, on a fortnightly basis.  This enables discussion of IA activities/issues as well as management of strategic information security risks.  Five strategic risks have been identified and are now the focus of risk reduction and mitigation:
i. loss/disclosure of paper documents;

ii. inappropriate disclosure electronically (e.g., email, social media);

iii. availability of critical computer systems;

iv. loss/disclosure of removable media; and

v. physical security of sites.

3.6
Security incidents continue to be recorded, assessed and reviewed by the ISM.  Whether personal information is involved, the DPM makes an assessment in relation to notifying the Information Commissioner’s Office.  Critical incidents are handled by “gold” groups.  In all cases, themes and lessons learned can result in adjustment to risk assessments, training and the need for additional mitigations such as the replacement of blue “day books”. 
4. Compliance

4.1
The Force is registered with the Information Commissioner’s Office and ensures compliance with GDPR and the Data Protection Act (2018) through the duties and responsibilities of the Data Protection Manager.

4.2
An annual IT Security Health Check (ITSHC) was conducted by an external penetration testing company in August.  The results were generally positive, although some issues require remediation.  A plan is currently being finalised for this remediation work.

4.3
Following the ITSHC, the Force will be submitting its annual applications to the Government Digital Service (GDS) to continue to connect to the Public Services Network, and to the National Police Information Risk Management Team for our connection to the Public Service Network for Policing (PSNP).  The Force will also re-apply for Cyber Essentials Certification.
5.
Implications
5.1
Finance

There are no financial implications arsing from the content of this report. 

5.2
Diversity and Equal Opportunities

There are no diversity or equal opportunity implications arising from the content of this report.

5.3
Human Rights Act

There are no Human Rights Act implications arising from the content of this report.
5.4
Sustainability

There are no sustainability implications arising from this report.
5.5
Risk
There are no risk implications arising from the content of this report.
Phil Brooke
Information Security Manager
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