
       Minutes of the Joint Cleveland Audit Committee – Open Session

A meeting of the Cleveland Joint Audit Committee was held on Thursday 14th December 2017 in Conference Room 5&6, Cleveland Police Headquarters.

Present:
Mrs Ann O’Hanlon (Chair), Mr Stan Irwin, Mr Roman Pronyszyn and Ms Gill Rollings. 
Officials:
Office of the Police & Crime Commissioner for Cleveland 
Mr Michael Porter, Chief Finance Officer & Deputy Chief Executive
Miss Jennifer Yates, Commissioned Services Support Officer 

Cleveland Police
Mr Simon Nickless, Deputy Chief Constable
Mrs Joanne Gleeson, Chief Finance Officer
Mr Andrew French, Information Security Officer
Ms Joanne Monkman, Force Solicitor
Ms Gill Currie, HMIC Liaison Officer

External Audit – Mazars 
Mr Campbell Dearden, Manager

Internal Audit - TIAA
Mr Chris Harris, Audit Director 

457
Apologies for Absence
Mr Andrew Prest, Joint Audit Committee Member 
Barry Coppinger, Police & Crime Commissioner
Mr Simon Dennis, Chief Executive & Monitoring Officer
Mr Andrew McCulloch, TIAA, Director of Audit
Mr Cameron Waddell, Mazars

458
Declarations of Interest
The Chair announced a Declaration of Interest for Item 7 – Directorate of Standards and Ethics Update as a member of the PSD Reference Group.
The agenda was taken in the following order, Item: 3, 4, 5, 6, 8, 7, 9, 10, 12, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21

The 5 year term for all Audit Committee Members came to an end during November with recruitment taking place earlier that month. 
Ann O’Hanlon was reappointed as Chair, Stan Irwin and Roman Pronyszyn were also reappointed for a further 4 year term, with Stan Irwin serving as Vice Chair.

The Chair welcomed new Members Gill Rollings and in his absence, Andrew Prest. 
459

Open Minutes of the Previous Meeting held on 21st September 2017

Agreed that:

1. The minutes were held as a true record.
460
Item 4: Terms of Reference – Report of the PCC CFO

As the meeting was the first one of the Committee since the recruitment process had taken place the PCC Chief Finance Officer (CFO) presented the previously agreed Terms of Reference. The PCC CFO sought agreement from Members to ensure they were happy to continue with the Terms of Reference for the remainder of the 2017-18 financial year. 
Members were also asked to consider whether they were content to agree that the Terms of Reference also apply to the 2018/19 financial year. 

Members asked that the Joint Review of Corporate Governance Framework could be included in the Terms of Reference under the heading Regulatory Framework as the Committee are required to review this annually.  

Members also requested for a paragraph to be added under the Exclusion of Public Access section to explain that the Chair of the Committee will also make a decision whether an item will be ‘Below the Line’ if operationally sensitive.   
Agreed that:

1. the Joint Review of Corporate Governance is listed in the Terms of Reference.
2. paragraph to be added under the Exclusion of Public Access. 
3. the report be agreed. 

461
Item 5: Meetings Dates and Schedule of Work – Report of the PCC CFO

Members were asked to agree the meeting date for the final meeting of 2017/18. Proposals for suggested dates in 2018/19 were also presented in the report.  

The PCC CFO informed Members that the deadlines for the authorisation and auditing of the Statement of Accounts have changed which will require meetings in both May and July from 2018/19. The draft Statements of Accounts will be presented at the meeting in May and the External Auditor confirmed the finalised Statement of Accounts will be itemed at the July meeting. 
The Schedule of Work for 2018/19 will be presented for agreement at the March 2018 meeting, in line with the normal Committee cycle.  
Members asked for the Schedule of Work to be balanced so the reports are evenly spread throughout the year with the exception of the statutory reports which are required at pre-determined times. 
The External Auditor asked that a Request for Declarations report be itemised at the March 2018 meeting.  
Agreed that: 
1. a further report added to the meeting in March 2018. 
2. the report be agreed. 

462
Item 6: Civil Claim Statistics – Report of the Chief Constable 

The Solicitor for the Force presented the resubmitted Civil Claims Statistics report covering the period 1st March 2017-31st August 2017 which detailed the number and types of civil claims against the Force. 

There were 54 claims received during the period which is a 26% increase on last year’s 43. These were 5 Employer’s Liability, 35 Public Liability and 14 Motor Liability claims.

During the period 64 claims were finalised, 63% of these were successfully defended and 24 claims were settled. The sums paid out on claims finalised totalled to £357,858. 


The Solicitor for the Force informed Members that 1 Exception Report covering 6 related civil claims was submitted to the PCC as the amount paid exceeded the insurances ‘excess’ of £125,000. A brief summary of the case was provided. 

Members raised their concerns at the increase of Public Liability claims this year compared to last year.


The Solicitor for the Force explained that the category had been used to record claims relating to overtime payments allegedly due under Police Regulations therefore skewing the figures. 

Members considered that as the claims weren’t related to Public Liability it was misleading to place them under this category.

The Solicitor for the Force explained that the Legal Department’s Case Management System didn’t have an appropriate category for these claims and for ease they were listed under Public Liability. If these claims had been listed separately the report would show that Public Liability claims have actually reduced. This would be considered for future reports and listed separately.  

Agreed that:

1. the report be noted. 
2. future reports would separate the Public Liability claims. 
463
Item 7: Directorate of Standards and Ethics Update – Report of the Chief Constable 

The Deputy Chief Constable updated members on the People Intelligence Board (PIB). The Individual Support Programme (ISP) has recently been introduced to provide bespoke support those officers who are the most vulnerable within the organisation. At the last PIB, 10 officers identified from the ISP were discussed to ensure that organisational and individual welfare risks were identified and managed appropriately. 

The staff in Directorate of Standards and Ethics have recently received comprehensive specialist training on regulations and procedures suitable to their role and additional legislative and case law training to enhance their investigative skills. All investigators within DSE are now accredited investigators.


Members were informed that it is the remit of two members of PCC staff to make contact with all complainants within 24 hours of referral. From the 1st June 2017 to the 31st October 2017 there were 292 complaints of dissatisfaction recorded, of which 286 were contacted within 24 hours. 

 
Members queried allegations recorded as the figures for incivility, impoliteness and intolerance was nearly double the national average. 

The DCC reassured Members that this was an area that was being looked into and that the Force have not seen a pattern in trends. 

Agreed that:

1. briefing to be arranged for Members. 
2. the report be noted. 

464
Item 8: Information Security Update – Report of the Chief Constable  


The Information Security Officer updated Members on the mandatory and specialist Information Assurance (IA) roles that have been appointed in accordance with the requirements of the Cabinet Office Security Police Framework. In addition, the Office of the Police and Crime Commissioner has appointed an IA Owner to provide the governance for PCC related data that is house on the Force network. 

Members asked how IA Owner roles are selected. 

The Information Security Manager explained to Members that all IA roles have to be Heads of Departments that have undertaken training to understand the role and responsibilities.  


Members were informed about the mandatory training that is required for all staff to complete to satisfy Data Protection Requirements. The Protecting Information Level 1 computer-based training package was rolled out in July. So far, just under 60% of staff have completed the training. The Information Security Manager receives monthly update reports from the Training Department listing who has completed the training and most importantly, who hasn’t. 


Members asked whether there are any checks in place to test if people are benefitting from the training and whether it is effective.  
The Information Security Officer confirmed that regular audits are in place to check this. 

Members were updated on the security incident reporting process that is in place to manage and escalate data breaches and information security breaches. The DCC, in his role of Senior Information Risk Owner is immediately informed of any serious security incident. Preparation is underway for the forthcoming implementation of the new General Data Protection Regulation where the Force will have 72 hours to report any data breaches to the Information Commissioners Office.  
The Information Security Officer informed Members that an annual IT Security Health Check was conducted in June by an external penetration testing company who identified 45 technical vulnerabilities on the Force’s network. The vulnerabilities are then remediated against the advice and recommendations provided by the testing company. Public Service Network (PSN) approval has been submitted again this year to the Government Digital Service for the Force to continue to connect the PSN. The Force is one out of three Force’s in the UK which has been approved.  
Members asked whether the vulnerabilities have all been actioned.

The Information Security Officer explained that out of the 45 vulnerabilities, there are 4 high risk vulnerabilities and 8 medium risk vulnerabilities that haven’t been actioned as of yet. All of the outstanding vulnerabilities are discussed in detail with the Senior Information Risk Owner and IT and a focused plan is in place. 
  

Agreed that:

1. the report be noted. 
465
Item 9: Cleveland Police Ethics Committees – Report of the Chief Constable 

The Deputy Chief Constable updated Members on the work of the Force’s Ethics Committees. The Committee is currently chaired by the Chief Constable, and includes the Strategic Partnership Director (SopraSteria), the Chief Executive for the Office of the PCC, the Force Chaplain, and further volunteer members from the wider organisations, to make 21 members in total. 

The Force continues to develop its work around the promotion of ethical behaviour using the principles from the Code of Ethics and further use of Ethics Committees to give recommendations based on the ethical dilemmas considered.  

Members asked if there are any checks in place to ensure businesses Cleveland Police engage with are complying with all the government tax requirements.  


The Force Chief Finance Officer advised Members that detailed pre-tender qualification exercises are undertaken where the organisation has to accept the Terms and Conditions the Force have set out and financial probity is an area covered. 
Agreed that:
1. an update on the procurement process be brought with the next  Contract Standing Order 10. 
2. the report be noted.

466
Item 10: Annual Audit Letter – Chief Constable – Report of External Auditor
The External Auditor confirmed that a clean opinion on the financial statements and the Value for Money conclusion was issued on 21st September 2017 and there were no matters arising.
Members raised with the External Auditor a minor amendment that needed to be made on page 5. The wording of the Audit Conclusion gave the incorrect emphasis. 
The External Auditor informed Members that this amendment would be made and the report would be reissued. 

Members queried what the likely impact was from the introduction of a new funding allocation formula. 

The PCC CFO advised Members that Cleveland should gain from the new funding formula, but there is currently no implementation date.  

A message of thanks was given from the External Auditor for the cooperation of the Chief Constable, the Joint Audit Committee and officers. 

Agreed that:

1. the report be noted. 
467

Item 11: Annual Audit Letter – Police & Crime Commissioner – Report of the External Auditor 


The External Auditor confirmed that a clean opinion on the financial statements and the Value for Money conclusion was issued on 21st September 2017 and there were no matters arising. 

 

Members were informed that an extra risk is in the OPCC report, as revenue recognition is an issue for the OPCC accounts rather than the Force. 

A message of thanks was given from the External Auditor for the cooperation of the PCC, the Joint Audit Committee and officers. 

Agreed that:

1. the report be noted. 
468

Item 12: Audit Progress Report – Report of External Audit


The External Auditor advised Members the initial planning work had begun in relation to the 2017/18 audit. 


The External Audit will issue their Audit Strategy Memorandum to the Committee in early 2018, which will set out the risks they have identified for the PCC and Chief Constable and the programme of work planned to carry out in response to those risks. 



Discussions will take place regarding the earlier closedown timetable for the accounts in 2017/18. Audit work will be carried out earlier to reduce the pressure of work in the period between the preparation of the financial statements (by 31st May) and the audit deadline (31st July). 
Agreed that:

1. the report be noted. 
469

Item 13: Internal Audit Recommendations Update – Report of the Chief Constable 


The HMIC Liaison Officer informed Members that since the last update in March 2017, 22 actions have been closed with 22 actions outstanding. These actions are being monitored, with regular updates provided by their owners. 



Members were reminded that the report is a live document which is changed daily. 


Members asked whether TIAA (current Internal Audit) will be following up the outstanding RSM Tenon audit recommendations.  


The Internal Auditor confirmed that any outstanding recommendations will be followed up. 


Members queried the timescale for the implementation date for action 235.
The Force Chief Finance Officer confirmed that this action will remain live until the update of the Joint Corporate Governance is produced in March which will be presented to the Joint Audit Committee. 
Agreed that:

1. the report be noted. 
470
Item 13b: Internal Audit Progress Report – Report of Internal Audit

The Internal Auditor provided a summary on the progress of work since the previous Committee meeting, 5 audits had been finalised and 4 of these were measured ‘reasonable’. 


The planned start dates for future audits had also now been arranged. 
Agreed that

1. the report be noted. 
471
Item 14: Assurance Review of Governance – Report of Internal Audit

The Internal Auditor informed Members that the review considered the role and operation of the: Key Strategic Boards and Senior Management Groups; standing orders and financial regulations; and delegated authorities. 


The overall assurance was reasonable and 2 important recommendations were taken forward from the audit regarding updating/reviewing the Joint Corporate Governance Framework (JCGF) and formulated into an action plan. 

It was considered, the Force has adequate policies and procedures in place to facilitate good Corporate Governance Practices. 

It was further noted the JCGF will continue to be reviewed on an annual basis and reported to the Committee at a future meeting. 

The overall assurance assessment; reasonable assurance. 

Agreed that:
1.    the report be noted. 
472
Item 15: Appraisal Review of Estates Management – Report of Internal Audit
The review considered the arrangements for the management and utilisation of the Estate belonging to and used by Cleveland Police to ensure value for money is being achieved. 
There were 2 routine recommendations taken from the audit which required several Policies and procedures to be updated which give an overall substantial assurance. 
The Force CFO informed Members that all Force policies are being reviewed and this is an on-going piece of work. 

The overall assurance assessment; substantial assurance.

Agreed that:

1. the report be noted. 
473
Item 16: Assurance Review of ICT Cyber Security – Report of Internal 


    Audit 

The aim of the audit was to provide an opinion on whether adequate Cyber Security processes and controls had been implemented to provide adequate protection to the Force’s network domain. 
The Internal Auditor informed Members that 7 recommendations were outlined from the audit, 4 of these being classed as important and the remaining 3 defined as routine. 
The overall assurance assessment; reasonable assurance.

Agreed that: 

1. the report be noted.
474
Item 17: Assurance Review of HR Management – Report of Internal Audit  


The Internal Auditor informed Members that an audit was carried out as this is currently identified as a key strategic risk by the organisation. 

There were 5 recommendations that had been highlighted from the audit, 4 considered important and 1 classed routine.

Weaknesses were identified with regard to compliance with established policy and procedures in respect of the completion of Return to Work Interviews and Attendance Management Meetings and Support Plans. 
The Force CFO informed Members that HR has undergone significant changes over the last 12-18 months and this change programme is still ongoing. The Management Board reviews this regularly.

The overall assurance assessment; reasonable assurance.

Agreed that:

1. the report be noted.
475
Item 18: Assurance Review of Key Financial Controls – Report of Internal Audit 


The Internal Auditor informed Members the audit assessed the adequacy and effectiveness of the internal controls in place for managing the following key financial systems: Accounts Receivable; Accounts Payable; General Ledger and Treasury Management. 
There were 3 recommendations, 2 classed as important and 1 routine.
The Force CFO informed Members that all of the recommendations have been completed. 

The overall assurance assessment; reasonable assurance.

Agreed that:

1. the report be noted 
475
Exclusion of the Press and Public
Agreed that:

1. pursuant to the Local Government Act 1972 and the press and public be excluded from the meeting under Paragraph 7 of Part 1 of Schedule 12A to the Act.
Item 3 
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