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	Internal Audit Update Report for the Audit Committee May 2019


This document has been prepared for the Audit Committee to provide a status update in relation to the actions arising from Internal Audit Inspections.

The current register includes 29 recommendations; over two-thirds of which have been issued since February this year. In April 2019 TIAA agreed the closure of 27 actions as part of their ‘follow-up’ activity; this included all of the remaining RSM actions.
Of the 29 recommendations 7 have been identified as complete by the Force; as these have to be signed off by the auditors they remain on the action plan as “Closed locally awaiting sign off” until this is fulfilled. 
The remaining live actions continue to be monitored, with regular updates provided by their owners.
The action plan below provides details of the ‘live’ actions with status updates from the action owners.

It should be noted that the RAG (Red, Amber, Green) rating descriptors have been amended to reflect the completion status of the recommendation. The colour key can be found at the end of the report.

Gill Currie

HMIC Liaison Officer
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	No
	Ref
	Action Owner
	Audit Finding
	Implementation Date
	Agreed Management Action
	Priority

	
	
	
	
	Original
	Revised
	
	

	280
	ICS 2017
	Ken Russell (Operational Security Manager)
	Microsoft withdrew support for their Windows Server 2003 and Windows XP operating systems in 2014 and 2015 respectively, from which time bug fixes and new vulnerabilities are no longer being addressed. 

Review of the Force’s server infrastructure during the audit identified six servers using the out of date Windows 2003 operating system, and  seven machines running Windows XP

Recommendation

ICT management to ensure that the out of support servers and machines are decommissioned and replaced and services migrated as soon as practical. Where this is not possible management should ensure risk acceptance has been documented.  (Priority 2)


	Q2 2018
	Q1 2019
	Contact: Oliver Plumpton    oliver.plumpton@cleveland.pnn.police.uk
Action Owner – Ken Russell  - left in March 2019
Delivery Manager – as above
Report Published September 2017 Presented to Audit Committee 14/12/17

Cleveland have 6 XP desktop systems, 5 of which have a solution in progress. The remaining XP system requires the replacement of a specialist scanner which requires budget approval from the force. Each system is isolated from the network in terms of Internet and email access.

Cleveland have 3 Windows 2003 servers, 2 are due to be decommissioned as part of two projects being progressed. The third Server to be decommissioned by the end of Q2 2018 due to business planning and budget constraints. A security plan is to be devised to ensure that this system is further locked down as much as possible to limit network exposure.

ICT are meeting with the business in October to accelerate this process.

Meeting 16th November JG and GC
Action remains on-going and is within the implementation timeframe.
05/12/2017 Ken Russell

All remaining networked XP systems have been decommissioned. A single XP system required for SOCO, still remains but has been rendered standalone, with no technical capacity for network or internet access, including email.

Of the 3 Windows 2003 Servers, 1 has now been decommissioned with one in progress as per CSH Project plans , plans are now progressing to decommission this server before December Change freeze - 17/12/2017. This leaves the final server already planned to be decommissioned in Q2 2018.

Update: 23/02/2018

A single XP system remains. Due to be decommissioned by end of June 2018 

This is due to plans in place to upgrade the dependant applications and software compatible with Windows 10. Several attempts to migrate the XP solution to a virtual platform have failed due to compatibility issues. Compass 7 upgrade to Compass 8 will allow a Windows 10 migration.

A single Windows 2003 server remains. Due to be decommissioned by end of December 2018

This is due to the dependency of i-Vet vetting solution. I-Vet is due to be replaced in Q4 this year, until then the current solution is required which is dependant of MS 2003 Server architecture.

See report above re Risk and Mitigation.

Update May 2018

A single Windows 2003 Server still exists in order to support I-Vet. The Cleveland vetting application. This is due to be replaced by Core Vet, and due to current CSH workloads, will complete by end of June 2018. Software is still to be purchased and impacted for implementation and ongoing support.

Update September 2018

The single Windows 2003 remains in service. However, CoreVet will commence implementation in November to replace i-Vet, to allow the decommissioning of the Windows 2003 Server. Expect this to complete by mid-December 2018.
November 2018

Detailed explanation provided to the Audit Committee members in relation to the risk of having just one server and how the data is being protected.
March 2019

We still have a remaining Windows Server 2003 in place solely to provide support for i-vet. Access and the scope of server functionality has been limited to ensure only the vetting staff and ICT admin staff have only the access required, with protective monitoring in place to further safeguard access controls in place.

ICT and Maria Hopper are progressing Core Vet, which replaces i-Vet. This is scheduled to complete by 31/03/2019. This work will see the decommissioning of the Windows Server 2003 (also in March), as the new vetting system goes live.

A very recent update by ICT confirms the project work remains on track.


	

	312
	FOI2018
	Maria Hopper  Data Protection Manager
	A report entitled Police Systems Auditing and Administration was provided by the Data Protection Manager. Review of this document revealed that a number of systems have not been audited and that this is an issue which needs to be addressed prior to the implementation of GDPR.
Recommendation

It be ensured that audits of systems are carried out in a timely manner prior to the implementation of GDPR.  (Priority 2)


	01/05/18
	31/5/19
	Contact:

Action Owner – Maria Hopper Maria.hopper@cleveland.pnn.police.uk  01642 306881
Delivery Manager – as above

Report Published April 2018 Presented to Audit Committee 24/5/18

Management Comment

There is a work flow audit on-going in readiness for the introduction of GDPR, I support the comments made as many of the systems used and which contain personal data are not audited either on an on-going basis or indeed at all. A stipulation of GDPR is the requirement for Data Controllers to evidence their compliance with the Regulation; this requires the need for continual auditing of both systems and workflows. I will be requesting that an additional auditing post is created to complete this task.
Update September 2018

The information management team is currently going through a restructure which includes the introduction of an Auditor role. Once the restructure is approved recruitment will commence. The Auditor will assist me (DPM) in getting the force GDPR compliant and once we are they will continue to audit it to ensure we maintain compliance, this includes systems.
Update March 2019

The new role for DPA/GDPR Auditor has been agreed and is currently out for advert. I expect the post to be filled by late April 2019 when a comprehensive auditing regime will be set up. 

	

	313
	FOI2018
	Maria Hopper  Data Protection Manager
	The Data Protection Disclosure Officer revealed that there is no-one to cover his duties should he be absent from work.
Recommendation

It be ensured that there is another officer appropriately trained on processing Subject Access Requests who could cover the Data Protection Disclosure Officer's duties in the event of his absence. (Priority 3)


	01/05/18
	31/5/19
	Contact:

Action Owner – Maria Hopper Maria.hopper@cleveland.pnn.police.uk  01642 306881
Delivery Manager – as above

Report Published April 2018 Presented to Audit Committee 24/5/18

Management Comment

A business case will be taken to Towards 2020 to gain agreement on the use of the individual on a permanent basis, along with a further review on the unit to reduce the issue of single points of failure.
Update September 2018

This action is also part of the restructure. FOI and Information rights will be merged for resilience. A Business Apprentice  will be appointed to assist with the admin until we have had a chance to see the long term impact of GDPR as additional resources may be required if intake increases further.
Update March 2019

Once the FOI and Information Rights team have merged resilience to both areas will be introduced. In addition the Force has agreed to fund an admin apprentice post in this area, the post is currently out for advert with Middlesbrough LA. 


	

	318
	LW2018
	Head of People and Development
	At the present time Lone Working is an integral part of risk assessments that are managed by the Specialist Support and Planning Unit (Operations and Emergency Planning Manager). They do not have corporate control and the risk is that some Officers / staff members who have not been risk assessed may be involved in ‘Lone Working’ without having received any instruction or training.  It would therefore be an enhanced control feature to have a more corporate approach to ‘Lone Working’ with HR taking a more informed approach to monitor Lone Working arrangements.  
Recommendation

Human Resources to have a corporate responsibility for Lone Working and to monitor the Lone Working arrangements. (Priority 2)


	31/3/19
	
	Contact:

Action Owner – Xanthe Tait   Xanthe.Tait@cleveland.pnn.police.uk  01642 301824
Delivery Manager – Lindsay Wrigglesworth
Report Published November 2018 Presented to Audit Committee 28/2/19 

Management Comment

Agree HR to develop short policy statement and link to risk assessment process.

N.B. just lone working not to include Agile Working.
	

	319
	LW2018
	Head of People and Development
	As ‘Lone Working’ is not a recognised specific discipline at this time it is not identified as such in diaries or other documents.  That said it was apparent that ‘Lone Working’ is adequately covered within the overall risk assessment. The risk here is that many of the staff/Officers did not understand the term ‘Lone Worker’ and as such staff/Officers who have not been risk assessed may find themselves in a ‘Lone Working’ situation without the relevant training or knowledge to deal with any potential threat.
Recommendation

All staff/Officers be made aware of what ‘Lone Working’ is and the requirement to be Risk Assessed if they believe they may be now, or at some future time, Lone Working.(Priority 3)


	31/3/19
	
	Contact:

Action Owner – Xanthe Tait   Xanthe.Tait@cleveland.pnn.police.uk  01642 301824
Delivery Manager – Lindsay Wrigglesworth
Report Published November 2018 Presented to Audit Committee 28/2/19 

Management Comment

Link action 1 in regards to communication.
	

	320
	LW2018
	Wellbeing Manager
	‘Lone working’ is not a specific health and safety matter that is used as a driver for lone working activities. Indeed several of the Officers contacted regarding ‘Lone Working’ had never heard of the phrase and were not sure what was meant by it. It is, however, clear that it is an integral part of a Police Officers activities and would be included as part of their personal training plan.  As such risk assessments are undertaken for all operational staff/officers that would include all known ‘Lone Workers’ and these assessments are managed by the Operations and Emergency Planning Manager. The specific personal risk assessments cover the planned activities for the Officer and this includes ‘Lone Working’.  However, there is not a separate specific list of risk assessments that relate specifically to ‘Lone Working’.  While this is not an issue and ‘Lone Working’ is included in personal risk assessments, there is no overarching awareness of ‘Lone Working.  Indeed, HR do not have any involvement with ‘Lone Working’.  It would be good practice as part of the wellbeing initiative to include Lone Working as an integral part of this initiative.
Recommendation

HR to include Lone Working as part of the wellbeing initiative.(Priority 3)


	31/3/19
	
	Contact:

Action Owner – Xanthe Tait   Xanthe.Tait@cleveland.pnn.police.uk  01642 301824
Delivery Manager – Michelle Glenton 
Report Published November 2018 Presented to Audit Committee 28/2/19 

Management Comment

Included in the wellbeing strategy and delivery plan.
	

	321
	LW2018
	Head of People and Development
	It would be good practice to raise the profile and awareness of ‘Lone Working’ within the Force for both Officers and staff.  This should be done by having the Lone Worker HSE guidelines clearly present on the Force’s intranet. This was actioned during the audit visit.  

In addition, there is a Lone Workers NCALT e-learning package available via the intranet and all “lone workers” should be encouraged to use this training facility.  
Recommendation

Human Resources to follow up on the raising awareness initiative and to obtain evidence that Lone Working is fully understood by Officers and staff.(Priority 3)


	1/11/18
	
	Contact:

Action Owner – Xanthe Tait   Xanthe.Tait@cleveland.pnn.police.uk  01642 301824
Delivery Manager – Lindsay Wrigglesworth 
Report Published November 2018 Presented to Audit Committee 28/2/19 

Management Comment

HR Business Partners to include Lone Working as a regular agenda item for the HR and Wellbeing performance management pack for review on a quarterly basis.
	

	322
	LW2018
	Dave Moir Head of Specialist Support and Planning Unit
	‘Lone Working’ is an important area for the Force and should be appropriately managed, monitored and controlled. Regular reporting on these should also be made to an appropriate Board to identify trends and to make sure the risks flowing from these areas of activity are adequately controlled, reported upon and appropriate action taken to prevent or reduce the risks in future.

Recommendation

A reporting framework which enables Lone Working to be regularly monitored and reported to an appropriate Board within the Force be adopted.(Priority 3)


	31/3/19
	
	Contact:

Action Owner – Dave Moir   Dave.Moir@cleveland.pnn.police.uk  01642 302850
Delivery Manager – Dave Moir
Report Published November 2018 Presented to Audit Committee 28/2/19 

Management Comment

This can be reported twice a year at the risk and governance board.
Update March 2019

The actions given to SSPU were addressed by establishing a link with NCALT covering lone working e-learning material and the uploading of lone working HSE guidance documentation on our SharePoint. This was publicised via Corporate Communications  in The Brief (as recorded on the TIAA Action Plan Review dated 11/2018). The auditor agreed with me at that time that this is an HR issue and not one sitting with SSPU. I pointed out then that given the prevalence for single crewed working amongst Officers and the wide range of Police, PCSO, CSI, PSI, police staff etc. activities there are hundreds individual examples of lone working each week across the Force. This is addressed by exception within risk assessments where there is an identified element of an elevated hazard e.g. Police Staff Investigators conducting interviews in the community without having access to a baton, cuffs, incapacitant etc. or CSI’s being left alone at a scene to gather forensic evidence.


	

	323
	KFC 2018
	G Gallagher
	Testing identified that the supporting documentation for two credit notes was not as expected. Both credits notes were correctly applied.
Recommendation

Credit notes be only raised on receipt of correct documentation. (Priority 3)


	Complete
	
	Contact:

Action Owner – Gerard Gallagher   Gerard.Gallagher@cleveland.pnn.police.uk  01642 301234
Delivery Manager – Gerard Gallagher   

Report Published November 2018 Presented to Audit Committee 28/2/19 

Management Comment

Comment noted: Process updated to accommodate request.
Update March 2019

Processes in place, action completed.


	

	324
	HRR19
	Head of People Services
	During the sample testing undertaken during the audit it was noted that these documents did not hold a date or any version control reference. Without such information there is a risk that incorrect job descriptions and person specifications may be used by departments or issued to potential applicants.

Recommendation

Job Description and Person Specification documentation be dated and version controlled. (Priority 2)


	1/3/19
	
	Contact:

Action Owner – Xanthe Tait   Xanthe.Tait@cleveland.pnn.police.uk  01642 301824
Delivery Manager – Lindsay Wrigglesworth
Report Published February 2019 Presented to Audit Committee 28/2/19 

Management Comment

Change the job description/person spec to have an element of version control. Currently in progress and Could be implement with effect from 1st March 2019.
	

	325
	HRR19
	Head of People Services
	The documentation audit trail for interview scoring and outcomes was found to be incomplete in some of the sample tested.
Recommendation

A review of the process for the receipt of interview records and outcomes be undertaken to ensure that all required documentation is returned to People Services form the Hiring Manager/Interviewer(s). (Priority 2)

	4/4/20
	
	Contact:

Action Owner – Xanthe Tait   Xanthe.Tait@cleveland.pnn.police.uk  01642 301824
Delivery Manager – Lindsay Wrigglesworth 

Report Published February 2019 Presented to Audit Committee 28/2/19 

Management Comment

A review will take place into this action during the next financial year.  
	

	326
	DMS19
	Head of People Services
	The Annual Leave Policy (Policy Ref: 216) is currently at Version 2.5 having being reviewed in March 2014 and due for review in October 2018. It was noted that there was a version change in June 2018, however, the full review of the policy is now overdue.

Recommendation

In accordance with the recommended review date, which was October 2018, the review of the Annual Leave Policy 216 be undertaken at the earliest opportunity. (Priority 3)


	1/2/20
	
	Contact:

Action Owner – Xanthe Tait   Xanthe.Tait@cleveland.pnn.police.uk  01642 301824
Delivery Manager – Lindsay Wrigglesworth 

Report Published February 2019 Presented to Audit Committee 28/2/19 

Management Comment

Noted
	

	327
	DMS19
	Head of People Services
	Attendance Management - (Policy103) - This policy was last reviewed in June 2018 and is due for review every two years. However, at section 3.22.5 it states "There is at November 2017 a review of the force Annual leave policy on-going then this may impact on the information provided above."  It is misleading if matters need to be addressed in the document but the impression is that a full review has been undertaken which has moved forward the next review date by two years.

Recommendation

When a review of a Policy document is undertaken this is for the whole document.  Should minor amendments be required between reviews this be noted in the version control section of the document. (Priority 3)


	1/4/19
	
	Contact:

Action Owner – Xanthe Tait   Xanthe.Tait@cleveland.pnn.police.uk  01642 301824
Delivery Manager – Lindsay Wrigglesworth 

Report Published February 2019 Presented to Audit Committee 28/2/19 

Management Comment

Noted – The new Policy is in the stage of a ‘soft launch’ with the Force in order to collate feedback and will go live within the next two weeks.
	

	328
	P2019
	Payroll Business Partner

Bev Cook
	Testing of new starter payroll data identified that whilst evidence was seen in each file to support the audit trail for the inputter as well as for the independent check by another member of the Payroll team, it was noted that this was not always on the same document in each file and sometimes on several documents. It was agreed with the Payroll Business Partner that a format for holding the new starter documentation in the employee file would be introduced and that the stamp/initials would be applied to the Contractual Details Form as a standard practice.
Recommendation

The format for holding new starter documentation in an employee file be agreed with the input/review stamp being applied to the Contractual Details Form in all cases. (Priority 3)


	Complete 
	
	Contact:

Action Owner – Bev Cook  Beverley.cook@cleveland.pnn.police.uk  01642 301234

Delivery Manager – Bev Cook
Report Published February 2019 Presented to Audit Committee 28/2/19 

Management Comment

Comment noted and agreed.
Update March 2019

Processes in place, action completed.


	

	329
	SARC19
	Commissioner’s Officer for Victims
	Specific Contract Terms - The contract has some specific Conditions precedent that must be met by the Provider.  It is noted that a number of the Conditions Precedent within the Contract have not yet been met.  These either require progressing or recorded as work in progress so that these are not overlooked.

Recommendation

The Conditions Precedent in the contract be progressed and either marked as completed or work in progress.  For those in progress these be monitored. (Priority 2)

	Complete
	
	Contact:

Action Owner – PCC
Delivery Manager – Rachelle Kipling  Rachelle.kipling@cleveland.pnn.police.uk   01642 301208
Report Published February 2019 Presented to Audit Committee 28/2/19 

Management Comment

The Conditions Precedent have been provided to the co-ordinating commissioner (NHS England). 

Items to be marked as complete following the next Contract and Performance Meeting.
Update March 2019

Quarterly contract and performance meetings taking place. Action recommended for closure
	

	330
	SARC19
	Commissioner’s Officer for Victims
	The quality initiatives are excellent and demonstrate that the team are focused on the needs and benefits of the recipient of the service. Now that many of those output based measures have been identified the team should look to create a template for these and for this template report to form a regular submission to the monitoring group meetings. Reports are currently provided to the Contract and Performance Group meetings in terms of adherence to the quality requirements.

Recommendation

A template be created of the output performance measures and be reported to every monitoring group meeting. (Priority 3)


	Complete
	
	Contact:

Action Owner – PCC
Delivery Manager – Rachelle Kipling  Rachelle.kipling@cleveland.pnn.police.uk   01642 301208

Report Published February 2019 Presented to Audit Committee 28/2/19 

Management Comment

This information is routinely reported to the quarterly Contract and Performance Meetings as part of the service provider’s performance reports.
A number of the quality measures are only relevant to the SARC service or the ISVA service and not both.
Update March 2019

A Quality Framework is in place that providers are required to submit on a quarterly basis. In addition to this the provider is required to provide a SARC Indicators of Performance Document which includes output performance measures. This is a national requirement for SARCs across the Country. Examples of the mentioned documents are available and are discussed in detail at quarterly contract and performance meetings. Action recommended for closure
	

	331
	SARC19
	Commissioner’s Officer for Victims
	Also within the contract is a section entitled Schedule 4 Quality Requirements, which lists a number of local quality requirements.  These should form a reporting mechanism for the Provider which can then be reviewed by the Contract and Performance Group as part of their regular monitoring arrangements as above this information in reported to the C&P meetings.

Recommendation

The Quality Requirements listed in the contract be reviewed and regularly reported to the Contract and Performance Group. (Priority 3)


	Complete
	
	Contact:

Action Owner – PCC
Delivery Manager – Rachelle Kipling  Rachelle.kipling@cleveland.pnn.police.uk   01642 301208

Report Published February 2019 Presented to Audit Committee 28/2/19 

Management Comment

As above
Update March 2019

As detailed in number 330 above. Action recommended for closure
	

	332
	SARC19
	Commissioner’s Officer for Victims
	With regard to the Teesside SARC ISVA NE Crisis worker agreement it would be good practice to review and confirm that the stated requirements under this contract have either been actioned, are work in progress or are no longer applicable as these would have been key requirements for the Provider to comply with as part of the tendered submission.

Recommendation

The stated requirements under the contract be reviewed and it be confirmed that they have been either actioned, are work in progress or no longer applicable. (Priority 3)


	Complete
	
	Contact:

Action Owner – PCC
Delivery Manager – Rachelle Kipling  Rachelle.kipling@cleveland.pnn.police.uk   01642 301208

Report Published February 2019 Presented to Audit Committee 28/2/19 

Management Comment

OPCC and NHS to jointly review the stated requirements to determine whether applicable or otherwise.
Update March 2019

This was discussed at the contract and performance meeting held on 19 March and will be actioned by NHS England. Action no longer applicable to the force – recommended for closure
	

	333
	SARC19
	Commissioner’s Officer for Victims
	Following award of contract the commissioning team have produced a corporate risk register for the service. While the register contains a number of key concerns that are being monitored and reported upon there is no clear link with whether the issues identified are having a detrimental impact on the core delivery of the service. Consideration should be given to relating risks to service delivery and whether any of these risks could have a significant impact upon the successful delivery of the contract.

Recommendation

Risks be related to service delivery and it be determined if any of those risks have a significant impact upon the successful delivery of the contract.  Appropriate action be considered / taken for any risks with a significant impact. (Priority 3)


	12/02/2019
	End May 2019
	Contact:

Action Owner – PCC
Delivery Manager – Rachelle Kipling  Rachelle.kipling@cleveland.pnn.police.uk   01642 301208

Report Published February 2019 Presented to Audit Committee 28/2/19 

Management Comment

For discussion at the next Contract and Performance Meeting where both NHS England and the service providers are in attendance.
Update March 2019

The provider follows NHS England guidelines in terms of the recording and monitoring of risks and issues. (Awaiting further information of the guidance document from NHS England). Training for providers around what a risk is and what an issue is being considered to ensure the correct information is being actioned.


	

	334
	SARC19
	Commissioner’s Officer for Victims
	It will prove challenging to assess whether value for money is being achieved and whether the outcomes are able to be demonstrated as cost effective.  This is clearly work in progress for the team and with appropriate monitoring and management of the service in the course of time a fair view can be taken as to what the service should cost and what the outcomes and benefits are.  The financial management should therefore be closely monitored and a relationship developed between cost and outcomes
Recommendation

To enable a view to be taken with regard to value for money financial management be closely monitored and a relationship developed between cost and outcomes. (Priority 3)


	1/4/2019
	End May 2019
	Contact:

Action Owner – PCC
Delivery Manager – Rachelle Kipling  Rachelle.kipling@cleveland.pnn.police.uk   01642 301208

Report Published February 2019 Presented to Audit Committee 28/2/19 

Management Comment

The contract is still in the very early stages of delivery. A greater understanding of the true cost of the service will be obtained in time allowing for costs v outcome to be considered. However, given the type of service this is, it is difficult to predict demand and outcomes can vary depending on the individual. 

Deep dive on the services finances will take place at the end of year 1 of the service which is 31 March 2019. 

Update March 2019

No update at this stage. As above finances will be reviewed once the service has delivered for a full 12 month period.
	

	335
	SARC19
	Commissioners Office for Victims, Crime and Justice, Operational Crime Team
	Given the uncertainty of the initial service provision with the issue of staffing and who might transfer under TuPE and the unknown quantity as to victim participation it would be good practice in conjunction with the Provider to review the service and the various costs involved, say after the first year of operation.  Also such items as the provision and maintenance of major capital items need to be clarified.  
Recommendation

The client to take responsibility for the capital assets (these can be those items with an expected life of more than one year) while the Provider to take responsibility for maintaining those items. (Priority 3)


	1/4/2019
	
	Contact:

Action Owner – PCC
Delivery Manager – Rachelle Kipling  Rachelle.kipling@cleveland.pnn.police.uk   01642 301208

Report Published February 2019 Presented to Audit Committee 28/2/19 

Management Comment

The OPCC will maintain responsibility for the capital assets used by the police i.e. Police Achieving Best Evidence (ABE) Equipment and Video Link Facilities. These are to be included on the Cleveland Police Capital Replacement Plan moving forward.
Update March 2019

Work is on-going around SARC assets.
	

	336
	SARC19
	Commissioner’s Officer for Victims
	The Provider has pointed out that the relationship is not balanced with the Teesside element of the contract being more under their control.  For Durham and Northumbria, who do not contribute financially to this contract, they have staff within their Police establishment who provide part of the SARC service.  This undoubtedly causes tension that the Provider is attempting to manage.  In going forward, this arrangement should be reviewed to support the continuing success of the project.

Recommendation

Every effort be made to consider co-commissioning opportunities with Northumbria and Durham going forward to align SARC management across the region. (Priority 3)


	Complete
	
	Contact:

Action Owner – PCC
Delivery Manager – Rachelle Kipling  Rachelle.kipling@cleveland.pnn.police.uk   01642 301208

Report Published February 2019 Presented to Audit Committee 28/2/19 

Management Comment

Durham, Northumbria and North Yorkshire are all named within the current contract so could join if they wish. 
A meeting is scheduled for 13 February 2019 with Durham and Northumbria to discuss opportunities for co-commissioning.
Update March 2019

A North East SARC Project Team has been established involving a representative from each of the three PCC Offices and NHS England. The Team meet on a regular basis to discuss future collaboration opportunities.  Action recommended for closure

	

	337
	SC2019
	Operational Support Manager
	A detailed review of the guidance document was carried out and it was identified that a number of processes had changed in the previous year, some of which came about due to the above issue. The process maps do not, therefore, reflect the current procedures being operated.
Recommendation

All procedures/process maps be reviewed to ensure that they reflect the processes that have now been agreed and adopted. (Priority 2)


	31/05/19
	
	Contact:

Action Owner – Chief Finance Officer
Delivery Manager – Sandra Swan Sandra.swan@cleveland.pnn.police.uk  01642 301285

Report Published April 2019 Presented to Audit Committee 

Management Comment

Recommendation accepted-Procedures and process maps to be updated to reflect the revised system for seized cash.
	

	338
	SC2019
	Operational Support Manager
	The matters identified at the three safes visited during the audit assignment were similar to the issues that were raised in last year's audit of seized cash. The continued occurrence of insufficient data being recorded on Niche, items being incorrectly recorded or the tardiness of updating the safe log book compromises the integrity of the system operated and could lead to losses being incurred by the Force.

Recommendation

Niche users who book in items be periodically reminded of the minimum requirements for entries onto Niche, details required on cash bags and the processes for updating the safe log books when items are placed in or removed from the safe. (Priority 2)


	31/05/19
	
	Contact:

Action Owner – Chief Finance Officer
Delivery Manager – Sandra Swan Sandra.swan@cleveland.pnn.police.uk  01642 301285

Report Published April 2019 Presented to Audit Committee 

Management Comment

Recommendation accepted- Safes to be removed from Hartlepool and Stockton. Safes at Middlesbrough subject to new controls and all correspondence with users of safes to be through Niche. Message to all to be circulated regarding seized cash procedures
	

	339
	SC2019
	Strategic Finance Manager
	The matters identified at the three safes visited during the audit assignment were similar to the issues that were raised in last year's audit of seized cash. The continued occurrence of insufficient data being recorded on Niche, items being incorrectly recorded or the tardiness of updating the safe log book compromises the integrity of the system operated and could lead to losses being incurred by the Force.

Recommendation

A monthly sample check of items held in the inspectors' safes be undertaken to monitor compliance with the required processes and highlight where discrepancies are identified. (Priority 2)


	
	
	Contact:

Action Owner – Chief Finance Officer
Delivery Manager – Sandra Swan Sandra.swan@cleveland.pnn.police.uk  01642 301285

Report Published April 2019 Presented to Audit Committee 

Management Comment

Recommendation accepted. Monthly check of Safes to be conducted
	

	340
	SC2019
	Operational Support Manager
	A sample of 42 of the 107 items were held in the cash team safes was selected for review. The following matters were noted:

· Six items in the sample were found to have no comments recorded on Niche;

· Three items were recorded on Niche as 'other' instead of 'cash';

· One bag was not sealed;

· One bag included a non-cash item (Biro Pen); and 

· One bag held sterling as well as foreign currency, which should have been split.

Recommendation

Items received for the main cash team safes be checked when being received and not entered until the correct information has been provided. (Priority 2)


	31/05/19
	
	Contact:

Action Owner – Chief Finance Officer
Delivery Manager – Sandra Swan Sandra.swan@cleveland.pnn.police.uk  01642 301285

Report Published April 2019 Presented to Audit Committee 

Management Comment

Recommendation accepted. Changes to seized cash system proposed with one seized cash safe and 2 holding safes operating. Items not to be placed in the seized cash safe until all information received and correctly recorded.
	

	341
	SC2019
	Strategic Finance Manager
	Interest figures are provided by the Treasury team in a gross format. To assist in clarity the figure provided should clearly show the seized cash element, interest element and the total required to repay.

Recommendation

Interest figures provided by the Treasury team be clear and show the seized cash element, interest element and the total required to repay (Priority 1)


	31/3/19
	Complete
	Contact:

Action Owner – Chief Finance Officer
Delivery Manager – Sandra Swan Sandra.swan@cleveland.pnn.police.uk  01642 301285

Report Published April 2019 Presented to Audit Committee 

Management Comment

Recommendation accepted and already implemented.
	

	342
	ICTF2019
	Network Manager

Vineesh Viswanath
	Password complexity requirements are not enforced by the firewall systems.

Recommendation

ICT to ensure all firewall administrator accounts use complex passwords and that these are stored in the password management system. (Priority 2)


	01/04/19
	
	Contact:

Action Owner – Vineesh Viswanath  Vineesh.viswanath@cleveland.pnn.police.uk 01642 301187

Delivery Manager – as above

Report Published April 2019 Presented to Audit Committee 

Management Comment

Firewall policy updated to enforce complex password with 90 days expiry.
	

	343
	ICTF2019
	Service/Operations Manager

Paul Stocks
	Regular reviews of firewall rulesets should be introduced.

Recommendation

ICT to introduce a yearly documented review of firewall rulesets on completion of the rationalisation exercise to ensure the validity of all rules.  (Priority 2)


	01/04/19
	
	Contact:

Action Owner – Paul Stocks  Paul.stocks@cleveland.pnn.police.uk  01642 301277
Delivery Manager – as above

Report Published April 2019 Presented to Audit Committee 

Management Comment

Calendar entry created to plan annual review as required.
	

	344
	
	
	
	
	
	
	

	345
	
	
	
	
	
	
	

	346
	
	
	
	
	
	
	


Reference key to Audit Reports:

	Reference
	Report Title
	Published
	Presented to Audit Committee

	DMS19
	Duty Management System
	February 2019
	28/2/19

	FOI2018
	Freedom of Information 2018 TIAA
	April 2018
	24/5/18

	HRR19
	HR Recruitment 2019 TIAA
	February 2019
	28/2/19

	ICS2017
	ICT Cyber Security 2017 TIAA
	September 2017
	14/12/17

	ICTF2019
	ICT Firewall Security 2019 TIAA
	April 2019
	

	KFC2018
	Key Financial Controls 2018
	November 2018
	28/2/19

	LW2018
	Lone Working 2018 TIAA
	November 2018
	28/2/19

	P2019
	Assurance of Payroll 2019 TIAA
	February 2019
	28/2/19

	SARC19
	OPCC contract for SARC and ISVA
	February 2019
	28/2/19

	SC2019
	Seized Cash 2019 TIAA
	April 2019
	


	
	Complete; awaiting sign off by the auditors

	
	Recommendation being progressed

	
	Action against the recommendation to commence


Item 10








