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Executive Summary
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	OVERALL ASSURANCE ASSESSMENT
	
	OVERALL CONCLUSION
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	The Force was able to demonstrate that good security controls are in place to protect the network.  The audit did identify a number of issues which, if addressed, would improve the overall control environment,  the key issues being; 
· The Network Security Policy and Force Information Security Policies require review and updating to reflect current requirements and controls.
· The out of support Windows 2003 operating system is still used to support the i-Vet application.
· There is not currently a documented process in place detailing the approach to the patching of network managed devices. 

	Place
	
	

	SCOPE
	
	ACTION POINTS

	The scope of this review included: 
· Server configuration and patching;
· Threat detection; 
· Change control, 
· Remote access; 
· User administration, and;
· Desktop control policies 
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Management Action Plan – Priority 1, 2 and 3 Recommendations

	[bookmark: section3]Rec.
	Risk Area
	Finding
	Recommendation
	Priority
	Management Comments
	Implementation
Timetable
(dd/mm/yy)
	Responsible
Officer
(Job Title)

	1
	Directed
	The Network Security Policy and Force Information Security Policy require review and updating to reflect current requirements and controls.
	ICT policies should be reviewed and updated on an annual basis and/ or as a result of significant changes to processes and procedures.
	2
	Network Security Policy – the issue date on the title page is misleading. The document history states Dec 2018, this is confirmed by the last modified date on SharePoint as 7th Dec 2018.
Information Security Policy – the draft provided was reviewed and approved shortly after the audit by Phil Brook ISO.
	Complete
	Information Security Manager

	2
	Compliance
	The out of support Windows 2003 operating system is still use to support the i-Vet application.
	Decommission the remaining out of support 2003 Windows server on completion of the i-Vet system migration
	2
	Decommissioning of I-Vet has been delayed due to a back record conversion issue moving data into the new system called Core-Vet.
	31st May 2019
	Software Services Manager

	5
	Compliance
	There is not currently a documented process in place detailing the approach to the patching of network managed devices including routers, switches and firewalls
	Patch process documentation and patching schedules for network devices should be created.
	2
	Documenting a process is in progress. The method has been piloted at Hartlepool Police Station on the 16th April.
	31st May 2019
	Network Manager

	3
	Operational
	At the time of audit the Log Rhythm tool was unavailable due to a technical issues
	Ensure the Log Rhythm access issue is investigated and resolved.   
	3
	This is currently still outstanding, target date for resolution is 10th May 2019.
	10th May 2019
	Network Manager / Information Security Manager

	4
	Operational
	It was noted during the audit that Information Asset Owners have been assigned to key Force information assets, but that ICT were in the process of ensuring all assets have been identified, in particular network shares and mailbox accounts. A significant exercise was in the process of being completed at the time of audit to identify these assets.
	Ensure all network shares/ mailboxes are identified and that Information Asset Owners are appropriately assigned.
	3
	Owners and automated monthly update checking has been in place for a number of years, sample provided in the evidence pack.
	Complete
	Information Security Manager

	6
	Operational
	The potentially insecure ‘Telnet’ service was found to be present on the Force’s domain controller server.  
	The Telnet service should be removed from the domain controller server.
	3
	This was removed at the time of the audit.
	Complete
	Senior Systems Administrator







	
	
	
	
	
	
	PRIORITY GRADINGS
	
	
	
	
	

	1
	URGENT
	Fundamental control issue on which action should be taken immediately.
	
	2
	IMPORTANT
	Control issue on which action should be taken at the earliest opportunity.
	
	3
	ROUTINE
	Control issue on which action should be taken.
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Operational Effectiveness Action Plan
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	Risk Area
	Item
	Management Comments

	1
	Directed
	ICT implement a more regular internal vulnerability scanning process, as this will enable earlier detection of issues and improved assurance that vulnerabilities are being identified and resolved in advance of the yearly PSN/ PSNP exercise.
	The next Penetration test is w/c June 170. Following the remediation activities a vulnerability scanning schedule will be agreed and implemented. Target Aug 2019.





	ADVISORY NOTE

	Operational Effectiveness Matters need to be considered as part of management review of procedures.
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Detailed Findings
Introduction
1. This review was completed in March 2019 as part of the planned internal audit work for 2018/19. Based on the work carried out an overall assessment of the overall adequacy of the arrangements to mitigate the key control risk areas is provided in the Executive Summary.
Background
2. The review considered the arrangements in place to safeguard the integrity of the computer network. This will include server configuration and patching, threat detection, change control, remote access, user administration and desktop control policies as well as examining supporting policy and procedural documentation. 
Materiality
3. The security and integrity of the network is paramount in protecting the data held by the Force.
Key Findings & Action Points
4. The key control and operational practice findings that need to be addressed in order to strengthen the control environment are set out in the Management and Operational Effectiveness Action Plans. Recommendations for improvements should be assessed for their full impact before they are implemented. 
Scope and Limitations of the Review 
5. The scope of this review was to cover: 
· 
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· Server configuration and patching;
· Threat detection; 
· Change control, 
· Remote access; 
· User administration, and;
· Desktop control policies.
6. 
7. The definition of the type of review, the limitations and the responsibilities of in regard to this review are set out in the Annual Plan.
Disclaimer
8. The matters raised in this report are only those that came to the attention of the auditor during the course of the internal audit review and are not necessarily a comprehensive statement of all the weaknesses that exist or all the improvements that might be made. This report has been prepared solely for management's use and must not be recited or referred to in whole or in part to third parties without our prior written consent. No responsibility to any third party is accepted as the report has not been prepared, and is not intended, for any other purpose. TIAA neither owes nor accepts any duty of care to any other party who may receive this report and specifically disclaims any liability for loss, damage or expense of whatsoever nature, which is caused by their reliance on our report.


Risk Area Assurance Assessments
9. The definitions of the assurance assessments are:
	Substantial Assurance
	There is a robust system of internal controls operating effectively to ensure that risks are managed and process objectives achieved.

	Reasonable Assurance
	The system of internal controls is generally adequate and operating effectively but some improvements are required to ensure that risks are managed and process objectives achieved. 

	Limited Assurance
	The system of internal controls is generally inadequate or not operating effectively and significant improvements are required to ensure that risks are managed and process objectives achieved. 

	No Assurance
	There is a fundamental breakdown or absence of core internal controls requiring immediate action.


Acknowledgement
10. We would like to thank staff for their co-operation and assistance during the course of our work.
Release of Report
11. The table below sets out the history of this report.
	Date draft report issued:
	31st March 2019

	Date management responses rec’d:
	30th April 2019

	Date final report issued:
	3rd May 2019

	Date revised final report issued:
	24th June 2019
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12. The following matters were identified in reviewing the Key Risk Control Objective:
	Directed Risk: Failure to direct the process through approved policy & procedures.


12.1 Key ICT policies and procedures relevant to network security were identified and obtained during the course of the audit. These were used in the process of reviewing the suitability of the controls in place around network security. The policies identified as being of particular relevance in this review are the; ‘Force Information Security Policy’, ‘Network Security Policy’, the ‘Security Patch Policy’ and the ‘ICT Security Operating Procedures v1.1’.
12.2 Of the policies obtained and reviewed during the audit it was noted that the Network Security Policy requires review and updating to reflect changes in the processes and procedures since the last update, and that the Force Information Security Policy was undergoing review and updating at the time of the audit
	Recommendation: 1
	ICT policies should be reviewed and updated on an annual basis and/ or as a result of significant changes to processes and procedures.

	Priority 2
	

	Compliance Risk: Failure to comply with approved policy and leads to potential losses.


12.3 Network diagrams describing the Cleveland Police network were obtained and reviewed in conjunction with ICT management during the audit. Firewalls are in place to ensure unauthorised traffic is not permitted. Firewall rules are annotated and configured based on the principle of ‘least privilege’, meaning that only the IP addresses and ports necessary for stated business functions are enabled. Firewall security has been reviewed in more depth as part of the TIAA Firewall Security audit that was recently completed.  
12.4 An annual exercise around reviewing IT security is undertaken as part of the ongoing PSN & PSNP compliance and accreditation processes. This annual IT Health Check exercise includes penetration testing of the network and firewalls and vulnerability testing of anti-malware and equipment and network infrastructure that interact with the network.
12.5 Review of actions remaining from the last IT Health Check identified that there that is some use of the out of support Windows 2003 operating system. This is used on the server that hosts the i-Vet system (Local Vetting Application and Data). It is understood from discussion with management that work is ongoing towards resolving this issue by migrating to a new vetting application, therefore allowing the out of support server to be decommissioned. 
	Recommendation: 2
	Decommission the remaining out of support 2003 Windows server on completion of the i-Vet system migration.

	Priority 2
	


12.6 The CESG’s ‘Protective Monitoring for HMG ICT Systems (GPG 13)’ guidance outlines requirements and recommendations around the protective monitoring of ICT systems for government and public sector organisations. This includes requirements for collecting and reviewing ICT log information and configuring ICT logs in order to provide an audit trail of security relevant events of interest.
12.7 The Log Rhythm tool is used to capture and generate logging and reporting in compliance with the GPG 13 guidance. It was noted that, at the time of the audit, the Log Rhythm tool was unavailable due to a technical issues, and that although the tool was still capturing log information, it was not possible to use the system to produce reporting/ interrogate log data.

	Recommendation: 3
	Ensure the Log Rhythm access issue is investigated and resolved.   

	Priority 3
	


12.8 User and Administrator network level password parameters were obtained and reviewed during the audit and found to be appropriately complex. Domain Administrator accounts were found to be strictly limited to a small number  of authorised members of staff only, with a segregation of duties policy in place requiring that administration activities are performed on separate administrator accounts, rather than via the user’s normal AD network account. 
12.9 It is a Force requirement that Information Asset Owners (IAO’s) are assigned to all information assets held by the Force and that the owners must understand “what information is held, what is added and what is removed, how information is moved, and who has access and why” as per Cabinet Office guidance.
12.10 It was noted during the audit that IAOs have been assigned to key Force information assets, but that ICT were in the process of ensuring all assets have been identified, in particular network shares and mailbox accounts. A significant exercise was in the process of being completed at the time of audit to identify these assets. 
	Recommendation: 4
	Ensure all network shares/ mailboxes are identified and that Information Asset Owners are appropriately assigned. 

	Priority 3
	


12.11 All servers and PCs/laptops are protected by a range of malware detection applications, with Sophos being used as the main AV solution.  Removable media is subject to content analysis and anti-virus scanning, and devices are automatically denied to users until a request to use such devices is granted by the Information Security Manager.
12.12 The Sophos email appliance is configured to review all email content and rules are in place to block suspect emails and quarantine them.  Spam filtering is in place to automatically filter and delete any confirmed spam automatically and quarantine suspected spam for later release if necessary.
12.13 Microsoft’s System Center Configuration Manager 2012 (SCCM) is used to manage and deploy both desktop and server patches. A documented patching process is in place for to ensure desktop machines and servers are patched on a timely basis. This includes the required stages of risk assessment, approval, testing and deployment. Change control procedures for patching, including the documentation of contingency and back-out plans, were also found to be in place.
12.14 It was noted that while there was a documented approach for desktop and server patching, there is not currently a documented process in place detailing the approach to the patching of network managed devices including routers, switches and firewalls.



	Recommendation: 5
	Patch process documentation and patching schedules for network devices should be created. 

	Priority 2
	


12.15 A Microsoft Baseline Security Analyser (MBSA) scan was requested to be performed during the audit.  Review of the output of this scan identified the existence of the potentially insecure ‘Telnet’ service on the Force’s domain controller server.  Although the risk was mitigated by the fact that the service was disabled, it is recommended that the service is removed in order to remove the potential risk of it being exploited. 

	Recommendation: 6
	The Telnet service should be removed from the domain controller server. 

	Priority 3
	

	Operational Risk: Failure to identify opportunities to operate more efficiently or to be prepared for forthcoming changes.


12.16 The Nessus vulnerability tool is currently used on an ad-hoc basis, once or twice a year, to conduct internal vulnerability scanning. The Nessus tool enables the identification of known vulnerabilities which can then be investigated and mitigated.  
12.17 It is suggested as a process improvement that the ICT implement a more regular internal vulnerability scanning process, as this will enable earlier detection of issues and improved assurance that vulnerabilities are being identified and resolved in advance of the yearly PSN/ PSNP exercise.  
	Operational
 Effectiveness Matter: 1
	Implement a regular, at least quarterly, programme of Nessus internal vulnerability scanning.  
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