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1.
Purpose
1.1

This report is to update members on the work of Cleveland Police Directorate of Standards and Ethics (DoSE) and to provide an overview of the efficiency and effectiveness of the main DoSE functions, namely complaints and discipline, vetting, information management and security, and DBS during the period 1st April 2018 to 31st March 2019. 

2.
Recommendations
2.1
It is recommended that members note the content of the report.
3.
Complaints & Conduct

3.1. Update on the Transforming Professional Standards Programme

3.1.1 
After 18 months of reform, the Transforming Professional Standards programme has now concluded. The newly reformed Directorate of Standards and Ethics, has transformed the way it operates, how it complies with statutory regulations, the structure and culture of its personnel and the decision making and proportionality of approach.

3.1.2

Throughout 2018 and continuing into 2019 we have continued to build on these improvments, through training, and greater emphasis on prevention and awareness raising amongst officers and staff. These positive changes are reflected in the body of this report. 
3.2. Complaints 
3.2.1. Complaints cases have been monitored on a quarterly basis at the Strategic Performance Group chaired by the Deputy Chief Constable. A full update on complaints data for the financial year is presented in Appendix 1 and a detailed analysis of the statistical informational will be provided at the meeting.
3.2.2. During the financial year of 2018/2019 Cleveland Police received 2144 complainants of dissatisfaction, 476 (22.1%) were recorded giving them formal status under the police reform act. 72 % of these complaints were locally resolved. Recent feedback from the IOPC and comparison with IOPC national data show that Cleveland Police require improvement in the manner in which it assesses suitability of complaints to be locally resolved. From the 476 complaints, 809 allegations were recorded.
3.2.3. Of the 476 complaints recorded during the period, the outcome of 63 (13.23%) complaints was appealed. The IOPC do not measure appeal ratios, however the IOPC and regional forces recognise Cleveland Police complaint outcome appeal rates to be outstanding and a demonstration of overall satisfaction of complaint investigations. Prior to the TPS the former PSDs appeal rate fluctuated between 25-30%. Of the 63 appeals made 11% were upheld, 77.8% were not upheld, the remaining 11.2% have yet to be considered.
3.2.4. The average number of days to finalise complaint cases is 91 days, making Cleveland Police the 19th best performing force nationally and second best force in our MSF category.
3.2.5. The biggest area of concern relate to complaints in neglect of duty / keeping victims updated; making up 46.99% of total complaints. To address this DSE have attended 32 road shows in final months of 2018, speaking to around 300-400 members of staff covering topics such as neglect / VCOP update, DSIs, reporting improper conduct and abuse of position.  In the last 12 months we have delivered inputs to over 120 new recruits (PCs, PCSO’s, Specials & transferees) on DSE & the standards of professional behaviour.
3.2.6
The ISP randomly dip sample complaint cases each quarter, and has just completed its second sample and the process is becoming well embedded.  Feedback from the two samples has been generally positive, highlighting the quality of the investigations and the subsequent outcomes; however concerns have been raised around timeliness.  DSE needs to do more to ensure a process is in place to provide individual feedback to investigators and implement learning from the feedback provided.
3.3
Conduct 

3.3.1 
Since April to March 2019 the DSE held 5 gross misconduct Hearings (1 “Fast Track”) and 2 misconduct Meetings.  This resulted in 2 officers being dismissed without notice, 1 officer retired prior to hearing and 4 receiving written warnings 2 of which were final written warnings.  The allegations were for discreditable conduct (3), authority, respect and courtesy (1), duties & responsibilities (1), use of force (1) and other neglect or failure in duty (1).

3.4. 
Counter Corruption Unit (CCU)
3.4.1
The Counter Corruption Unit is currently finalising the control strategy for 2019/20, which is scheduled for renewal in May 2019. The review and draft takes account of local data analysis, the 2019 Strategic Assessment as well as regional trends and analysis. 

3.4.2
In April 2019, the HMICFRS were in force with the CCU for an “insight visit”, which is intended to assist with the full inspection and field work taking place in May 2019. During the visit, the HMIC inspectors highlighted the good work that has been undertaken in respect of the abuse of authority for a sexual purpose and they were complimentary on the staff’s commitment and motivation. They did also identify areas for improvement in relation the force’s restrictive approach to lawful business monitoring, CCU direct access to wider force data and elements of the intelligence management process. These areas are actively being reviewed and addressed.
3.4.3
The CCU are actively exploring national best practice (visits to Merseyside and Lancashire) to make best proactive use of the ATA audit Tool and update the INTL risk scoring matrix to ensure appropriate response and INTL gathering.

3.4.4
The CCU has now completed its recruitment of two additional investigators taking its staffing to one detective sergeant, 6 detective constables, one intelligence officer and one analyst. The size of the department for the force is considered comparatively very healthy by HMICFRS. The unit will shortly be moving to a force covert unit as part of the transition into providing a greater proactive reach.
3.4.5
To increase the proactive reach, the CCU procured a software audit tool (ATA) and the system is now aligned to all force computers allowing a full audit capacity with wide reaching forward monitoring capabilities. Work is on-going to align for the force mobile network to this system when it is introduced later this year. 
3.4.6
The CCU is currently developing a force action plan and policy to manage the issue of appropriate relationships and inappropriate sexualised behaviour within the workplace. This will also take account of national guidance and requirements, which are in the process of being developed. It will involve provide clear information to staff, supported by a video and internal communications, on acceptable boundaries, spotting the signs and pathways to reporting.  

3.4.7 
The force action plan on the issue of abuse of authority for sexual purpose remains current and relevant. There are identified key partner agencies that provide support to vulnerable victims in the community.  Research and evidence indicates such service users are most likely to be exploited, in particular victims of domestic abuse.

Having recognised the need to refresh and develop further our work within this field, the following three areas have been initiated and are under development:

· A refresh re-visit to key partners to raise awareness and further encourage reporting of concerns. This is supported with an information leaflet.

· CCU DI is currently liaising with the PVP Chief Inspector with a view of providing inputs to MARAC attendees and providing insight briefing to care home managers.

· Multi-agency conference being planned for late summer / early autumn led by DSE. This it to raise awareness, share good practice in spotting the signs and understand process and pathways to reporting. 

3.4.8
The CCU holds a monthly TCG meeting where officers of concern are identified and reported upon in relation to proactive monitoring.

3.4.9
The annual “integrity health check”, which was initiated for the purpose of AOASP, will be re-launched in June 2019. This will be communicated to staff with a layered comms plan and will also cover the internal element of inappropriate sexual activity and “appropriate personal relationships”. 

3.5
Information Management Unit (IMU)
3.5.1 
The recently formed IMU covers the following functions data protection, vetting, information security, Freedom of Information and DBS, this being to enhance the capacity and capability of these functions, providing resilience and a faster exchange of information. 

3.5.2
Data Protection
3.5.2.1
Under the new Data Protection Act (DPA) 2018, there is now a requirement for data controllers to provide assurance they are adhering to the Principles of the Act. This will require an on-going audit of processing activities throughout the Force. The Force has now selected their preferred candidate for the role of GDPR Auditor /Deputy Information Security Officer, the individual currently being processed through HR and Vetting. The role holder will provide the force with a proactive approach in monitoring compliance with the GDPR and the DPA 2018, assisting the Head of IMU fulfil her statutory role as Data Protection Officer.    

3.5.2.2
Due to an expansion of Information Rights to data subjects, following the implementation of GDPR and the DPA 2018 the Force has experienced a significant rise in the under of has Subject Access requests (SARs). Appendix 2, table 1 provides comparison year on year intake. The IMU is to merge the Freedom of Information Team and Information Rights (SAR) to introduce resilience in both areas, in addition funding for an Apprentice Admin Role to assist the merged team has been agreed with the successful candidate having been selected and currently undergoing HR on boarding and Vetting.  

3.5.3
Vetting
3.5.3.1
Cleveland Police Officers, staff and contractors are subject of Vetting procedures to ensure full compliance with national vetting standards, and are reviewed to meet the vetting levels.  The Vetting Unit was under resourced for a significant period of time and as a result was unable to process re vet applications at pace. The Unit became fully resourced in January 2018 and recommenced the re vetting of Police Officers and Police Staff from this date. Appendix 2, table 2 demonstrates the number of individuals still to be re-vetted as of April 2019, this table includes partner agency staff i.e. Sopra Steria and Reliance. 

               The Force is also in the processing of changing their Vetting IT systems to Core Vet, however go live has been delayed due to complications relating to the back record conversion of data from our current vetting system I Vet. This is currently being addressed by the supplier. 

3.5.3
Disclosure and Barring Service (DBS)
3.5.3.1
DBS work ensures that unsuitable people are prevented from working with children and vulnerable adults, whose records are managed through the barred lists (previously known as POCA and POVA lists). The Force has a dedicated DBS team who makes pressing social need decisions on a daily basis, focussing on transferable risks to the work place and escalating patterns of behaviour. Decisions follow the National Quality Assurance Framework (QAF) guidelines. The Team currently receives between 650-750 enhanced disclosure applications a week, with forecast to receive in excess of 30,000 applications.  DBS Cleveland takes fingerprints for elimination purposes and offers representations as part of the enhanced process.  In addition to this the Team follows the QAF guidelines to complete Disclosure Scotland and Access Northern Ireland requests. 

3.5.3.2
DBS Team work to a strict SLA, monitored on a daily, weekly and monthly basis by the Force and by the DBS Standards and Compliance Unit. Feedback with regards to the quality of work has been constantly positive. We are currently a ‘green’ Force which is a great achievement for the Team due to the current lack of capability and increased demand higher than originally forecasted.

3.5.4
     Information Security
3.5.4.1  
The force continues with a governance framework including specialist IA roles:  Senior Information 
Risk Owner (SIRO), Information Asset Owners (IAOs), Information Security Manager, and Data Protection Officer (Head of the Information Management Unit). Following the restructure of the Force, a review of all IAOs was conducted and those newly appointed will be asked to under the appropriate training. Further training and support will be offered via the newly introduced IAO Boards which will be run quarterly initially and then 6 monthly.   

3.5.4.2
The baseline training for all officers and staff currently comprises three e-learning packages           consisting of “Protecting information level 1”, “Government security classification” and “Data protection foundation level”.  This is supplemented by force-wide communications to reinforce the need for good information handling, and an extensive campaign before and after the introduction of GDPR in May 2018. However the College of Policing has produced a new NCALT Training packages called the “Managing Information- Non-Operation and Operational”. These packages will replace the “Protecting Information level 1” from June 2019.

3.5.4.3
An Information Security Board chaired by the Senior Information Risk Owner (SIRO) continues to 
meet.  As previously advised an Information Asset Owners group meeting has been formed to support IAOs in 
discharging their obligations. The five strategic risks previously identified remain the focus of risk reduction and mitigation:

· loss/disclosure of paper documents;

· inappropriate disclosure electronically (e.g., email,   social media);

· availability of critical computer systems;

· loss/disclosure of removable media; 
· and physical security of sites.

3.5.4.4
Security incidents continue to be recorded, assessed and reviewed by the Data Protection Officer (Head of IMU) and the Information Security Manager.  When the breach involves the loss of personal information the Data Protection Officer conducts an impact assessment and where deemed necessary will report the breach to the Information 
Commissioner’s Office. Critical incidents are handled by “gold” groups.  Safeguarding of the data subjects are the priority of the Group however themes and lessons 
learned can result in the introduction of change in working practices, mitigating the risk of reoccurrence. Five significant breaches were reported to the ICO in 2018, all but one has been addressed and not financial penalty awarded by the regulator, and one remains outstanding. 

3.6         DSE contribution to the People Intelligence Board (PIB)
3.6.1
Over this year there have been 22 officers who have been subject to the PIB, of whom two officers have now retired and two have been dismissed.  Currently there are 7 officers being reviewed (as of mid Oct 2018).  Appendix 3 table 1 highlights the main areas for PIB referral.  

3.6.2
This process is currently under review with the chair of the PIB formulating a new term of reference.
3.7         Business Interests (BI)
3.7.1
New guidance has been amended and published. BI reviews are now completed on a biennial basis 
and the decision maker is the Force Vetting Manager to ensure a level of consistency.   The revised 
application forms also provide greater scrutiny and transparency, affording the organisation greater              
protection against any reputational damage. Analysis of business interests is presented and                     
discussed at the PIB.

3.7.2
Over the reporting period 39 new business interests have been granted, the main business interest 
being for rent/lease property.  

4.
Implications
4.1 
Finance

There are no financial implications arising from the content of this report. 

4.2
Diversity and Equal Opportunities

There are no diversity or equal opportunity implications arising from the content of this report.
4.3 
Human Rights Act
There are no Human Rights Act implications arising from the content of this report

4.4
Sustainability

There are no sustainability implications arising from the content of this report.
4.5
Risk
There are no risk implications arising from the content of this report.
5.
Conclusions

5.1
This report provides members with an update on the work on the Force’s Directorate of Standards and Ethics Department during the reporting period. There are improvements in performance across all of its units, positive feedback from staff associations and other stakeholders. Internal restructure and additional resources, as well as continuous training and improved processes are evidence of on-going developments within DSE to provide the Audit Committee the necessary degree of assurance and compliance with the regulatory framework and internal procedures and guidelines.

Warren Shepheard
Detective Superintendent of Standards and Ethics
29th April 2019
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