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Executive Summary
[bookmark: section2]
	OVERALL ASSURANCE ASSESSMENT
	
	OVERALL CONCLUSION
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		Overall risk management is well embedded within both the Force and OPCC, and is working well.

	· The 4risk™ software application works well for the Force (and OPCC) and provides a real time risk register, which is well maintained.

	· Risk management reports provided to the Audit Committee should identify the target risk score, the risk holder and an action by date within the report.

	· All staff/officers should have some risk management training as part of their induction to the Force.




	
	
	

	SCOPE
	
	ACTION POINTS

	The review assessed how the Office of the Police Crime Commissioner and Force have engaged with risk management and how well it is embedded. 
The review focussed on the following key areas;
· Appropriateness and robustness of the risk management system;
· Adequacy of resources assigned for risk management and the assurance framework;
· Process for identification, recording, assessment of risk;
· Identification and monitoring of actions to manage risks;
· Appropriateness of risks and controls defined in risk registers;
· Appropriateness of reporting arrangements; and
· Adequacy of training provided and guidance available to staff
	
	


	Urgent
	Important
	Routine
	Operational

	0
	0
	1
	1
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Management Action Plan – Priority 1, 2 and 3 Recommendations

	[bookmark: section3]Rec.
	Risk Area
	Finding
	Recommendation
	Priority
	Management Comments
	Implementation
Timetable
(dd/mm/yy)
	Responsible
Officer
(Job Title)

	1
	Compliance
	Reporting currently does not show the title of the post holder responsible for the risk action or the date by which any action is to be completed.  This information would be useful for the Audit Committee.  In addition, it would be good practice to identify what the target level of risk should be and is acceptable to the Force/OPCC and to include this information in the report.
	Future reports on risk management to the Audit Committee to include: The title of the responsible person responsible for each risk action, the date any action is to be completed by, and the future target risk score once the action is complete.
	3
	We accept this recommendation as it will afford a greater understanding of the work being done and indicates the direction of travel. The action owner and date are already captured within the risk software and the Audit Committee report will be amended to include these fields.  We are able to record the target risk score but will need to explore the option of adding to standard reports with the software provider.
	6 months to
17/11/18
	Risk and Insurance Manager





	PRIORITY GRADINGS

	1
	URGENT
	Fundamental control issue on which action should be taken immediately.
	
	2
	IMPORTANT
	Control issue on which action should be taken at the earliest opportunity.
	
	3
	ROUTINE
	Control issue on which action should be taken.
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Operational Effectiveness Action Plan
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	Risk Area
	Item
	Management Comments

	1
	Operational
	Consideration be given to including risk management training as an integral part of induction for all staff/officers.
	We accept this suggestion and can see the benefits associated with implementation.  A training input for inclusion in induction for officers and staff will be developed in liaison with the Force Training function.  







	ADVISORY NOTE

	Operational Effectiveness Matters need to be considered as part of management review of procedures.
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Detailed Findings
Introduction
1. This review was carried out in May 2018 as part of the planned internal audit work for 2018/19. Based on the work carried out an overall assessment of the overall adequacy of the arrangements to mitigate the key control risk areas is provided in the Executive Summary.
Background
2. Cleveland Police has taken an integrated approach to embedding risk management within the Force. The Force Risk and Insurance Manager has conducted and completed baseline risk assessments across all functional commands and departments against the Force's priorities, from which robust, informed and auditable risk registers have been developed. The operational risk registers feature as agenda items on regular senior management team meetings and are reviewed quarterly by the Risk and Insurance Manager, Risk Champions and nominated individuals.  The Quarterly reviews allow the opportunity to: a) update controls, review risk assurance and scoring, b) review progress against actions, c) consider new and/or emerging risks, d) to close risks.
Materiality
3. Cleveland Police has a revenue budget circa £130 million per annum and appropriate risk management is an essential part of good corporate governance.
Key Findings & Action Points
4. The key control and operational practice findings that need to be addressed in order to strengthen the control environment are set out in the Management and Operational Effectiveness Action Plans. Recommendations for improvements should be assessed for their full impact before they are implemented. 
Scope and Limitations of the Review 
5. The review assessed how the Office of the Police Crime Commissioner and Force have engaged with risk management and how well it is embedded. The review focussed on the following key areas;
· Appropriateness and robustness of the risk management system;
· Adequacy of resources assigned for risk management and the assurance framework;
· Process for identification, recording, assessment of risk;
· Identification and monitoring of actions to manage risks;
· Appropriateness of risks and controls defined in risk registers;
· Appropriateness of reporting arrangements; and
· Adequacy of training provided and guidance available to staff.
6. The definition of the type of review, the limitations and the responsibilities of in regard to this review are set out in the Annual Plan.
Disclaimer
7. The matters raised in this report are only those that came to the attention of the auditor during the course of the internal audit review and are not necessarily a comprehensive statement of all the weaknesses that exist or all the improvements that might be made. This report has been prepared solely for management's use and must not be recited or referred to in whole or in part to third parties without our prior written consent. No responsibility to any third party is accepted as the report has not been prepared, and is not intended, for any other purpose. TIAA neither owes nor accepts any duty of care to any other party who may receive this report and specifically disclaims any liability for loss, damage or expense of whatsoever nature, which is caused by their reliance on our report.
Risk Area Assurance Assessments
8. The definitions of the assurance assessments are:
	Substantial Assurance
	There is a robust system of internal controls operating effectively to ensure that risks are managed and process objectives achieved.

	Reasonable Assurance
	The system of internal controls is generally adequate and operating effectively but some improvements are required to ensure that risks are managed and process objectives achieved. 

	Limited Assurance
	The system of internal controls is generally inadequate or not operating effectively and significant improvements are required to ensure that risks are managed and process objectives achieved. 

	No Assurance
	There is a fundamental breakdown or absence of core internal controls requiring immediate action.


Acknowledgement
9. We would like to thank staff for their co-operation and assistance during the course of our work.
Release of Report
10. The table below sets out the history of this report.
	Date draft report issued:
	17th May 2018

	Date management responses rec’d:
	14th June 2018

	Date final report issued:
	14th June 2018
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[bookmark: section5]
11. The following matters were identified in reviewing the Key Risk Control Objective:
	Directed Risk: Failure to direct the process through approved policy & procedures.


11.1 The Force has a Risk Management Guidance document which was last reviewed in June 2016 (next review due June 2018).  This guidance document sets out the Force's approach to the following key areas: 
· Risk Identification and Assessment; 
· Risk reporting and monitoring; roles and responsibilities; and 
· Risk Appetite.
11.2 The Force see the establishment of effective risk management as an integral part of ensuring good corporate governance through the implementation of cyclical risk management reporting and monitoring regimes. The guidance provides useful commentary on how risk management works at Cleveland Police.
11.3 Risk management has been evolving at Cleveland Police over many years and is now operating as an efficient and integral part of the governance framework.  There is a Corporate Risk and Insurance Manager and each business area has its own senior officer as their Risk Champion. In addition, there is a Risk and Governance Board who oversee and moderate on all risk related matters.
11.4 The Force currently use the 4risk™ software module to manage all operational, corporate and strategic risks. Project risks are managed by the project lead.
11.5 The 4risk™ risk register, for both the Force and OPCC, were demonstrated to the auditor during the assignment.  The 4risk™ risk management system works well and has been improved a number of times over the years to facilitate more efficient and effective use by the Risk and Insurance Manager and the operational staff, who have access to the system.  The system now provides a comprehensive record of the Force's and OPCC's risks and controls and provides reports, as required, for management and the Audit Committee.

	Compliance Risk: Failure to comply with approved policy and procedure leads to potential losses.


11.6 Risks are kept under review and a record of their journey through time is held within 4risk™. An inherent risk score is determined using a 5 x 5 matrix, any score greater than 12 is determined to be a "red" primary risk and in need of control.  When controls are applied to give a residual risk, the residual score should be in line with the risk appetite for that risk. If the residual risk is still too high then further actions/controls may be necessary to bring the risk within acceptable levels and a target score may be identified, which equates to the risk appetite.


11.7 Reporting on risks flows from the 4risk™ record and focusses on the high residual "red" risks. Periodic reports are made to the Management Board and the Risk and Governance Board.  In addition, twice a year, risks are reported to the Audit Committee.  At the moment this report does not show the title of the post holder responsible for the risk action or the date by which any action is to be completed.  This information would be useful for the Audit Committee.  In addition, it would be good practice to identify what the target level of risk should be and is acceptable to the Force/OPCC and to include this information in the report.
11.8 In summary, reports to the Audit Committee would benefit from the following additions: 
· The title of the person responsible for the risk and future action; 
· A date by when the action is to be completed; and 
· The target risk score once the action is completed.  
	Recommendation: 1
	Future reports on risk management to the Audit Committee to include: The title of the responsible person responsible for each risk action, the date any action is to be completed by, and the future target risk score once the action is complete.

	Priority  3
	



	Operational Risk: Failure to identify opportunities to operate more efficiently or to be prepared for forthcoming changes.


11.9 The Risk and Insurance Manager has a number of staff within the Corporate Services Department who have access to 4risk™ and several of these are very familiar with it and can edit and produce reports, with two of these having full administration rights (as well as the Risk and Insurance Manager). Outside of the Corporate Services Department there are a number of individuals who are adept with the system and regularly update their own risks (when the system prompts or changes occur) and can also produce reports. There is resilience both within the Risk and Insurance Manager’s team as well the wider Force to support both risk management and the 4risk™ software application.
11.10 The identification of risks is an ongoing process which includes future or emerging risks.  In addition, existing risks are continually reviewed and where a risk no longer exists these are closed upon the current risk register.  Cleveland Police has a Risk and Governance Board (previously Risk, Audit and Inspection Monitoring Board) who meet regularly to review current and emerging risks.  This Board also review and moderate risks across teams to make sure there is a consistent approach to scoring the importance and consequence of the risk, should it occur.
11.11 Once risks are identified they are recorded on the Force's 4risk™ software platform that creates a comprehensive risk register for all the Force's risks. The 4risk™ risk management system provides an integrated solution to capture an organisation’s risk, mitigation and assurance profile.
11.12 The 4risk™ risk solution offers Cleveland Police the following benefits:
· Enables reporting on profiling, categorisation and prioritisation of enterprise-wide risks;
· Provides visibility of the enterprise controls environment;
· Allows for enterprise wide assurance mapping and production of a Board assurance framework;
· Tracks progress of actions through to implementation and outcome;
· Reduces risk management administration costs; and
· Is accessible anywhere via a standard internet browser.
11.13 The 4risk™ risk management system enables management’s ability to monitor and measure overall exposure to risk and examine the effectiveness of its control environment at all levels.
11.14 The risk management software gives the Risk Champions (and other approved users) the ability to update the status of assigned risks and actions removing this requirement from the risk management team.
11.15 The 4risk™ software allows actions to be identified and monitored.  Should an action remain outstanding approximately two weeks prior to the "action by" date is reached the system generates an email to the action owner to inform them that the action by date is approaching.  Further emails are sent if no action is forthcoming.  The Risk and Insurance Manager who has overall system administration rights to the software is aware of any action dates that are missed by the risk owner and can himself follow up on these. Overall 4risk™ provides an adequate and effective mechanism to monitor the actions that manage risks. 
11.16 Groups such as the Risk and Governance Board will, as well as Departmental Management Team meetings, identify future actions required to help manage risks.  Risk owners are then able themselves to populate 4risk™ with these agreed actions.
11.17 Comprehensive training has in the past been provided to key members of staff/officers within the Force. Since 2011, the Risk and Insurance Manager has trained selected staff on both 4risk™ (access and use of) along with the Forces risk management process and procedures. Although this is not rolled out to all staff it does capture the hierarchical roles, such as the newly appointed Strategic Finance Manager. The Risk and Insurance Manager will also brief the Senior Management Teams for each of the Commands/Business Areas, which is mainly on the process and procedure, as opposed to the risk software, although training on the software has been given to staff/officers, as required.  
11.18 The Force is currently in the process of procuring a new insurer, and it is proposed that at least two of the support days are made available for risk management training within the current insurance year (June 2018 to May 2019). Ranked Officers obtain their risk management training from the College of Policing as part of their progression.  Risk Management does not, however, feature as part of the induction training, other than for staff who are closely associated with risk management and related matters, such as business continuity.
	Operational
Effectiveness Matter: 1
	Consideration be given to including risk management training as an integral part of induction for all staff/officers.



	Reputational Risk: Failure to deliver in a manner that meets the expectations of the organisation.


11.19 Feedback received from Risk Champions clearly demonstrated that the risk management process works well for them. They were particularly complimentary of the Risk and Insurance Manager for his support and assistance both with the 4risk™ software application and in his risk awareness by bringing potential risks to other Managers attention. 
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