
       Minutes of the Joint Cleveland Audit Committee – Open Session

A meeting of the Cleveland Joint Audit Committee was held on Thursday 15th November 2018 in Cleveland Room 2, Cleveland Community Safety Hub. 

Present:
Mrs Ann O’Hanlon (Chair), Mr Stan Irwin, Mr Roman Pronyszyn, Mr Andrew Prest and Ms Gill Rollings 

Officials:
Office of the Police & Crime Commissioner for Cleveland 
Mr Barry Coppinger, Police & Crime Commissioner
Mr Simon Dennis, Chief Executive & Monitoring Officer
Miss Jennifer Yates, Commissioned Services Support Officer 

Cleveland Police
Mrs Helen McMillan, Acting Deputy Chief Constable (part of the meeting)
Mrs Joanne Gleeson, Chief Finance Officer
Mrs Cristiana Emsley, Head of Directorate of Standards and Ethics (part of the meeting)
Mr Paul Wyatt, Risk and Insurance Manager
Dr Phil Brooke, Information Security Officer (part of the meeting)
Mrs Joanne Monkman, Legal Adviser (part of the meeting)

External Audit – Mazars
Mr Campbell Dearden, Engagement Partner
Mr Gavin Barker, Engagement Lead

Internal Audit - TIAA
Mr Chris Harris, Audit Director 


Cleveland Police – update
From the 1st October 2018, the current DCC, Simon Nickless took a 6 month secondment with the College of Policing and is due to return in April 2019. Consequently, the Force have recruited an Acting DCC from Northumbria named Helen McMillan.  


568
Apologies for Absence
Mr Michael Porter, Chief Finance Officer & Deputy Chief Executive
Mr Andrew McCulloch, TIAA, Director of Audit
Miss Gill Currie, HMIC Liaison Officer


569
Declarations of Interest
None. 

The agenda was taken in the following order, Item: 3, 4, 5, 7, 8, 9, 10, 11, 12, 13, 6, 14, 15, 16, 17, 18, 19, 20
570

Open Minutes of the Previous Meeting held on 26th July 2018



The minutes were held and signed as a true record.

571
Item 4: Corporate Governance Framework Update – Report of the Chief Constable  


The Force Chief Finance Officer (CFO) provided Members with an update on amendments made to the Corporate Governance Framework to reflect the Revised Financial Code of Practice published in July 2018

Members raised a query at C3.5 with regards to the Audit Committee being responsible for adopting risk management. 

The Force CFO informed Members that this would be looked into and challenged if required.  


Members were informed that the updated framework will be published on the Force and OPCC websites after the meeting and a hard copy can be requested through the OPCC. 
Agreed that:

1. the Force CFO liaise with CIPFA regarding changes to C3.5
2. the report be noted. 

572
Item 5: Civil Claim Statistics – Report of the Chief Constable  


The Legal Adviser presented the Civil Claims Statistics report covering the period 1st March 2018 – 31st August 2018 which detailed the number and types of civil claims against the Force.  

The Force CFO informed Members that owing to annual leave commitments the reporting period concluded at the end of August, Members would normally receive data up to the end of September.  

There were 42 claims received during the period. These were 2 Employer’s Liability, 24 Public Liability, 12 Motor Liability and 4 Non Tribunal Employment Matters claims.            

During the period 31 claims were finalised, 61.3% of these were successfully defended/claim withdrawn. The sums paid out on claims finalised totalled £112,728. 

Members asked for clarification for the claims going back to the 1980s and 1990s.

The Legal Adviser explained that these were usually what were called long tail disease claims, for example, noise induced hearing loss may have incurred during firearms training a number of years ago but the limitation period doesn’t start until what is called the date of knowledge (i.e. detected). 

Members raised concerns at the table at 6.1 which showed the total sum paid on finalised cases was significantly higher in 17/18 compared to the previous year. 

Members were advised that figures do fluctuate year on year and the reason for the higher sum was for a particular claim which involved a number of claimants, details of this claim were provided at a previous Committee meeting. Exception reports are presented to the Committee when the amount payable in finalising the case is above the insurance ‘excess’ for that claim.
Agreed that: 


1. the report be noted

573
Item 6: Directorate of Standards and Ethics Update – Report of the Chief Constable 
The Head of Directorate of Standards and Ethics (DSE) provided an overview of the number and types of complaints received during the period 1st April – 30th September 2018.

Members were informed that the Transforming Professional Standards (TPS) programme is now drawing to a close after 18 months. A recent staff survey carried out to access the impact of the TPS programme on the workforce highlighted that 73% of staff had a positive impression of the DSE and 71% were aware of how to make contact with DSE.
The quality of investigations into complaints and customer satisfaction has improved significantly. Neither the Force nor the Independent Office for Police Conduct (IOPC) upheld any investigation appeals in Q1 and preliminary data for Q2 indicates that of the total number of 204 complaints investigated and finalised by the Force, only two were appealed to the IOPC. 

The Counter Corruption Unit is now fully staffed, having recruited both a full-time analyst and intelligence officer, in line with HMICFRS recommendations during their 2016 PEEL Inspection. The inspection highlighted that the CCU did not have sufficient capability to conduct lawful business monitoring to effectively identify and investigate corruption matters. As a consequence, an ‘audit tool’ was formally procured in March 2018. All DSE staff have been trained on the system and it is now deployed to over 500 desktops across the Force. 

Members were informed that the department manages and internally promotes the use of the Force’s anonymous email system. All intelligence and information that is received through this system is progressed, risk assessed and actioned. Members were informed that 1 recent use of the anonymous email system resulted in a misconduct hearing. 
The Head of DSE provided Members with an overview of the Information Management Unit which has recently been established by bringing together data protection, vetting, information security and disclosure and barring service (DBS). 

Members queried whether the Force have the resources to deal with over 30,000 DBS applications ever year. 

The Head of DSE informed Members that concerns have been raised at the high number of applications that Cleveland receive but feedback with regards to the quality of work has been constantly positive. 

Members pointed out the disparency of the average number of days to finalise complaint cases compared to the average number of days to finalise allegations by local investigation.
The Head of DSE informed Members that this was due to a complaint that had been received in 2015 which had 35 separate allegations which hadn’t been closed which has subsequently skewed the figures. The complaint has now been closed so Members will see a more current trend in future reports. 
Members asked what the difference was between the ‘no data’ and ‘none’ section on the disability chart under the section of recorded complaint data. 

Members were informed that these are the categories that the IOPC ask Force’s to record. 

Members asked for information to be circulated on the definition of the categories. 

The PCC wished to acknowledge the work that has been undertaken by the Head of DSE, in his opinion the department is now fit for purpose. 

Agreed that:

1. information to be provided on the definition of the categories for the recorded complaint data.  

2. the report be noted.

574
Item 7: Information Security Update – Report of the Chief Constable 

The Information Security Manager provided Members with a summary of information assurance (IA) activities that were performed during 2018. 
The Force continues with a governance framework including specialist IA roles: Senior Information Risk Owner (SIRO), Information Asset Owners, Information Security Manager (newly appointed in May 2018), and Data Protection Manager. 

Members asked who has taken over the role of SIRO in DCC Simon Nickless’ absence during his secondment. 

The Information Security Manager informed Members that Assistant Chief Officer, Brian Thomas has been interim SIRO.

The Force is registered with the Information Commissioner’s Office (ICO) and ensures compliance with GDPR and the Data Protection Act through the duties and responsibilities of the Data Protection Manager. 
All security incidents continue to be recorded, assessed and reviewed by the Information Security Manager. Where personal information is involved, the Data Protection Manager makes an assessment in relation to notifying the ICO.

Members asked for further information on the Force’s data breaches. 
The Information Security Manager informed Members that several of the data breaches have been paper documents which have been lost, dropped or placed inappropriately which have gotten into the public domain. To reduce the risk of this occurring in the future, officers and staff are encouraged to follow a clear desk policy and to upload any paper documents onto a computer by scanning them in and shredding the originals. 
The Police and Crime Commissioner informed Members that since the breaches a gold group has been formed which the PCC’s Chief Executive & Monitoring Officer attends. In addition to that, the PCC has undertaken 2 in depth scrutiny meetings with the Chief and has written to the ICO to inform them of the actions the Force have taken in regards to the breaches. 
Members asked when the Force will receive confirmation on the financial costs of the data breaches. 
The Force CFO informed Members that the Force is in regular contact with the ICO but they haven’t given any indication as of yet. 

Members reminded Officers that the ICO have a practice of allowing organisations to volunteer for an inspection to look at their systems and asked whether any thought has been given to inviting them to inspect. 
The Force CFO will speak to the Data Protection Manager and confirm.  
Agreed that: 
1.  the Force CFO to speak to the Data Protection Manager with regards to a voluntary ICO inspection. 
2. the report be noted.
575
Item 8: Cleveland Police Ethics Committees – Report of the Chief Constable



The Force CFO updated Members on the work of the Force’s Ethics Committees. 


The membership of the internal Committee includes the Strategic Partnership Director (SopraSteria), the Chief Executive & Monitoring Officer for the PCC and the Force Chaplain. There are 29 members in total. The Committee meets four times per year but there is also the capability to convene the Committee at short notice to consider time-critical issues.  


In addition to the Internal Ethics Committee, an external independent Ethics Committee was formed in May 2014 in collaboration with Durham Constabulary. The Committee is independent from the Force and is facilitated by the OPCCs offices in Cleveland and Durham. Any ethical dilemmas discussed within the Internal Committee can be referred to the External Committee for further consideration. 



Members asked whether the Force have any specific policy on staff members’ use of social media. AP offered to assist with the development of a Social Media and Electronic Communication Policy. 


The Force CFO informed Members that it is part of the Code of Conduct and advice and guidance is circulated regularly to officers and staff. 

Agreed that:
1. the Force CFO to arrange meeting with Committee Member, Andrew Prest to discuss Social Media and Electronic Communication Guidance. 

2. the report be noted. 

576
Item 9: Consolidated Report of the PCC Monitoring Officer 1 April 2016 – 31 March 2018 – Report of the PCC


The PCC Chief Executive and Monitoring Officer presented the report to Members covering 2 years. 


Members were informed that it’s a statutory role of the Monitoring Officer (MO) to address any actual or potential unlawfulness or maladministration arising from a proposal, decision or omission of the PCC. It is also the duty of the MO to prepare a formal report on any such matter to the Police& Crime Panel. 

During the time period there have been no formal reports to the Police & Crime Panel and no formal public complaints made against OPCC staff. 

The MO meets regularly with the Force’s Senior Legal Advisor to discuss matters of common interest in relation to lawful corporate decision making and overall legal and litigation risks. 

The PCC commended the work of the MO and informed Members that the MO had provided support and advice to a number of PCCs on difficult issues and is highly regarded nationally.   
Agreed that:

1. the report be noted.
577
Item 10: Annual Audit Letter - CC – Report of External Audit

The External Auditor confirmed that a clean opinion on the financial statements and the Value for Money conclusion was issued on 27th July 2018 and there were no matters arising.

The timetable for the production of the accounts and for the audit was brought forward this year which had a significant impact on the preparation of the financial statements. Although the process was challenging for both organisations the External Auditor was pleased to inform Members that this went smoothly with no issues arising. 


The External Auditor wished to record his thanks for the cooperation of the Finance Teams, officers and Chief Constable. 
Agreed that:

1. the report be noted.

578

Item 11: Annual Audit Letter – PCC – Report of External Audit 

The External Auditor confirmed that a clean opinion on the financial statements and the Value for Money conclusion was issued on 27th July 2018 and there were no matters arising.



Members were informed that an extra risk is in the OPCC report, as revenue recognition is an issue for the OPCC accounts rather than the Force. 

The External Auditor wished to record his thanks for the cooperation of the Finance Teams, officers and PCC. 

Agreed that:

1. the report be noted. 

579

Item 12: Audit Progress Report – Report of External Audit



The External Auditor informed Members that Gavin Baker has taken over from Cameron Waddell as the Engagement Lead. 



Members were informed that the initial planning work had begun in relation to the 2018/19 audit. 


The External Audit will issue their Audit Strategy Memorandum to the Committee on completion of the planning and risk assessment, which will set out the risks they have identified for the PCC and Chief Constable and the programme of work planned to carry out in response to those risks. 



The Chair of the Committee informed Members that she attended the Local Audit Quality Forum (LAQF) back in April and has been notified that another LAQF is behind held in Manchester on 3rd December 2018 should any Member wish to attend.



Members requested that the logos used within the document are updated with a higher quality version.  



The Chair asked External Audit to pass on the Audit Committee thanks and best wishes to Cameron Waddell and look forward to working with Gavin Barker. 


Agreed that:

1. Members to liaise with Jennifer Yates with regards to their attendance at the LAQF.

2. the report be noted.  
580

Item 13: Internal Audit Recommendations Update – Report of the Chief Constable 



The Force CFO informed Members that the current register incudes 30 recommendations; of which 4 are from the previous Internal Auditor, RSM and 26 from TIAA, the current Internal Auditor. These actions are being monitored, with regular updates provided by their owners.



Of the 30 recommendations 13 have been identified as complete by the Force; as these have to be signed off by the auditors they remain on the action plan as ‘closed locally awaiting sign off’. 



Members were informed that the red, amber, green status on the register reflects the weighting of the recommendation identified by the auditor rather than the completion status. 



Members asked for the colours on the register to be changed to reflect the implementation of the recommendation instead.  



Members queried recommendation number 270 which related to an implementation review which had a revised implementation date of April 2019. Looking at the list of actions that have been undertaken Members had the impression that an implementation review had been done. 


The Force CFO confirmed an implementation review had been completed and this recommendation could be closed. 



Members asked why a request has been made for recommendation 299 to be withdrawn.



The Force CFO informed Members that the Force are seeking clarification from Internal Audit as they believe all work has been completed. 



Members focused their attention on recommendation 280. A single Windows 2003 server still remains in service which was due to be decommissioned in June 2018 which has now been moved to December 2018. Members asked whether any extra security parameters had been put in place whilst waiting for the server to be decommissioned.  



The Force CFO informed Members that the remaining machine is separate to the rest of the organisation which is isolated and has no access to any other parts of the network. The server holds the Force’s vetting system, I-Vet which is currently being re-procured with another system which is due to go live imminently. 



Members asked whether there was a back-up server if Windows 2003 failed. 


The Force CFO confirmed that she would check outside of the meeting whether there was a back-up procedure in place and this information would be circulated to Members. 

Agreed that:

1. the colours on the register to be changed to show the implementation of the recommendation. 

2. check back-up procedure for I-Vet. 

3. the report be noted. 
581
Item 14: Internal Audit Progress Report – Report of Internal Audit


The Internal Auditor provided an update on the progress of work undertaken as at 19th October 2018. 

Since the previous meeting 4 audits had been finalised, with all 4 issued a substantial assurance rating. 
The Internal Auditor reassured Members that the planning of the audits are agreed with both the Force’s and PCC’s CFO’s. All audits carried out are reviewed by both the Business Support team and a Director at Internal Audit to check the recommendations and to confirm the assurance levels are correct.   
Members were informed that following discussions with senior management and the OPCC the days set aside for contingency will be utilised to undertake a an audit to review the Sexual Assault Referral Centre Contract.
Agreed that:

1. the report be noted. 

582
Item 15: Assurance Review of Governance – Transformation and Change Management – Report of Internal Audit 



The Internal Auditor informed Members that the audit revealed that the transformation and change projects had been well managed. The project selected for review had followed Prince2 principles and was being successfully delivered. 



Members asked whether all officers and staff based at the previous headquarters at Ladgate Lane had moved to the new Community Safety Hub (CSH). 


The Force CFO informed Members that there was spare capacity throughout the estate so although the majority of staff and officers relocated to the CSH a number of departments moved to other buildings within the Force.


There was 1 recommendation outlined from the audit, which was classed as operational.
The overall assurance assessment; substantial assurance.


Agreed that: 

1. the report be noted.
583
Item 16: Assurance Review of Overtime, Expenses and Additional Payments – Report of Internal Audit 


The Internal Auditor informed Members that the audit considered the arrangements for overtime, expenses and additional payment transactions for compliance with policy and procedures. This included overtime, mileage, car parking, meals, train travel and accommodation.
Members expressed their concerns at a paper based expenses system. 

The Force CFO explained that all expenses are claimed via an electronic system and the papers receipts are checked to avoid them being overwritten. 
There were 2 recommendations outlined from the audit, which were both classed as routine.
The overall assurance assessment; substantial assurance.


Agreed that: 

1. the report be noted.

584
Item 17: Assurance Review of Estates Management - Procurement – Report of Internal Audit 


The Internal Auditor informed Members the audit assessed the adequacy and effectiveness of the internal controls in place at the Force for managing the procurement of estate assets and estate services. 

The Internal Auditor explained that detailed documentation was made available to support each stage of the procurement process for a sample of contracts selected. 
There were 2 recommendations outlined from the audit, 1 classed as routine and the other operational. 
The overall assurance assessment; substantial assurance.


Agreed that: 

1. the report be noted.

585
Any other business

The Chair requested that a Force structure is brought to the next meeting in February 2019.
586
Exclusion of the Press and Public
Agreed that:

1. pursuant to the Local Government Act 1972 and the press and public be excluded from the meeting under Paragraph 7 of Part 1 of Schedule 12A to the Act.
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