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1 EXECUTIVE SUMMARY
1.1 Background

A random seized cash spot check was undertaken at Redcar and Cleveland, Hartlepool and Middlesbrough
headquarters as part of the approved internal audit plan for 2016/17.

ar and the
officer is

Cash seized from operations or found cash is placed into sealed evidence bags by the Responsik

or's safe and
the details are recorded both electronically on the IRIS system and manually on to ' er.\ Cash is sent to the
Central Cash Team on an ad-hoc basis and the safe register is signed t > |IRIS system is
then updated by the Central Cash Team to reflect that the cash collected

Cash Store.
It is the responsibility of the Response Inspector to ensure that the ate and that the cash is sent
to the centralised cash store on a regular basis. i i Cash Team to ensure that the

cash records are accurate and that the cash held at Mi

1.2 Conclusion

Our review established that there were a number of ntrol framework was not being adhered to and
has resulted in high and medium manage i i

e Cash items on the IRIS reports did not rec
Hartlepool headquarters. (Medium)
e Details recorded on IRIS for cas s we tested, were not sufficient. (Medium)

e There was no record of a entral Cash Team of cash held at the Redcar and Cleveland,

eadquarters was not sufficient. (Medium)
r and Cleveland, and Hartlepool headquarters were not stored securely. (High)

afe had not been recorded on the manual safe registers in all instances at Redcar and
eadquarters. (High)

onfirm that there were some well-designed controls and testing confirmed that these three controls
onsistently applied for the locations stated, in particular:

Our review d
were correctly ai

e Seized cash held in the safe at Middlesbrough headquarters had been audited on a monthly basis by the Enquiry
Office and Central Cash Team.
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e Petty cash held at Middlesbrough headquarters had been reconciled by the Central Cash Team, on a weekly basis,
and by the Enquiry Office and Central Cash Team on a monthly basis. Any discrepancies were investigated and
explained on the reconciliation form.

e Access to the safes at Middlesbrough headquarters were appropriately restricted to two members of the Cash
Team and required a passcode for entry that was changed regularly.

Further details of the one low priority management action is detailed in section three of this report.

1.3 Additional information to support our conclusion

Agreed actions

Low Medium

Seized Cash 0

™

Police and Crime Commissioner for
Cleveland and Cleveland Police / Seized Cash

RESTRICTED Spot Checks — Redcar and Cleveland,
Hartlepool and Middlesbrough15.16/17 | 3



2 ACTION PLAN

Categorisation of internal audit findings

Priority Definition

Low There is scope for enhancing control or improving efficiency and quality.

Medium Timely management attention is necessary. This is an internal control risk management issue that could
lead to: Financial losses which could affect the effective function of a department/loss of controls or
process being audited or possible reputational damage, negative publicity in local or regional media.

High Immediate management attention is necessary. This is a serious internal control or risk management
issue that may lead to: Substantial losses, violation of corporate strategies, palicies or.values,
reputational damage, negative publicity in national or international media or adverse regulatory impact,
such as loss of operating licences or material fines.

The table below sets out the actions agreed by management to address the findings:

Ref Findings summary Priority Actions for management Implementation Responsible

date owner

Area: Reconciliation of cash to underlying records

3.1.1 Cash items on the IRIS Medium  Procedures will be re-issued by End March 2017 Enquiry Office
reports did not reconcile with the Central Cash Team to and Central
the manual safe registers at confirm that all seized cash is to Cash Team,
Redcar and Cleveland, and be logged on the manual safe Team Leader &
Hartlepool headquarters. registers and on the IRIS Ch/Insp for

system when it is put into the each site

A non-cash item was logged local cash safe. The
on IRIS and held in the safe procedures will also include
for Redcar and Cleveland confirmation that only cash
headquarters. items should be held in the safe

and input onto IRIS.

The Ch/Insp of each site will
take their management teams
through these re-issued
procedures to ensure consistent
use.
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Ref Findings summary Priority Actions for management Implementation Responsible

date owner

There was not sufficient Medium  As above. The re-issued End March 2017  Enquiry Office
detail recorded on IRIS of procedures will also highlight and Central
the contents of seized cash that all evidence bags must be Cash Team,
bags. signed by the officer who is Team Leader &

putting the seized cash into the Ch/Insp for
Officers were not signing the safe as well as having enough each site
evidence bags in all of the detail input into the IRIS system
cases we tested. to enable the contents of the

cash bags to be identified.

The Ch/Insp of each site will
take their management teams
through these re-issued
procedures to ensure consistent

use.

¢
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Ref Findings summary Priority Actions for management Implementation Responsible
date owner

Area: Safe Audits

3.1.2 Evidence was not retained of Medium The Central Cash Team End June 2017 Head of Finance

reconciliations of IRIS and
the contents of the safes at
Redcar and Cleveland, and
Hartlepool headquarters

and the Finance / Treasury
Team will undertake
quarterly independent
audits of the seized cash
within the safes at
Hartlepool, Stockton and
Redcar and Cleveland.

Area: Banking of cash
3.1.3 Insurance limits were not Medium  The Force has successfully Immediately Head of Finance
sufficient at the procured a further seized
Middlesbrough cash insurance policy
headquarters. which is already in use.
Area: Access to the Safe
3.1.4 The safe keys for Redcar High Keys at Redcar should stay New system to be Ch/lnsp’s
and Cleveland, and on the person of the duty  fully operational by  Hartlepool &
Hartlepool headquarters sergeant. the end of June Redcar.
were not kept in a secure 2017.
location. Hartlepool have had a new
key cabinet fitted in the
Any officer in the building sergeants’ office and each New system —
could get access to the safe sergeant has been given a BTU and
if there was no one else in keytoit. A direct Chl/insp’s for all
the rooms they were held in. instruction has been issued sites
by the Ch/Insp that the
cash safe key must be
permanently stored in the
new locked cabinet and
that the cabinet keys are to
remain with the sergeants
and not on their desks.
This will be regularly
checked by the Ch/Insp at
Hartlepool to ensure
compliance with the
instruction.
A further Force wide
solution to the safe key
issue is the introduction of
a new electronic key
cabinet system (due to be
procured and implemented
Police and Crime Commissioner for
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Ref Findings summary Priority Actions for management Implementation Responsible

date owner

in Q1 of 2017/18).

In this solution the cash
safe keys will be stored in
the electronic system with
restricted access. The
management software will
allow the Force to set it up
so that the cash safe keys
will only be released with
two ID cards presented,
the supervisor (sergeant or
above) and the officer
disposing of the seized
cash. The system will
register every incident
where the keys are
removed / replaced and
which officers were
responsible including the
date and time. Post
implementation reviews will
take place including
checking corresponding
entries on safe registers
and IRIS.
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Ref Findings summary Priority Actions for management Implementation Responsible

date owner

Area: Cash removal from safes

3.1.5 There were some cases High Within the re-issued cash  End of March 2017  Enquiry Office
where cash removed from safe procedures it will be and Central Cash
the safe was not being highlighted that all sites Team, Team
recorded correctly on the should ensure that when Leader &
safe registers at Redcar and cash in their safe is Ch/Insp’s for
Cleveland, and Hartlepool removed / transferred to each site
headquarters. the central cash team the

values are correctly signed
There were also some cases out of the safe register and
where cash removed from the IRIS system.

the safe was not being
correctly logged out on IRIS
at Hartlepool and
Middlesbrough
headquarters.

N 4

¢

S\
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3 DETAILED FINDINGS
3.1 Seized Cash

3.1.1 Reconciliation of cash to underlying records

Due to the volume of seized cash (which can run into hundreds of thousands) received iddlesbrough

headquarters, no manual record of seized cash is kept for the contents of the safes. Ho we did review
the manual records held in the Inspectors’ safes at both Hartlepool, and Redcar and Clevel eadquarters
and reconciled these to the IRIS system and identified the following:

Hartlepool headquarters

e We obtained and reviewed a report from IRIS showing the cash items exp t the time
of the audit and the manual safe register held in the safe. Of the 17 iten
cash items were held in the safe in 15 cases.

the safe register with an incident number instead of a 'P' number; : dentify it by matching its
value on the IRIS report to the value on the safe register.

Redcar and Cleveland headquarters

e Review of a report from IRIS showing th

supposed to be stored.

e One bag had blue tape i ized cash. We were advised this had been put in a bag by an

been aware that they had to separate other items from cash

RIS, leading to potential financial loss for the Force.

edium)

dures will be re-issued by the Central Cash Team to confirm that all seized cash is to be logged on
anual safe registers and on the IRIS system when it is put into the local cash safe. The procedures
include confirmation that only cash items should be held in the safe and input onto IRIS.

The Ch/Insp of each site will take their management teams through these re-issued procedures to ensure
consistent use.

We also reviewed the cash actually held in the Inspector’s safe at Hartlepool, Redcar and Cleveland and
Middlesbrough headquarters and checked this back to IRIS records, the following was noted:
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Hartlepool headquarters

e 15 out of 17 cash items on the IRIS report were in the safe.

e The two items that were not in the safe were the same two items that had been recorded as removed on
the safe register.

e In 15 cases, the value of the cash recorded on IRIS agreed to the value recorded on
safe. The other two did not have details of the bag value on the IRIS report.

cash bags in the

e There was one cash bag in the safe that was not on the safe register or on the IRIS
e One evidence bag had not been signed by the officer.

Redcar and Cleveland headquarters

e We confirmed that all six bags on the IRIS report were in the safe.
e One bag did not have any details recorded on IRIS of the valu

e All bags had been signed by the officer.

Middlesbrough headquarters ‘

e Of the 111 bags that should have been in the s to t IS report, we found there were 110
bags in the safe.

e One bag that was marked 'in' th
England on 7" December 2016, correctly checked out on IRIS.

As above. The re-iss 0 also highlight that all evidence bags must be signed by the officer
into the safe as well as having enough detail input into the IRIS system to

Safe audits at Hartlepool ,and Redcar and Cleveland headquarters

The Central Cash Team regularly send a copy of the most up-to-date IRIS report to the Inspector on duty at
Redcar and Cleveland, and Hartlepool headquarters and asks them to confirm if the contents of the safe
reconcile with the report.

No evidence was retained of the Inspectors’ replies.
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Management Action (Medium)

The Central Cash Team and the Finance / Treasury Team will undertake quarterly independent audits of the
seized cash within the safes at Hartlepool, Stockton and Redcar and Cleveland.

Safe audits at Middlesbrough headquarters

e We confirmed monthly safe audits had been carried out and signed by the Enquiry O
Team - Team Leader every month since they took over this task in June 2016. The May &
audits had been completed by the previous Business Support Team Leader

and Central Cash
April 2016

e There was one discrepancy in the monthly audits in May 2016 — this had been inve

gated and ved,
with details being recorded on the reconciliation sheet.

of the Finance Team and a member of the Cash Team, and t p epancies resulting from
the audits.

3.1.3 Banking of cash

We confirmed that banking of seized cash had been carrie
sample of five weekly banking sheets matched‘] the v

There is only a petty cash float at the Middlesbrou eviewed the arrangements for petty
cash and found the following:

¢ We confirmed that the petty cas nthly.
e Petty cash is reconciled on a mo
There was a discrepancy in N
sheet.

nquiry Office and Central Cash Team - Team Leader.
as investigated and explained on the reconciliation

e Petty cash is also reconc

basis by a member of the Cash Team, there were discrepancies
relating to the November

y above, this was explained for all weeks that it was present.

e The petty cas

n the Cash Team's office, but this safe was only insured for a £3,000
limit. Howeve

petty cash reconciliations found that there was always over £10,000 in the

e In one case, the form had not been signed by the officer to confirm they had received the money.

Due to this, we tested a further two petty cash claims and confirmed in both these cases that they had been
signed by the receiving officer and had receipts attached.
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3.14

Access to the safe and insurance limits
We reviewed access to the safes for seized cash at each site and found the following:

Hartlepool headquarters

e The safe was stored in the Duty Response Inspector's office and the key to the safe was kept in the Duty
Response Sergeant's office; however, it was kept on the desk, not in a drawer or othe

Redcar and Cleveland headquarters

e The safe was in the Duty Inspector’s room and required a key access. The key wasg
that also requires a key for access. The key for this locker was kept on the shelves

insurance claims the Force may need to make.

Management Action (High)

Keys at Redcar should stay on the person of the duty serge

Hartlepool have had a new key cabinet fitted in
key to it. A direct instruction has been issued by
stored in the new locked cabinet and that the cabin
desks. This will be regularly checked by the C

ach sergeant has been given a
safe key must be permanently
ith the sergeants and not on their
sure compliance with the instruction.

A further Force wide solution to the i i tion of a new electronic key cabinet system

two ID cards presented, the
The system will register eve
responsible including the date
corresponding entri

above) and the officer disposing of the seized cash.
the keys are removed / replaced and which officers were
t implementation reviews will take place including checking

the maximum amount insured to be stored in the safe at Redcar and Cleveland headquarters was ‘unknown’.

The current value of seized cash held in the Hartlepool headquarters safe was below £1,000; the current value
held in Redcar and Cleveland headquarters safe was £54.03, plus an unknown amount of Canadian currency.
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From 18 January 2017, the cover on the insurance policy for money in the custody of the regional Crime
Investigation Operations had been uplifted to £200,000. The IRIS report did not list the total value that was
currently in the safe, and the entries on the report did not always detail how much cash was in each evidence
bag (as some of the cash seized is immediately bagged for forensic purposes) therefore we were unable to
confirm that the cash held in the safe, at the time of our audit visit, was within the safe insurance limits.

3.1.5 Removal of cash from the safe

The report from IRIS shows if cash is in the safe or if it has been taken out but will be ret
will be marked as 'out' on the report. At each site, we found the following:

d, in which case it

Hartlepool headquarters

e There were no removed items on the IRIS report, so all cash on the report should ha

as removed were not in the safe or on the IRIS report, so they

Redcar and Cleveland headquarters

all cases.

Middlesbrough headquarter:

e There were 80 t' on the IRIS report.

° testing or to another agent.

ency and had been moved to the Finance Team at Cleveland Police
hecked out to an officer in October 2016 and had not been returned. The Cash Team
investigated this item and found that it had been taken to a court case on the day it was checked out,

e officer had not updated IRIS to reflect this.

If cash items’ are not recorded correctly when they are removed from the safe there is a risk that they could be
misplaced, leading to financial loss for the Force.

Management Action (High)

Within the re-issued cash safe procedures it will be highlighted that all sites should ensure that when cash in
their safe is removed/transferred to the central cash team the values are correctly signed out of the safe
register and the IRIS system.
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APPENDIX A: SCOPE

Scope of the review

To evaluate the adequacy of risk management and control within the system and the extent to which controls have
been applied, with a view to providing an opinion. The scope was planned to provide assurance on the controls and
mitigations in place relating to the following area:

Objective of the area under review

effectively recorded on the IRIS Property System, in compliance with the Effective Manageme
in compliance with the Effective Management of Property in Police Possession Guidance,.

consideration and limitations were agreed:

Areas for consideration:

e Reconciliation of the seized cash recorded on the IRIS system t eld by the Response
Inspector.

e Spot check of the seized cash actually held in the safes reed to the IRIS system and the
Response Inspector’s records.

e Review of the performance of safe audits,each
e Review of whether the seized cash held in ed the safe insurance limits.
e Consideration of access to the safe i is was restricted to authorised staff.

e Review of the process for seized from the safe to confirm that it had been signed off appropriately
and a signed receipt issued, whe

ample basis from transactions in the current financial year and therefore we will not
legitimate or valid or that policies and procedures had been complied with in all
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APPENDIX B: FURTHER INFORMATION

Persons interviewed during the audit:
e Helen Tavinder, Enquiry Office and Central Cash Team - Team Leader
e Danielle Ventress, Cash Team Assistant

e Alex Simpson, Front Desk Support Officer
Documentation reviewed during the audit:

e |RIS system reports

o Safe registers

o Petty cash claim

e Petty cash reconciliations

e Seized and found cash banking sheets

e |nsurance policy ‘

o Weekly / monthly / quarterly safe audits
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FOR FURTHER INFORMATION CONTACT

Daniel Harris, Head of Internal
Audit

Tel: 07792 948767

Daniel.Harris@rsmuk.com

Angela Ward, Senior Manager

Tel: 07966 091471

Angela.Ward@rsmuk.com K\O

Philip Church, Client Manager
Tel: 07528 970082

Philip.Church@rsmuk.com
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