
Minutes of the Joint Cleveland Audit Committee – Open Session
A meeting of the Cleveland Joint Audit Committee was held on Friday 16 December 2016 in the PCC’s Conference Room, Cleveland Police Headquarters.

Present:
Mrs Ann O’Hanlon (Chair), Mr Stan Irwin, Mr Gerard Walsh, Mr Aslam Hanif and Mr Roman Pronyszyn.

Officials:
Mr Michael Porter, Mrs Elise Pout, and Mrs Hazel Thompson (Office of the Police and Crime Commissioner),

Mr Graeme Slaughter, Mr Andrew French, and Mr Neil Deluce, (Cleveland Police)
Ms Diane Harold and Mr Cameron Waddell (External Audit)

Ms Angela Ward (Internal Audit)

364
Apologies for Absence
Apologies for absence were received from DCC Simon Nickless, Mr Simon Dennis and Mr Barry Coppinger.

365
Declaration of Interest
A Declaration of Interest was received from the External Auditor in relation to Item 18:  Appointment of External Auditor – Joint Report of the Chief Constable and Police and Crime Commissioner.  It was considered that this was a process issue and that representatives could remain if they wished to do so.
The agenda was taken in the following order, item: 6, 5, 4, 7, 8, 9, 10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20 and 21.
366

Open Minutes of the Previous Meeting held on 22 September 2016
Members were advised of an amendment to Item 351,

‘Members were advised that a lot of work remains to be done to meet the earlier timescales for completing the accounts next year’.  Amendment agreed that ‘next year’ should read ‘in 2017-2018’.

Agreed that:

1. The minutes were held as a true record with minor amendment as detailed above.
367
Item 4: Professional Standards Report – Report of the Chief Constable

The Chief Finance Officer presented the report on behalf of the Chief Constable.  Members were informed of the headline figures of recorded complaints as detailed in the report and it was highlighted that these made up only 0.2% of total incidents recorded by the Force.

It was noted a professional training programme had been identified for staff working within the Professional Standards Department.  This was considered a crucial area and that focussed training was essential for staff working within this area of the organisation.

Members requested further feedback on the incident regarding a number of complaints against an Officer who had had a gun and knife drawn on him.  There was concern raised regarding the impact this incident had had on the Officer and requested to know what support processes were in place to identify these types of issues before they are highlighted through the complaints process.  This information would be circulated to Members.
Members requested further clarification of the figures provided around suspended Officers, in terms of whether figures included new suspensions.  It was also requested whether information could be provided around length of suspensions and what the cost implications of these are to the organisation.  This request would be reported back to the Department for inclusion in future reports.
Feedback was received from Members in relation to the ‘lessons learnt’ information and it was agreed the preference was for a snapshot of the key issues rather than the full dialogue currently provided.

Members sought assurances from the Force regarding the use of social media and whether the Force had a robust policy around this subject.  It was confirmed the Force had recently updated its policy on the use of social media and that this was an area that was monitored and inappropriate use was addressed.  Further information would be circulated to Members regarding the types of education the Force currently carried out on this subject.

Agreed that:

1. Report be noted with the following actions:

· further information would be circulated to Members regarding the proposed PSD training;

· further explanation of the suspension figures to provide greater clarity of numbers and impact to organisation;

· feedback regarding the incident highlighted where Officer had had a gun drawn on him;

· lessons learnt information to be revised to present a snapshot of key issues;

· information would be circulated regarding types of education the Force carried out around the use of social media;

368
Item 5: Information Security Update – Report of the Chief Constable
The Force Security Manager presented the report which provided continued assurances that Cleveland Police had implemented the necessary systems and processes to protect information held by the Force and it had continued to meet the national security guidelines to protect information held by the Police Service.

Members were informed of the current governance framework which met national standards and mandated a requirement for key roles to be embedded within the management structure.  These roles were responsible for information security within the organisation.  As part of this framework the Deputy Chief Constable chairs a quarterly Governance Board which discussed all aspects of information security.

Members were informed that mandatory training had been delivered to all staff in terms of management and handling of personal data and the new Government Security Classification Scheme.

It was reported that there had been no ISO referrals during the reporting year and that the Force was in a good position in relation to its governance.

Members were informed regarding the activities undertaken by the Force to ensure continued compliance with the national frameworks and policies.  These included those required for connection to the Police Services Network (PSN).  This is the core network used by other public sector partners.  Additionally, further compliance was required for access to the PSN for policing.  The Force was issued with a twelve month certificate in October which ensures continued connection to both PSN and PSN for policing.  It was also noted that Cleveland is only one of two Forces who have approval for both network.

Members were informed the Force had received the Cyber Essentials Certification which demonstrated that robust control mechanisms and processes where in place to protect the Force from internet threats, for example, viruses and phishing attacks.

It was reported an external company had undertaken penetration testing and this assisted the Force in the identification of vulnerabilities in relation to the security of the Force network.  This review identified no critical vulnerabilities, five high and twenty-eight medium.  Members were informed that all the high vulnerabilities identified had been addressed and a remedial plan is in place to address the medium vulnerabilities of which ten are outstanding.

Following a question about protected monitoring it was confirmed that the Force closely monitors threats to the Force network.  This is through the control mechanisms already embedded and the Force is part of the national and regional monitoring scheme and cyber information sharing platform.  These schemes enabled information sharing which assisted the organisation to identify, analyse and assess potential risks.

A question was raised regarding the management of staff training.  Members were informed that mandatory training was carried out annually and included both information security and data protection.  Records were maintained of all staff and partners trained, and a process was in place to identify staff who had not attended.  

Within the report reference was made to a lost notebook and further clarification was requested as it was noted that there were no reported incidences to ISO.  It was confirmed that a damage impact assessment had been carried out together with consideration against the ISO criteria.  Following which it was decided that no referral was necessary as no personal data was at risk.  It was reported the notebook had now been located.

Agreed that report be noted and:

1. requested that annual certification is followed through at December meeting so members receive updates annually.  To be included in the forward planning.

369
Item 6: Cleveland Police Ethics Committees – Report of the Chief Constable
Inspector Neil Deluce presented the report updating Members on the development of the Cleveland and Durham External Ethics Committee.  The report also contained a summary of issues considered in 2016 which are detailed at Appendix 1.  This Committee currently has nine volunteer members and is looking to increase its membership to no more than twelve.  Ethics issues discussed by this Committee are published on the Force website which will also include ‘pen portraits’ of each member.  It was confirmed that the terms of reference for this Committee makes provision for membership to be reviewed after three years.
Agreed that

1. the report be noted.
370
Item 7: Annual Governance Statement 2015/2016 – Report of the Chief Constable
The Chief Finance Officer presented the Annual Governance Statement.  Members attention was drawn to the appendices of the report which set out the progress the Force was making in addressing the issues raised in the review.  Further information was provided to Members in relation to the interventions during the year through the Everyone Matters Project Team.
Members were informed that the Force had invested heavily to improve data integrity and it was now appropriate to have a formal review of this area and report back to this group.

It was reported to Members that the property management document had been updated and highlighted a reduction in the number of items of property.  This area of the work will continue to be driven by the Property User Group.

Members were updated on the current financial position following the recent announcement around grant funding.  The commitment from Government to maintain flat line funding has been honoured however the grant has been reduced from 0.6 to 1.3% owing to the grown in our tax base.  The impact of this will be that the precept will need to be raised.  This equates to £600,000 of savings which have not been factored into the plan, however these are not significant enough to change the programme of works.  It was reported that the Force still expected to be in a balanced position.
An update was requested in relation to the number of property items left in the Central Property Store.  It was agreed this would be reported back to the group.

Agreed that report is noted and:

1 information provided to Members around the number of outstanding property items held in the Central Property Store.

371
Item 8: Annual Governance Statement 2015/2016 – Report of the Police and Crime Commissioner

The PCC’s Chief Finance Officer presented to the PCC’s Annual Governance Statement and noted that some areas of the report mirrored those of the Force in relation to performance and the strategic direction that the PCC has given in relation to organisational issues.
Members were informed that changes have been made to how the OPCC undertakes scrutiny of the actions of the Force.  The recent appointment of Elise Pout, Standards and Scrutiny Manager, will ensure that progress will continue to be made in this area.

As mentioned previously the Everyone Matters programme will continue to be a strategic governance issue into 2017/2018.  The significant work already completed was acknowledged but it was recognised that this was not a short term fix and remained a high priority for both organisations. 

Members were informed of the focus on Victims Referral Services which were now commissioned locally.  This had significantly improved the delivery of these services and better governance arrangements were now in place.  A question was raised whether there was any performance management information published for this contract.  It was explained that performance data goes to the designated governance boards set out in the report.  The services are being provided in line with the Service Level Agreements and feedback from practitioners is more positive in comparison to the previous arrangements 

It was reported grants commissioning is an area that continued to improve and will remain a focus for 2017/2018.  The new role was now embedded and had enabled processes and reporting requirements to be implemented for greater compliance and assurance.
Agreed that

1. the report be noted.

372
Item 9: Annual Audit Letter - Chief Constable - Report of the External Auditor
The External Auditor informed Members that the Annual Audit Letter is a summary of what has been previously reported to the Committee during the year.  The Auditor highlighted the section in the report which detailed the elements of the Auditor’s responsibilities and the latter part of the report which documented the key challenges.  These included the risks facing Cleveland Police and the focus for the coming year.  The Auditor informed Members that this would be supplemented by a more detailed audit plan which will be brought to the next meeting.
It was confirmed that the annual audit letter would be published on the website.
Agreed that:
1. the report be noted.

373
Item 10: Annual Audit Letter – Police and Crime Commissioner – Report of the External Audit
The External Auditor informed Members of the Annual Audit Letter for the PCC which was closely aligned to the Annual Audit Letter for the Chief Constable.  The Auditor will also issue a report to the National Audit Office on the Government Account Return.
The Key Messages at page 5 and Future Challenges at page 15 were covered in detail and there were no questions from Members.

Agreed that:

1. the report be noted.

374
Item 11: Audit Progress Report – Report of External Auditor
The External Auditor presented the 2016 Audit Progress Report to the Committee.  Members were informed arrangements are being made to arrange visits to undertake some interim testing work.  Once this work is completed the Audit Strategy Memorandum will be presented to the Committee.
Members were informed of the annual accounts workshops scheduled for February which would assist staff in readiness for the account process in May/June.

The Auditor explained to Members the changes to the service reporting codes of practice, a change identified through the Client Satisfaction Surveys.  In summary, bodies are now allowed to report in line with their own management reporting processes; this should be easier for the organisation to compare internal financial reporting against its external financial reporting.
Members were informed of the change to the annual governance statement guidance which now included a Police specific chapter that will need to be followed in the next financial year.

The Auditor explained the Annual Regulatory Compliance and Quality Report which provided a framework for the Committee to seek assurances of the work carried out by the External Auditor.   Reference was made to Page 6 of this report which outlined how compliance had been achieved.  It was reported that the External Auditor had been rated ‘green’ for the third consecutive year as well as achieving the highest client satisfaction rating.  The Cleveland file was also reviewed as part of this framework last year and received an ‘A’ grade.
There were no questions from Members.

Agreed that:

1. the report be noted.

375

Item 12: Audit Progress Report – Report of Internal Auditor
The Internal Auditor presented the Internal Audit Progress Report to the Committee.  It was reported that the progress paper was in line with the timetable and documented one substantial and three partial assurances.

It was reported that the partial assurances demonstrated how the organisation had progressed and added value and suggested the organisation concentrated on following up the high and medium priority recommendations that impacted on the annual opinion.  These included: ICT data, grants, firearms and tasers.  It was proposed that a review is carried out in February as opposed to January in order for the Force and the PCC to address these management actions.  It was confirmed by representatives of the Force and the PCC that this proposal was acceptable.  It was noted that a verbal update will be provided to the Committee in March.
The Auditor made reference to page 6 of the report where it was reported that a member of the PCC team had shadowed the internal Audit Team.  This had provided greater understanding around audit expectations and knowledge of commissioning within the PCC Team.

Members were informed of the risk register analysis, an exercise where the top ten risks from the organisation and OPCC were documented.  It was confirmed that Members would receive a copy of this analysis.
Agreed that the report be noted and:

1. copy of risk register anaylsis to be circulated to Members.

376

Item 13: Key Financial Controls – Report of the Internal Auditor
The Internal Auditor presented the report to Members regarding the key financial controls which highlighted two low priority recommendations.  It was reported that both these management actions had been implemented.  There were no questions from Members.
The report provided substantial assurance to the Chief Constable and PCC.

Agreed that:

1. the report be noted.

377

Item 14: Estate Management – Lockers – Report of the Internal Auditor

The Internal Auditor outlined the purpose of the report was to gain understanding of the space utilisation, costs and requirements in light of the organisation looking to relocate premises.  The previous process for the management of lockers was explained and as part of this review staff on site and users of lockers had been consulted.
It was reported that staff were aware of the process but there were no formal documented processes.  This had an impact on the reconciliation of and management of lockers in terms of owner and location.  Partial assurance had been reported with one high and two medium priorities to be addressed.  It was confirmed this would not impact on the Annual Audit Opinion.
Members were informed the report confirmed what was already known and the work required will be picked up by the Transition Team and managed as part of the relocation project.
The report provided partial assurance to the Chief Constable and PCC.

Agreed that:

1. the report be noted.

378

Item 15: Grants – Report of the Internal Auditor
The Internal Auditor presented the report to Members which provided an update on the progress of this review.  This report was commissioned to ensure the decision making around grant allocation was consistent and that processes were transparency with clear audit trials.  It was reported that partial assurance had been documented but highlighted that there was now an additional resource within the PCC’s Office to manage the grant processes.

Members were informed that two high, five medium and one priority management actions have been recorded.  The high management actions related to evidence for tracking grant deliverables and obtaining evidence from organisations awarded grant funding.  This was to ensure funds were being used as originally intended.

During the pre-meeting discussions had taken place regarding the recommendation documented around the checking of the viability of organisations requesting grant funding and it was questioned why this had not been picked up as part of the 2015/2016 follow up.  It was reported this was an area under scrutiny and that resources were now in place to implement and support new processes.  Previously the knowledge and experience of commissioning and grant funding was not available within the team.  Members were informed that expectation is that when Internal Audit conducted the next review it will confirm the implementation of the recommendations made in the report.  As part of the changes made to this area of business it was noted that organisations who receive grant funding also needed to change expectations and formalise their processes to ensure compliance.
Members were informed that it was anticipated that around £2.6 million will be provided in grant funding; a large proportion of this will be used to fund services provided by the Victim Referral Service, Youth Offender Service and Arrest Referral Service (Custody).  The organisation continues to improve processes for allocating funding and monitoring service delivery to ensure value for money and that services fit with the overall Strategic Plan.
The report provided partial assurance to the Chief Constable and PCC.

Agreed that:

1 the report be noted
379

Item 16: IT Mobile Data – Report of the Internal Auditor

The Internal Auditor presented the report to Members which outlined the scope of the report.  The report provided partial assurance and recommended three high and two medium priority actions.  As part of the review a sample group of staff were spoken to regarding the mobile devices and it was reported that this had highlighted connection issues together with software and hardware issues which prevented devices being used as intended.
Members were informed by the Force representative that the Audit had been carried out as requested but the Force had drawn the wrong conclusions.  What was requested was an understanding of the perceptions of staff in terms of using the devices.  The Force was aware of problems with the connectivity of devices and issues with SmartWorks (background software which enables devices to work with the main system) at the time of the audit.  The benefits of this technology were highlighted and the feedback was considered valuable in the context of what the devices were used for.  The organisation did have reporting mechanisms and forums for addressing connectivity and functionality issues and it was reported that the lessons to be learnt were that these mechanisms needed to be communicated better to staff.  It was noted that this review was based on a small group of twenty-one staff.
The Auditor was going to seek clarification as to whether the review had included a question to staff about what they had done to report issues affecting the devices.

It was noted there was an element of managing expectations and perceptions of technology in light of the fact that staff compared devices to those used for personal use.  The current devices were purchased in 2012 and the challenges of keeping technology refreshed were outlined.
A question was raised regarding whether Officers could use their own devices.  It was confirmed that the risks involved to the organisation in terms of security of data were too high.

It was confirmed that the devices used by Officers were not the ones recently identified as flammable.
A question was raised relating to the network coverage and whether this was addressed when the contract was awarded.  It was noted that nationally there are issues with coverage and reference was made to the new Emergency Services Communications Programme which is dependent on 4g reception everyway.  It was confirmed that this issue will have been taken into account during the procurement process.

Agreed report be noted and:

1. that Internal Auditor to provide clarification of questions raised with Officers during review;

The report provided partial assurance to the Chief Constable and PCC.

380

Item17: HMIC PEEL Update – Report of the Chief Constable
The Chief Finance Officer updated Members on the report.  Members were pleased to note the improvements in this report and the recommendation that Cleveland Police is a good Force and that HMIC had not identified any causes of concern and therefore had made no specific recommendations.
It was noted that an Efficiency Report was due to be published in March 2017.  Members were informed that the Force had received a debrief which indicated that significant improvements had also been made.
Agreed that:

1. the report be noted.

381

Item 18: Appointment of the External Auditor – Joint Report of the Chief Constable and Police and Crime Commissioner
The PCC’s Chief Finance Officer presented the report on the appointment of the External Auditor.  A declaration of interest was expressed by representatives of Mazars who remain in the meeting during the presentation of the report.
The report recommended that the Chief Constable and PCC ‘opt in’ to the Public Sector Audit Appointments Limited (PSAA) sector led option for the appointment of external auditors for the five financial years commencing 1 April 2018.
Members were advised there were limited benefits to the procurement of our own contract in comparison to the benefits achieved through a national contract which could deliver greater monitoring and due diligence.  The costs associated with a national contract were questioned by Members and it was confirmed that costs were dependent on the number who signed into the national contract.  

Agreed that:

1. the report be endorsed by Members.
382

Exclusion of the Press and Public
Agreed that:

1. pursuant to the Local Government Act 1972 and the press and public be excluded from the meeting under Paragraph 7 of Part 1 of Schedule 12A to the Act.
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