POLICE AND CRIME COMMISSIONER FOR
CLEVELAND AND CHIEF CONSTABLE OF
CLEVELAND

Key Financial Systems: Creditors, Debtors and Fixed Assets
FINAL

Internal Audit Report: 11.16/17

H B
18 November 2016

This report is solely for the use of the persons to whom it is addressed.
To the fullest extent permitted by law, RSM Risk Assurance Services LLP will accept
no responsibility or liability in respect of this report to any other party.



CONTENTS

L EXECULIVE SUMMIATY ...uttteiiieeeeeiiittieeeeeee e e s e eststeeeeeeeassastateeeeeeeaasanstateeeeeeeae s nsteaeeeeeeesesnssteseeeeeeesaannnbeeeeaeeeessannssanseeeaeeannnsnes 2
pZ o 1o o I = - U o PO RPPTPRR 5
G T =Y = V1 1= o 1o o TSRS 6
APPENDIX A: SCOPE ... .ctiiiiiitiit ettt ettt ettt e ettt e sttt e e st et e e s seeeeeasss et e e e ss e e e e anss s e e e et st e e e e st e e e e e ssae e e e nsteeeeannteaeeannreaenn 8
APPENDIX B: FURTHER INFORMATION ...iiittitte ittt ettt sttt e st e e s st a e s astte e e e snsbe e e e s nste e e e ansteeeeansbaaeesnteeeeannsaeeeennses 10
For further iINfOrMatioN CONTACT ...........eiiii et e e e e e e s ettt e e e e e s s s te b e eeeeeeesnnnbeaeeeeaeessasnbaneeeaeeesaannne 11
Debrief held 21 October 2016 Internal Audit team Dan Harris, Head of Internal Audit

Draft report issued 28 October 2016 Angela Ward, Senior Manager
Responses received 15 November 2016 Philip Church, Manager

Lucy Sheridan, Internal Auditor

Dulcie Hakin, Internal Auditor

Final report issued 18 November 2016 Client sponsor Michael Porter, Chief Finance Officer -
PCC
Joanne Gleeson, Head of Finance,
Procurement & Fleet

Distribution Kate Rowntree, Executive Staff Officer

As a practising member firm of the Institute of Chartered Accountants in England and Wales (ICAEW), we are subject to its ethical and other
professional requirements which are detailed at http://www.icaew.com/en/members/regulations-standards-and-guidance.

The matters raised in this report are only those which came to our attention during the course of our review and are not necessarily a
comprehensive statement of all the weaknesses that exist or all improvements that might be made. Recommendations for improvements should be
assessed by you for their full impact before they are implemented. This report, or our work, should not be taken as a substitute for management’s
responsibilities for the application of sound commercial practices. We emphasise that the responsibility for a sound system of internal controls rests
with management and our work should not be relied upon to identify all strengths and weaknesses that may exist. Therefore, the most that the
internal audit service can provide is reasonable assurance that there are no major weaknesses in the risk management, governance and control
processes reviewed within this assignment. Neither should our work be relied upon to identify all circumstances of fraud and irregularity should
there be any.

This report is solely for the use of the persons to whom it is addressed and for the purposes set out herein. This report should not therefore be
regarded as suitable to be used or relied on by any other party wishing to acquire any rights from RSM Risk Assurance Services LLP for any
purpose or in any context. Any third party which obtains access to this report or a copy and chooses to rely on it (or any part of it) will do so at its
own risk. To the fullest extent permitted by law, RSM Risk Assurance Services LLP will accept no responsibility or liability in respect of this report to
any other party and shall not be liable for any loss, damage or expense of whatsoever nature which is caused by any person’s reliance on
representations in this report.

This report is released to our Client on the basis that it shall not be copied, referred to or disclosed, in whole or in part (save as otherwise permitted
by agreed written terms), without our prior written consent.

We have no responsibility to update this report for events and circumstances occurring after the date of this report.

Police and Crime Commisioner for Cleveland and Chief Constableof Cleveland
Key Financial Systems: Creditors, Debtors and Fixed Assets 11.16/17 | 1



1 EXECUTIVE SUMMARY

1.1 Background

An audit of key financial systems was undertaken as part of the 2016/17 internal audit periodic plan. The review was
to evaluate the adequacy of the controls to ensure the systems and processes were operating effectively. The audit
included the following areas:

¢ Procedural documentation;

Creditors;
e Debtors; and

Fixed Assets.

Creditors, debtors and fixed assets are all maintained on the Oracle system which is used by the Finance Team at
Sopra Steria. The system is set up with the values of each member of staff's authority limits, which means that the
ordering process is completed electronically and is automatically sent to the correct authorising member of staff. The
credit control process for managing debtors is currently manual, although the Systems and Accounts Manager is
working on making this an electronic process through the Oracle system. The fixed asset register is maintained on
Oracle and is updated and reconciled monthly.

1.2 Conclusion

Overall, we found that the majority of controls in place for the procedural documentation, creditors, debtors and fixed
assets were appropriately designed and consistency applied by management. We have however agreed two ‘low’
priority management actions in relation to the authorised signatory list not being up to date and evidence of debtor
reminder letters not being retained.

Internal Audit Opinion: A

Taking account of the issues identified, the Police and Crime

Commissioner for Cleveland and Chief Constable of Cleveland e biters st iy
can take substantial assurance that the controls upon which

the organisation relies to manage the identified area(s) are <€

suitably designed, consistently applied and operating

effectively.

1.3 Key findings

We have identified the following areas as controls that are suitably designed, consistently applied and operating
effectively. These controls included:

e There was an up to date and approved set of Contract Standing Orders and procedure notes in place which were
available to staff on the intranet.

¢ Access to the Oracle system was restricted to staff who required it for their role, and users were reviewed on a
regular basis. Daily back-ups of the system were carried out and any failures were investigated by IT.
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e There were appropriate checks in place for the setting up and amending of supplier details. All new suppliers had
been set up within two working days of the request being received.

e Purchase orders had been raised for all orders made with suppliers and goods were receipted prior to the invoice
being paid. All BACs and cheque payment runs were approved by the Treasury Team prior to payment being
made.

e There was appropriate authorisation for ‘fast’ payments of invoices and invoices over the 10% discrepancy
tolerance to purchase orders.

e Appropriate action was taken to approve and process all credit notes in our sample.

* Statements for corporate credit cards had been supported with receipts and allocated to a budget code by the card
holder. All purchases we reviewed followed the protocol for the use of corporate credit cards.

* A debtor request form had been completed and approved for all debtor invoices we reviewed. Furthermore, we
reviewed the write off of aged debt from the 2015/16 financial year-end and on all occasions they had been signed
off and supporting documentation had been retained. Debtor reconciliations were carried out in a timely manner
each month and were approved by the Lead Finance Business Partner.

¢ Sample testing of capital purchases confirmed that they were added to the fixed asset register in a timely manner.
We performed verification testing of assets on the fixed asset register to the physical assets and of assets back to
the regqister, all assets could be located and had been recorded on the fixed asset register.

¢ Fixed asset reconciliations were carried out on a monthly basis as part of the month-end procedures.

¢ Straight line depreciation had been correctly calculated and applied on all assets we tested. Disposals were
marked as retired on the fixed asset register and any income for the sale of disposals was correctly categorised as
capital receipts.

From our review, we have identified the following two minor findings:

¢ The authorised signatories list in place was out of date as it included staff that no longer worked at the Force or
OPCC. (Low)

* Evidence of debtor reminder letters had not been retained on all occasions. (Low)

Further details of these two findings are in sections 2 and 3 of this report.
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1.4 Additional information to support our conclusion

Control Compliance Agreed actions
design*  with
controls*
Medium High

Procedural documentation 0 (5) 1(5) 1 0 0
Creditors 0 (10) 0 (10) 0 0 0
Debtors 0(4) 1(4) 1 0 0
Fixed assets 0 (5) 0 (5) 0 0 0
Total 2 0 0

* Shows the number of controls not adequately designed or not complied with. The number in brackets represents the total number of controls
reviewed in this area.
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2 ACTION PLAN

Categorisation of internal audit findings

Priority Definition

Low There is scope for enhancing control or improving efficiency and quality.

Medium Timely management attention is necessary. This is an internal control risk management issue that could
lead to: Financial losses which could affect the effective function of a department, loss of controls or
process being audited or possible reputational damage, negative publicity in local or regional media.

High Immediate management attention is necessary. This is a serious internal control or risk management

issue that may lead to: Substantial losses, violation of corporate strategies, policies or values,
reputational damage, negative publicity in national or international media or adverse regulatory impact,
such as loss of operating licences or material fines.

The table below sets out the actions agreed by management to address the findings:

Actions for management Implementation

date

Responsible
owner

Ref Findings summary

Priority

Area: Procedural documentation

1 The authorised signatory list Low The Authorised signatory 31 December 2016 Head of Finance,
that was in place still had the list will be updated to Procurement and
names and signatures of ensure it only contains Fleet
staff that no longer worked current employees.
for the Force.

Area: Debtors

2 Evidence of credit control Low Evidence of the credit 31 December 2016  Head of Finance,

letters sent out to debtors
were not retained on one
occasion.

control reminder letters
being sent to Debtors will
be retained.

Procurement and
Fleet
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3 DETAILED FINDINGS

This report has been prepared by exception. Therefore, we have included in this section, only those areas of weakness in control or examples of lapses in control identified
from our testing and not the outcome of all internal audit testing undertaken.

Ref Control Adequate Controls Audit findings and implications Priority
control complied
design with

(yes/no) (yes/no)

Actions for management

Area: Procedural documentation

1 An authorised signatory list is Yes No
maintained and updated by the
Finance Team, which is used to
check fast track invoices have
been approved by budget holders
with sufficient delegated authority
limits.

The signatory list is updated
annually or sooner if a change is
needed to the system. Delegated
authority limits for the
authorisation of requisitions is
included within the system
framework of I-Oracle.

There was an authorised signatory list in place that Low
is in the process of being updated.

A sample of five officers were selected from the
authorised signatory list and on four occasions the
access limits on Oracle agreed to those recorded
on the signatory list.

On the remaining occasion the officer was marked
as having left the Force on Oracle but they had not
been removed from the authorised signatory list.

If the authorised signatory list is not up to date
there is the risk of unauthorised expenditure taking
place.

The Authorised signatory list will be
updated to ensure it only contains
current employees.

Area: Debtors

2 Debts are promptly followed up Yes No
by phone, a three stage letter
process and legal action as per
the debt recovery procedure.

The first letter is issued when the
debt is seven days overdue, the
second letter is sent seven days
later and the third letter sent
seven days following this.

We selected a sample of 10 aged debtors. On nine Low
occasions there was evidence that the three letters
had been sent out to each of the debtors.

However on one occasion we could only see
evidence that the second and third letters had been
sent out.

We acknowledge that the Systems and Accounts
Manager was currently working with Oracle to

move the credit control process from a manual to
an electronic process. When this is implemented

Evidence of the credit control reminder
letters being sent to Debtors will be
retained.
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Ref Control Adequate Controls Audit findings and implications Priority Actions for management
control complied

design with
(yes/no) (yes/no)

the three credit control letters that are sent to
debtors will automatically be produced and saved
by the system.

Without evidence that the letter had been sent
there is the risk that the debtor may not make the
payment promptly resulting in loss of income.
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APPENDIX A: SCOPE

Scope of the review

To evaluate the adequacy of risk management and control within the system and the extent to which controls have
been applied, with a view to providing an opinion. The scope was planned to provide assurance on the controls and
mitigations in place relating to the following areas:

Objective of the area under review

Key financial controls are operating effectively resulting in sound financial management.

When planning the audit, the following areas for consideration and limitations were agreed:

Areas for consideration:

Procedural documentation

¢ Financial Regulations.

¢ Policies and procedures.

e Access to the finance system.

¢ Delegated authority limits.

e Back-up of the finance system.

Creditors

e Setting up and use of suppliers including amendments to supplier details.
¢ Raising and approving of purchase orders.

¢ Receipt of goods received notes.

¢ Credit notes.

¢ Purchase order and invoice discrepancy tolerances.
e Payment authorisation (BACS and cheques).

e The appropriate use of purchase and credit cards.
Debtors

¢ Debtor and invoice creation.

e Credit control.
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Write offs.

Reporting and reconciliations.

Fixed assets

We considered the identification, recording and monitoring of the Force’s assets.

We undertook verification testing from the fixed asset register to physical assets and from assets back to the
register.

We reviewed the depreciation methodology used and the accuracy of its application.
We reviewed fixed asset reconciliations and ensured that they were up to date.

We reviewed the disposal of assets.

Limitations to the scope of the audit assignment:

We have not commented on whether the Force achieves value for money for its purchases.
Testing was completed on a sample basis from transactions within the current financial year.

We did not verify any changes to supplier standing data, rather the processes in place for checking the changes are
genuine.

Our work does not provide assurance that the Force has identified all debts / monies owed to it.

We did not consider the suitability of wording used in credit control letters.

We did not consider the effectiveness of credit control actions taken, only whether actions had been taken.

We did not consider the procedures or performance of any third party debt management contractors used.

We did not attempt to identify all of the Force's assets only that a process was in place to record and manage these.
We did not consider the maintenance of inventories during this review.

We did not seek to substantiate the appropriateness of any transactions in the financial statements during this
review.

Our work does not provide absolute assurance that material errors, loss or fraud do not exist.
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APPENDIX B: FURTHER INFORMATION

Persons interviewed during the audit:

e Joanne Gleeson, Head of Finance, Procurement & Fleet
e Gerard Gallagher, Lead Finance Business Partner

¢ Alan Henderson, Senior Accounts Assistant

¢ Kelly Hanford, Senior Accounts Assistant

¢ Val Webster, Senior HR Advisor

¢ lan Hailstone, Systems & Accounts Manager

¢ Andy Sykes, Oracle System Administrator

e Paul Parry, System Administrator

¢ Alison Firman, Treasury Manager

Documentation reviewed during the audit:

¢ Contract Standing Orders, 2015

e Corporate Financial Monitoring Report, September 2016
e Statement of Accounts, 2015/16

¢ Various procedure documents

¢ Protocol for the use of corporate credit cards

e Oracle user list

¢ Fixed asset list
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FOR FURTHER INFORMATION CONTACT

Dan Harris, Head of Internal Audit
Tel: 07792 948767

Daniel.Harris@rsmuk.com

Angela Ward, Senior Manager
Tel: 07966 091471
Angela.Ward@rsmuk.com

Philip Church, Client Manager
Tel: 07528 970082
Philip.Church@rsmuk.com



mailto:Daniel.Harris@rsmuk.com
mailto:Angela.Ward@rsmuk.com
mailto:Philip.Church@rsmuk.com

