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	Internal Audit Update Report for the Audit Committee November 2020


This document has been prepared for the Audit Committee to provide a status update in relation to the actions arising from Internal Audit Inspections.

The current register includes 31 recommendations; all but two of which have been issued during 2020. 22 recommendations were closed by RSM in their November Follow up Report.
Of the 31 recommendations 1 has been identified as complete by the Force; as this has to be signed off by the auditors it will remain on the action plan as “Closed locally awaiting sign off” until this is fulfilled. 
The remaining live actions continue to be monitored, with regular updates provided by their owners.
The action plan below provides details of the ‘live’ actions with status updates from the action owners.

It should be noted that the RAG (Red, Amber and Green) rating descriptors have been amended to reflect the completion status of the recommendation. The colour key and other details can be found at the end of the report.

Gill Currie

HMIC Liaison Officer

Cleveland Police

	[Type the abstract of the document here. The abstract is typically a short summary of the contents of the document. Type the abstract of the document here. The abstract is typically a short summary of the contents of the document.]


	No
	Ref
	Action Owner
	Audit Finding
	Implementation Date
	Agreed Management Action
	Priority

	
	
	
	
	Original
	Revised
	
	

	322
	LW2018
	Dave Moir Head of Specialist Support and Planning Unit
	‘Lone Working’ is an important area for the Force and should be appropriately managed, monitored and controlled. Regular reporting on these should also be made to an appropriate Board to identify trends and to make sure the risks flowing from these areas of activity are adequately controlled, reported upon and appropriate action taken to prevent or reduce the risks in future.

Recommendation

A reporting framework which enables Lone Working to be regularly monitored and reported to an appropriate Board within the Force be adopted.(Priority 3)


	31/3/19
	November 2020
	Report Published November 2018 Presented to Audit Committee 28/2/19 

Management Comment

This can be reported twice a year at the risk and governance board.

Update March 2019

The actions given to SSPU were addressed by establishing a link with NCALT covering lone working e-learning material and the uploading of lone working HSE guidance documentation on our SharePoint. This was publicised via Corporate Communications in The Brief (as recorded on the TIAA Action Plan Review dated 11/2018). The auditor agreed with me at that time that this is an HR issue and not one sitting with SSPU. I pointed out then that given the prevalence for single crewed working amongst Officers and the wide range of Police, PCSO, CSI, PSI, police staff etc. activities there are hundreds individual examples of lone working each week across the Force. This is addressed by exception within risk assessments where there is an identified element of an elevated hazard e.g. Police Staff Investigators conducting interviews in the community without having access to a baton, cuffs, incapacitant etc. or CSIs being left alone at a scene to gather forensic evidence.

Update September 2019

Subject to confirmation of the Force structure this will be included as a standing item on H&S agendas when we re-instate the Command H&S meetings in line with the Force H&S Policy; akin to:

· Local Policing North

· Local Policing South

· CDSOU

These will take place on a quarterly basis under the Chair of the respective C/Superintendents or in the case of CDSOU the Head of Command. The Injury on Duty Report will also be amended to incorporate a box asking the IP to indicate if they were lone working at the time of their injury and if this was a contributory factor in order to identify trends and reduce further risks.

Update January 2020

The new Force structure has been released. Once this has been ratified the Health and Safety Policy will be refreshed in accordance with HSG65 and the Injury on Duty (A09-03) reporting template will be re-written. This will include whether or not lone working was a contributory factor in an injury and, if so, how this impacted on the incident. These events will be included in the quarterly Command H&S meeting reports.

Update April 2020

Since dissemination of the new Force structure a meeting was held with ACC Graham on 6th March at which it was agreed to re-introduce Command Health and Safety Meetings. Lone working and any associated issues will be a standing agenda item. An updated version of the Injury on Duty Report (A09-03) will be introduced, as referenced above. It was hoped that this would go ‘live’ from 1st April 2020 but has been delayed due to the Covid-19 situation. The Force master spreadsheet has already been prepared to include lone working-related injuries and to map them alongside existing reporting fields.

Update June 2020

A new Injury on Duty Report (Force template A09-03) has been written to reflect the new organisational structure. It also includes if the injury was sustained whilst the victim was lone working. Progress was somewhat delayed, along with re-implementation of quarterly Command H&S meetings, by the Covid-19 situation. 
We aim to launch the 2020 version of A09-03 on 1st July.
Update September 2020
The new A09-03 has been forwarded to SSC and is awaiting adoption as a Force template. After an internal GDPR audit and previous issues (highlighted by SSPU) where access to Force templates has permitted populated reports being available for general view, it has been recommended that the report is launched as a SharePoint form rather than a Word document. This should not prevent formal adoption by 1st October 2020.

	

	355
	DQ2019
	Head of DSE
	At the Audit Committee on the 15 November 2018 the Members were informed that   "Information Asset Owners have been identified across the full breadth of activity and will be important to future assurance work." Examination of two Heads of Service Job Descriptions did not identify detail of the role and expectation of being an Information Asset Owner.  Given the significance of this role it is recommended that job descriptions should specifically identify this important role and that the Heads of Service should acknowledge the requirements of being an Information Asset Owner

Recommendation

All Information Asset Owners to have within their job descriptions a clearly defined role in relation to information governance. (Priority 3)

	22/10/19
	30/6/2020
	Report Published September 2019 Presented to Audit Committee 14/11/19 

Management Comment

A Scheme of Delegation will be developed outlining the role of the IAO, this will be instead of a change in job description as the majority of IAO are police officers with no job role.  This will be completed and delivered at the meeting on the 22nd        
Update October 2019

A Scheme of Delegation will be developed outlining the role of the IAO, this will be used instead of a change in job description as the majority of IAOs are police officers with no job role.  

Update February 2020

IAO Board reconvened; albeit with poor attendance. New IAO has been updated following restructure and new appointments. A date for a further IAO Board will be made and the matter addressed with the Board.  

Update April 2020

Scheme of delegation outstanding with CE. IAO Board yet to be arranged but may be impacted by Covid-19. 
Update June 2020

Following a suggestion to remove the requirement of a Scheme of Delegation and instead have the roles and responsibilities added as an objection to the IAO’s Performance Development Reviews some reservations were raised. The situation is to be discussed at the IAO Board on 17th July.
Update September 2020
IAO session to take place Friday 25th Sept. PDR to be discussed, if there is no objection then the Head of Information Management will write the objective and issue out to all IAOs. 

Information Security Board and IAO Board will be two separate board meetings as ISB deal with security risk whilst IAO deals with the lifecycle of data within the Force. 

	

	359
	AFI2020
	Chief of Staff (CC)

Head of Corporate Services
	There is a clear difference of views as to what the Force believes it is doing/should do and what the HMICFRS and the OPCC believe the Force should be doing. The Force believes their ‘Road to Improvement’ document is comprehensive and covers all outstanding matters whereas the HMICFRS refer to the outstanding issues from HMICFRS on the portal that totals 118 with only 66 of these referred to in the ‘Road to Improvement’ document.  
Recommendation

A clear and evidenced audit trail be developed that maps the 143 (118) open issues through to the 66 concerns / recommendations/actions referred to in the ‘Road to Improvement’ document, with written agreement obtained from HMICFRS that the ‘Road to Improvement’ does address all outstanding matters raised by HMICFRS.
(Priority 1)

	Ongoing
	
	Report Published March 2020 Presented to Audit Committee 29/6/2020
Management Comment

This recommendation cannot be agreed in totality. The Force is fully aware of the AFI’s, recommendations and areas of concerns that have been cited by the Inspectorate. The issue over the number recognised within the Road to Improvement document is simply a prioritisation issue. Those identified are deemed to be of the greatest risk and as such should be progressed immediately. The other areas are fully documented within our HMICFRS documentation that is managed by our HMICFRS Governance Manager and will be taken forward by the Chief Officer Team and HMICFRS at the appropriate time.
Update 22.04.20

The Force has a comprehensive register of all outstanding HMICFRS AFIs, recommendations and causes of concern both local and national.  The Road to Improvement documents details the priority areas for action covered under six service improvement workstreams.  Project Initiation Documents (PIDs) have now been approved for each of these workstreams which clearly identify the specific AFIs/recommendations that fall within the scope of the project.  An exercise is currently underway to identify any remaining areas not covered by the workstream PIDs to ensure that the required improvement activity is delivered and monitored.  Liaison is also ongoing with HMICFRS to clarify the current status of all recommendations on the HMICFRS portal.
Update September 2020
All AFIs and recommendations not covered within the workstream PIDs have been identified and where appropriate, new action owners identified at both a strategic and tactical level.  Work is now underway with action owners to establish a current position statement which will be used to determine whether there is sufficient evidence to present to HMICFRS to request closure or if further activity is required to meet the requisite standard. To ensure that there is robust monitoring and scrutiny to drive improvements a dedicated HMICFRS Monitoring Board is to be established under the leadership of the DCC in addition to the existing oversight provided through the five Delivery and Assurance Groups. A more detailed HMICFRS update to the Audit Committee is scheduled for December following the next PPOG meeting and forthcoming inspection activity.

	

	367
	ICTDR20
	Head of ICT
	It was noted that there is no regularly scheduled/ annual testing of the ability to recover key ICT systems and services currently undertaken by ICT. As a result there is limited assurance around the timescales within which key systems and services can be restored in the event of a DR scenario. 
As there is no formal/ scheduled testing for key ICT systems and services there are currently no test plans currently in place describing the detailed processes and procedures to be followed when testing the ability to recover key ICT systems and services.
Recommendation

ICT liaise with key business stakeholders within the Force to agree an approach to the regular testing of key ICT systems and services, with test plans created for key systems detailing the approach to testing. Test results be documented as part of a formal test report which details test objectives, outcomes, and lessons learned and be used in updating the associated ICT DR plans and supporting documents. (Priority 2)

	April 2021
	
	Report Published March 2020 Presented to Audit Committee 29/6/2020
Management Comment

Due to the virtualised and clustered nature of the ICT architecture, it is felt that full recovery testing with service impacts is not required as all component aspects of the recovery process are used in daily operations. However the Head of ICT will work with Force BCR/DR manager to look at this and ICT will implement his functions recommendations.

Update June 2020

This is a complex area and requires a mix of work from both Business Continuity and ICT. A meeting has been arranged for 20th July between both parties to agree an approach and an implementation date.
Update 24/7/2020
On 23/7/20, the Head of ICT and the BC Manager met to discuss approaches as to how the recommendation could be fulfilled whilst continuing to develop and add value to BC and DR management systems.

Although business continuity and service continuity (disaster recovery) are exclusive in terms of delivery, they are complementary in terms of providing resilience assurance.

Initial approach will be to draft a key applications assurance framework; 

· by expanding the key applications list  containing 16 Category 1 applications  to include other emerging critical  software and hardware: Enterprise Resource Planning (ERP), Remote Access System (RAS), Storage Area Network (SAN) and Cisco infrastructure;

· by drafting a central incident log from the incident history of key applications and infrastructure and updating this log in line with live reporting, capturing all incidents and planned outages, collating lessons learnt to inform future associated DR response;

· by creating a testing schedule informed by the incident log to include at least one critical fail over per year as well as periodic testing of key applications.

The Head of ICT and BC Manager will meet again in September 2020 (date tba) to develop the above.

On return of ICT services to the Force from 1/10/20, the Head of ICT and BC Manager will meet again with an ICT technical team to begin delivery of the products agreed.

Update September 2020

As last update; on return of ICT services to the Force from 1/10/20, the Head of ICT and BC Manager will meet again with an ICT technical team to begin delivery of the products agreed.

Update November 2020

The revised list of Cat 1 apps and systems has now been approved by the Digital Services Board; the next steps are for the mapping exercise to be done using the new Cat 1 list to review all the underpinning support contracts, documentation and infrastructure that the apps rely on to ensure they are all fit for purpose in December/January. 
Working with the BC Officer the Head of IT will look at the DR test schedule to be implemented next year from April 2021 and bring together the Cat 1 underpinning arrangements review in the new year to define a proposed DR test schedule proposal. 

As business impacts etc. need to be assessed and agreed (DR tests may invariably mean risk and service outage) this will be presented to the Senior Management Team for ratification once the draft proposal is ready.


	

	368
	ICTDR20
	Service Operations Manager
	It is recommended good practice that technical system recovery procedures are documented for all key ICT systems and services. These should detail the precise steps that must be taken, and any technical information required, in order to recover systems and applications successfully.  It was noted during the review that technical system recovery procedures have been created for some, but not all, key Force systems and services.
Recommendation

Existing system recovery procedures be reviewed to ensure procedures are in place for all key systems and services. (Priority 2)

	September 2020
	April 2021
	Report Published March 2020 Presented to Audit Committee 29/6/2020
Management Comment

Agreed. A review will be conducted and all critical system with have documented recovery processes.
Update June 2020

The action is on the radar, however work towards the action is still to commence as other commitments have taken priority.  

Update September 2020

The new digital services board chaired by CFO Gleeson is reviewing the Cat 1 applications list to consolidate and update – once this review/update has been completed the list will have a revised set of fail over procedures implemented.

Update November 2020
See update at 367 above. 


	

	370
	L&D20
	Head of HR
	Learning and Development is taking place within the Force and this is driven by the HR L&D team who are supported by the dedicated personnel within Sopra Steria.  Two strategy documents have been produced:  a) People Strategy 2017-20 and b) Leadership Strategy 2018-20.  As these were produced a few years ago they need updating and reissuing to support the current direction on Learning and Development.  In addition, there needs to be a clear direction of travel with regular evidencing so that as time moves forward action is being done to support the vision identified within the Strategy.  Also, management and monitoring needs to be focused on the strategy with clear evidence to support the effect and outcome from the learning and development process.
Recommendation

A revised and updated People and Leadership Strategy be issued and as part of this guidance a forward action plan be in place alongside how the strategy/plan will be managed and monitored. (Priority 2)

	End of Q1
	End Sept 2020
	Report Published April 2020 Presented to Audit Committee 29/6/2020
Management Comment

The strategic direction of Cleveland has taken shape with our Towards 2025 Plan on a page and our service improvement agenda is in final development to support its achievement. The People and Development leadership is working to revise strategy and delivery plans to meet these organisational priorities.
Update June 2020

Implementation date revised as the new Director of HR is now taking this forward.
Update September 2020

A planning day has been arranged for 29th September, following the Chief officer planning event the day before. This is to ensure that the people priorities are aligned to force priorities. We will also be piloting the new force strategy template. Ongoing.
	

	371
	L&D20
	Head of L&D
	There is no corporate/coordinating arrangement/agreement in place which identifies the learning and development needs to support the operational direction of the Force.
In addition, there is no system, procedure or document that demonstrates that Learning and Development is being delivered to the right people at the right time and that this supports the operational delivery of the Force.
Recommendation

Support the operational direction of the Force a corporate and coordinating arrangement/ agreement be developed which must support how learning and development is being delivered to the right people at the right time to support operational delivery. (Priority 2)

	3rd quarter 2020 for the training plan and skills audit to be presented to COT for approval for the year 2021-22
	
	Report Published April 2020 Presented to Audit Committee 29/6/2020
Management Comment

A revised skills audit and greater dialogue with Force senior leadership is already underway. There has always been a delivery plan and this continues to be developed to support force needs. The governance arrangements have been made clear which are that the People and Wellbeing Board will provide recommendations with sign off being given by COT in time for budget planning for the coming financial year.

Update June 2020

A review of L&D is going to be undertaken during the summer. Any recommendations from the report will be taken to the Chief Officer Team for ratification and costing.
Update September 2020

Strategic review commenced late July 2020 for 3 months. A report updating the position on the skills audit and Force wide Training Needs Analysis is due end of September 2020 for the mid October People and Well Being Delivery and Assurance Group. Actions will be taken as above.

	

	372
	L&D20
	Head of L&D
	Training records are managed by Sopra Steria as part of their contractual arrangements with the Force.  There is a structure for roles and responsibilities for maintaining accurate training records but currently these are very dependent upon Sopra Steria who are instrumental in managing the HR records.  Opportunities for improvement and a more transparent arrangement will become possible once the contract with Sopra Steria comes to an end in September 2020.
Recommendation

Develop a modern recording system for all training and development requirements. (Priority 2)

	1st quarter 2021
	
	Report Published April 2020 Presented to Audit Committee 29/6/2020
Management Comment

This will take place as part of the new arrangement for the service. A full business case will need to be presented and approved and due cognisance of the wider HR platform taken before any movement on this can take place.
Update June 2020

A review of L&D is going to be undertaken during the summer. Any recommendations from the report will be taken to the Chief Officer Team for ratification and costing.
Update September 2020

As above an update will be available at the end of October 2020. Sopra Steria staff transfer to CP on 1 October 2020. The lead on the Strategic review of L and D has already identified improvements to data capture and recording. His report will determine whether Oracle is developed to meet this requirement or whether a fit for purpose Learning Management System (LMS) is required. Any funding will form part of the 2021 22 financial planning process.

	

	373
	L&D20
	Head of L&D
	The system that currently manages Learning and Development is operated by Sopra Steria and does not seem as interactive as it should be.  The reporting system also does not provide meaningful output both of training provided, future training needs and those who have not had training.
Police training records may not be totally accurate as training obtained/given outside of the corporate L&D process may not be picked up.
Recommendation

An improved method of recording training and development both given and required be implemented with assurance that all records are totally accurate and capture all training and development received. (Priority 2)

	2nd Quarter 2021
	
	Report Published April 2020 Presented to Audit Committee 29/6/2020
Management Comment

We will review the features of the current system to improve, but it is likely the step change and integration required would be through a modern digital system and this will need a full business case developing.
Update June 2020

A review of L&D is going to be undertaken during the summer. Any recommendations from the report will be taken to the Chief Officer Team for ratification and costing.
Update September 2020

As above an update will be available at the end of October 2020. The accuracy of Force training records and provision of management information reports are key elements of the Strategic Training / L and D review and part of the training records accuracy work is aligned with the Force’s Service Improvement Programme. Accuracy checking is prioritised and current focus is on Safeguarding and vulnerability, Investigation and PIP accreditation, specialisms and police officer core mandatory training requirements.

	

	374
	L&D20
	Head of L&D
	Management monitoring data is not freely available and requires a specific request to Sopra Steria to obtain this.  Also the data requested will only show what training have been given and recorded and does not provide a facility to identify those who have not been trained. This should improve once the current contract with Sopra Steria is brought back in house, however, it is likely that a new HR software system will be necessary to provide a more robust and informative database for learning and development.
Recommendation

A new HR software system be resourced and acquired to provide adequate and appropriate management and monitoring data for all supervisors/managers in the Force. (Priority 2)

	2nd Quarter 2021
	
	Report Published April 2020 Presented to Audit Committee 29/6/2020
Management Comment

It is unlikely that a capital bid will be ready in time for the 2021 budget year but one will be developed for the coming year. In the interim we are seeking improvements in how we exploit the data in the current system.
Update June 2020

A review of L&D is going to be undertaken during the summer. Any recommendations from the report will be taken to the Chief Officer Team for ratification and costing.
Update September 2020

As part of the learning and development review the capabilities of the current system are also being examined as an interim solution and to maximise its capabilities.
	

	375
	L&D20
	Head of L&D
	An example of training provided to facilitate a key initiative for the Force is in regard to the Personal Development Review (PDR) process. The Challenging Conversations training was instrumental in providing both Managers and operatives with the skills needed to assist in the development of PDR. 
The Challenging Conversations Evaluation Report (undated) identifies a) a lack of attendance at the challenging conversations training courses and b) a lack of take up on follow up initiatives. Quotes from the report include:
• “Out of 312 members of first, second and third line managers eligible to attend only 183 Officers and Staff have taken part on one or both of the days.”

• Cancellation or non-attendance of day 1 has run at 30%.

Recommendation

Attendance and follow up of all training and development be at 100%. (Priority 2)

	September 2020
	
	Report Published April 2020 Presented to Audit Committee 29/6/2020
Management Comment

In order to improve attendance a number of actions need to be taken:
· Attendance at all courses needs to be managed at the front line through supervision.

· A longer term cultural shift in attitudes to managing CPD is required which organisational changes through the service improvement agenda are aimed at.
· Changes to DMS and the rostering in of training days will support the non-attendance agenda in a large group of staff in IRT and will be extended to other groups following the completion of further demand work. 
· Improvements in performance reporting will enable local managers to understand rates of non-attendance. This is reported monthly through contracting arrangements and can form part of HR performance packs currently being developed for commanders.
Update June 2020

The review is on track to take place in the next two months. Any timeslips will be reported to the Director of HR to be taken into consideration as part of the overall review of L & D.
Update September 2020

Covid restrictions paused learning and development and a recovery plan which has identified key force priorities is in place. As part of this those courses that have priority also have priority participants and attendance is being monitored closely, with Superintendents being advised of nonattendance for local actions to be taken. The courses associated with PDR have been paused and are being redeveloped as online learning for initial delivery in October 2020.


	

	376
	L&D20
	Head of L&D
	Overall the effectiveness of training is not a function of the Force and therefore whether the right training is being provided to the right people at the right time is unknown.
Recommendation

Management to identify how training is measured for its effectiveness and to verify that the right training is provided to the right people at the right time. (Priority 2)

	4th Quarter 2020
	
	Report Published April 2020 Presented to Audit Committee 29/6/2020
Management Comment

Developing clarity about measures of effectiveness is part of service improvement. Evaluation methods will be improved so that at the design phase of a programme the impacts and outcomes are better understood so that we can better develop measures of success.
Update June 2020

A review of L&D is going to be undertaken during the summer. Any recommendations from the report will be taken to the Chief Officer Team for ratification and costing.
Update September 2020

As above an update will be available at the end of October.

	

	377
	L&D20
	Head of L&D
	The system generates reminders but is this fool proof and does it capture every training need to be followed up? Any training not initiated by Sopra Steria currently runs the risk of not being picked up and identified on Officers/Staff training records.  Also although training may be provided is this learning. I.e. what has the training done to improve Officer/Staff skills and knowledge and how is this confirmed as being learnt.
Recommendation

All training be centrally controlled to confirm that training was relevant, appropriate and that monitoring and follow up can take place. (Priority 3)

	4th Quarter 2020
	
	Report Published April 2020 Presented to Audit Committee 29/6/2020
Management Comment

This will be impacted by the redesign of the service.
Update June 2020

A review of L&D is going to be undertaken during the summer. Any recommendations from the report will be taken to the Chief Officer Team for ratification and costing.
Update September 2020

Sopra Steria staff transfer to CP from 1 October 2020 and this is the right time to initiate this work .This is also an element of the strategic L and D review.
	

	378
	SAR20
	Head of Information Management / Data Protection Officer 
	A review will be undertaken of the Force's SAR Procedure to ensure coverage is in place for all key aspects of the SAR process including conflicts of interest.   (High)
	31 August 2020  
	31 October 2020
	Report Published July 2020 Presented to Audit Committee 2/10/2020
Update September 2020

Head of Information Management to discuss with DPOs within the region to discuss conflict of interests and to agree a potential cross force agreement when this occurs.
	

	379
	SAR20
	Head of Information Management / Data Protection Officer 


	The NPCC Data Protection Training Course will be rescheduled and attended by the Information Rights Officer. (Medium)
	31 December 2020
	
	Report Published July 2020 Presented to Audit Committee 2/10/2020
Update September 2020

Awaiting the training to be rescheduled by NPCC.


	

	380
	SAR20
	Strategic HR Manager

	The Force will carry out an analysis regarding the number of SARs received from existing staff members to identify any trends. Following this analysis, the Force will implement an action plan to remodel existing processes in place to improve transparency and subsequently reduce the number of requests from existing staff members. (Medium)

	31 December 2020
	
	Report Published July 2020 Presented to Audit Committee 2/10/2020
Update September 2020
Work on determining and analysing the number of SARs received from existing staff and understanding why is scheduled to commence from mid-October 2020.The findings will help to inform what actions need to be taken to continually improve the position. The initial analysis will include any appropriate feedback from action 381 immediately below.
Senior Business Partner Dave Bradley will lead on this work supported by other team members.


	

	381
	SAR20
	Head of Information Management / Data Protection Officer 


	Closer monitoring of SARs will be undertaken to ensure they are being processed in a timely manner and in line with statutory guidelines. (Medium)
	31 August 2020  
	31 October 2020
	Report Published July 2020 Presented to Audit Committee 2/10/2020
Update September 2020

Stats to be provided to Monthly DSE SMT and ISB. Statutory compliance is 100%, current compliance is between 85-94%. Exception reports for those not cleared within the statutory time frame will be provided with the stats. 

FOI and SAR is currently being amalgamated for resilience purposes.


	

	382
	SAR20
	Head of Information Management / Data Protection Officer 


	Compliance statistics relating to SARs will be periodically reported to the ISB. Additionally, an analysis will be undertaken regarding the number of SARs received from existing staff members and the resulting effects on workload. Results of this analysis will be reported to the ISB. (Medium)

	31 August 2020  
	31 October 2020
	Report Published July 2020 Presented to Audit Committee 2/10/2020
Update September 2020

Head of Information Management to identify the remit of the request from internal applicants to ascertain if other parts of the business can provide as BAU.
	

	384
	BC20
	Business Continuity Manager
	The BC Manager and/or BC Champion will review the outdated contacts identified and either update or remove these. (Low)
	Closed
	
	Report Published August 2020 Presented to Audit Committee 2/10/2020
Update- September 2020

A review of the plans has been undertaken and all contacts checked. This process has been built into the business continuity meetings which occur annually for the update of the BC plans from 1 September 2020.
Update - November 2020

Contacts are now being checked and updated by BC Champions as part of BC Plan Review meetings. An email containing the staff activation list is sent to each Champion to review and return so checks are evidenced. This process commenced with the latest round of annual reviews which commenced in October 2020 and will last to September 2021. This process will be embedded as part of reviews going forward and can be seen as closed.

	

	385
	BC20
	Business Continuity Manager
	The BC Manager will develop a testing programme with a schedule of one testing exercise per month (subject to COVID-19 restrictions being lifted). This will include tabletop BC scenario testing for the Covert Standards, Organised Crime and Special Branch and POLIT Units. (Medium)
	October 2020
	
	Report Published August 2020 Presented to Audit Committee 2/10/2020
Update- September 2020

A plan is currently being devised and will be available from October 2020.Exercises will be planned as one per month but this will be reviewed in 6 months to ensure this is achieving the required results.

Update – November 2020
A two year exercise schedule has been created to deliver both individual unit and multi-unit exercises across the Force. Exercise planning is already underway with three units to deliver desktop exercises in December and January. Performance against the two year schedule will be monitored monthly via 121 meetings and PDR updates.

	

	386
	BC20
	Business Continuity Manager
	Where BC briefing or sessions are held the BC Champion will endeavour to attend. Where this is not possible, they will send either their BC Deputy or another representative. (Low)
	December 2020
	
	Report Published August 2020 Presented to Audit Committee 2/10/2020
Update September 2020

No BC briefings are currently planned due to the COVID-19 restrictions.
Update – November 2020

No briefings are currently planned however this approach of ensuring a deputy can attend will be adopted once diarised for delivery. Where there is non attendance by a deputy, this will be escalated via Head of Command. Presentation slides for briefings will be distributed to BC Champions and deputies to ensure briefing material is available for future reference.


	

	387
	RM20
	PCC Chief Finance Officer
	The PCC's Risk Management Policy will be updated with version control including a set review date (Low)
	30 September 2020
	
	Report Published August 2020 Presented to Audit Committee 2/10/2020
Update September 2020

The policy has been revised and is an agenda item to be discussed at the October Audit Committee. 


	

	390
	RM20
	Risk and Insurance Manager
	A reminder will be issued to all risk owners to ensure that their allocated risks are regularly reviewed, and relevant mitigating actions are maintained up to date. Additionally, a review will be completed of documented mitigating actions to ensure they are clear, cost-effective and are worthwhile to implement. (Medium)

	30 September 2020 (for reminder to owners and ongoing rolling programme for review)
	
	Report Published August 2020 Presented to Audit Committee 2/10/2020
Update September 2020.

This item was discussed at the RAGB (10/09) with an action for the Risk and Insurance Manager to write a briefing paper to outline the risk champion’s role and expectations and how this fits with the SMTs to ensure risk actions and risk assurance are routinely captured and updated. Work ongoing.

	

	392
	RM20
	Risk and Insurance Manager and PCC Chief Finance Officer

	Assurance sources for controls will be documented and regularly reviewed for all risks. (Medium)
	31 October 2020
	
	Report Published August 2020 Presented to Audit Committee 2/10/2020
Update September 2020

This item was discussed at the RAGB (10/09) with an action for the Risk and Insurance Manager to write a briefing paper to outline the risk champion’s role and expectations and how this fits with the SMTs to ensure risk actions and risk assurance are routinely captured and updated. Work ongoing.

	

	393
	RM20
	Risk and Insurance Manager
	The Risk and Governance Board Terms of Reference document will be reviewed and updated. (Low)
	30 September 2020
	
	Report Published August 2020 Presented to Audit Committee 2/10/2020
Update September 2020

Corporate Services (Governance) are the owner/author. The Risk and Insurance Manager met with them 11/09 to outline the recommendation. Work outstanding.


	


Reference key to Audit Reports:

	Reference
	Report Title
	Published
	Presented to Audit Committee

	AFI 2020
	HMICFRS AFIs
	March 2020
	29/6/2020

	BC20
	Business Continuity 2020 RSM
	August 2020
	2/10/2020

	DQ2019
	Data Quality / Information Governance
	September 2019
	14/11/19

	ICTDR20
	ICT Disaster Recovery
	March 2020
	29/6/2020

	L&D2020
	Learning and Development
	April 2020
	29/6/2020

	LW2018
	Lone Working 2018 
	November 2018
	28/2/19

	RM20
	Risk Management 2020  RSM
	August 2020
	2/10/2020

	SAR20
	Subject Access Requests RSM 2020
	July 2020
	2/10/2020


	
	Complete; awaiting sign off by the auditors

	
	Recommendation being progressed

	
	Action against the recommendation to commence


	TIAA levels
	

	Priority 1
	Urgent

	Priority 2
	Important

	Priority 3
	Routine


	RSM Priorities
	

	High
	Immediate management attention

	Medium
	Timely management attention

	Low
	Scope for improvement


[image: image1]