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1.
Purpose
1.1.1

This report is to update members on the work of Cleveland Police Directorate of Standards and Ethics (DSE) and to provide an overview of the efficiency and effectiveness of the main DSE functions during the period 1st April 2020 to 30th September 2020.

1.1.2
The department has 3 sections:-


1. Complaints and Conduct.


2. Counter Corruption Unit (CCU)


3. Information Management Unit. (Data, information security, vetting and DBS)

1.1.3
An update is provided below for each section. As highlighted in the previous report we still have had no national data provided by the IOPC for 2020 and we now have been informed that no data is expected until February 2021 at the earliest. This makes it impossible to compare Cleveland police to other forces during that period.
1.1.4
Following the last report the committee were invited to visit the department and this occurred in September 2020. The committee are thanked for allowing the department to provide them a detailed update and showcase the hard work and ongoing improvements being implemented by the team.

1.1.5
I have attached a structure chart of the department to provide the committee with an understanding of how DSU are set up and the resources required. (Appendix A)

2.
South Wales Review 
2.1.1
A total of 42 recommendations were made as part of the South Wales peer review, the vast majority of actions have either been completed or are nearing completion. A performance progress review was recently carried out by South Wales. This report had some very positive and favourable findings. Below is an extract from the report.
2.1.2
‘It is recognised that Cleveland Police has clearly worked incredibly hard since the initial review, to make improvements in response to the recommendations. 

Progress has been made in relation to all the original recommendations, and in most instances, the changes which have been implemented have now become business as usual, which is a significant achievement by everyone on the team. There remain some areas which are still work in progress, but this is to be expected considering the scale of the work which the DSE has accomplished in a relatively short period of time.

There is clear evidence of significant progress in the anti-corruption business, and it has been noted that the leadership in that area has been instrumental in implementing key changes and maintaining a positive working relationship with the South Wales Police anti-corruption unit to share ideas and discuss commonly encountered areas of threat. 

The South Wales Police Professional standards Department and Anti-Corruption Unit looks forward to maintaining a positive working relationship with colleagues in Cleveland and extends its’ best wishes in tackling the challenges affecting all police forces in the months and years ahead’.
3.
Complaints & Conduct
3.1.1
The key areas of note for this period are

· An update on the Police Regulation Reforms.
· The South Wales Peer Review.
· HMICFRS areas for improvement (AFI).

· Implementation of local command complaint investigations.
3.1.2
Regulation reforms
3.1.3
The embedding of the new regulations continues to be a focus for the department. The regulations have been embedded internally however work continues to focus across the wider work force. It is recognised both locally and nationally Reflective Practice led by commands has not been consistently adopted with too many cases inappropriately being directed to the Appropriate Authority. 
3.1.4
Focused training has been provided to all Silver Commanders, CDSOU command and promotion courses. A series of presentations will continue to be provided to ensure the regulations are fully embedded throughout the whole workforce.
3.1.5
The force has adopted a process to manage Reflective Practice via the forces PDR system. This allows a central location that can be viewed by an officer or staff member’s manager, particularly if they are subject to changing managers. It also allows the force to review and heat map any themes and trends. 

3.1.6
The South Wales Peer Review
3.1.7
During the audit period the department has successfully recruited two new administration staff in order to address a number of administrative related recommendations from the action plan. The staff have settled in well and this addition will play a key role in ensuring quality and compliance while recording and managing data.

3.1.8
A recruitment process took place seeking to employ a Prevent officer, it is regretful that following interviews a suitable candidate was not found. A recent regional advert for the position has now led to 15 applicants, it is envisaged that a prevent officer will be employed in the near future. This is a key role which will enhance the understanding of the standards to staff within the organisation and external partners and agencies. 
3.1.9
HMICFRS areas for improvement (AFI)
3.2.0
In relation to HMICFRS recommendation (AFI 361) - Chief Constables to assess whether or not there is any bias in the way decisions regarding the managements of complaints are made. (Completed)
3.2.1
Misconduct Chair training has taken place with a set cadre of chairs. These chairs are being placed on a rota system ensuring that meetings and hearings are allocated a Chairperson based on the rota to prevent any concern that bias has taken place to select a particular chair. The training ensures that all Chairpersons are appropriately trained in the skills required to conduct such a role. It is believed Cleveland Police are the only force that have such a process in place.

3.22
All department staff attended a recent CPD event and have now had an input into Conscious and Uncurious bias training. The focus being to ensure they are aware of their own possible bias when conducting investigations and writing reports.
3.2.3
A dedicated Appropriate Authority has been temporarily appointed. The new role should ensure a consistency in decision making and fairness to staff being investigated.

3.2.4
In relation to HMICFRS recommendation (AFI 487) – The force should ensure that it complies with IPCC statutory guidance for keeping complainants informed at all stages of the complaint process (Completed)
3.2.5
The actions implemented to address this recommendation have been embedded for some time now. The recruitment of the 2 administration staff and the improvements made in the use of Centurion and data recording will enhance this. A staff performance framework is also being introduced and the compliance of this recommendation is a key component of this framework. 
3.2.6
Implementation of local command complaint investigations
3.2.7
From the 1st December the Custody Command Unit will take part in a trial which will allow DSE to allocate less serious / complex complaints to Local Commands. Training is currently ongoing with all Custody Inspectors in preparation for the trial. The trail period will be 3 months. The intention is to eventually roll this procedure out across all commands within the force. 
3.2.8
This procedure will allow staff within DSE to focus on the more serious complaint and conduct matters providing a better service to the complainants and the staff being investigated.

3.2.9
Performance
3.3.0
As stated no performance data is available to compare to other forces I have however attached a brief performance document to illustrate the ongoing demands of the department and the themes of complaints being dealt with. (Appendix B)

3.3.1
A monthly meeting with heads of command units has now been established and a monthly complaints/conduct performance document created specific to their areas is to be produced and provided to the commanders from January 2021.
4.
Counter Corruption Unit (CCU)

4.1.1
The key areas of note for this period are

· Current staffing capability of the Counter Corruption Unit.

· HMICFRS areas for improvement (AFI) 

· CCU Target operating model

· Operation Beacon

· Force substance misuse testing

· People Intelligence Board and Prevention

4.1.2
Current staffing capability of the Counter Corruption Unit.
4.1.3
The CCU has increased its establishment to:

X8 Detective Constables (from 6)

X1 Dedicated CCU Analyst

X1 Detective Sergeant

X1 Detective Inspector 

X1 Detective Chief Inspector 

X1 CCU Prevent Officer (new post)

X1 Admin Clerk
4.1.4
The CCU resourcing levels are considered comparatively healthy against other forces. The average size/resource of Counter Corruption Units nationally is 14 staff. 

All CCU Investigators are PIP 2 Accredited. Similarly supervisors and managers are all experienced/accredited investigators. In addition to PIP2/3 accreditations all staff have either undertaken the College of Policing Counter Corruption Bronze/Silver course and SANCUS PSD Investigators course or are due to attend. (Once COVID restrictions are lifted and external courses resume). A Training Needs Assessment (TNA) has been carried out with all skills gaps identified and course mapped out. 

4.1.5
In addition to core and mainstream investigative training there are additional specialist training requirements, these include ATA and Ibase, as becoming conversant in the use of these CCU specific systems is essential for the effective administration of the department. 

The current staffing capability and assessment is good however, there are still a number of staff who await essential training bespoke to the role. It is however acknowledged that COVID restrictions have impacted this and it is anticipated that the training environment should resume business as usual during 2021.
4.1.6
HMICFRS areas for improvement
4.1.7
The CCU currently have two outstanding HMICFRS Areas of Improvement (AFI’s 571 and 572) which are as follows
4.1.8
AFI 571 - By April 2020, all forces that haven’t yet done so should

· record corruption using the national corruption categories (completed)
· produce a comprehensive annual counter-corruption strategic threat assessment, in line with the authorised professional practice (completed)
· establish regular links between their counter-corruption units and those agencies and organisations who support vulnerable people (ongoing)
· Where forces are yet to implement an effective ICT monitoring system that allows them to monitor desktop and handheld devices, they should do so as soon as reasonably practicable (completed)
· By September 2020, all forces should have completed a review of their use of encrypted apps on police ICT systems to understand the risk they pose and to take any necessary steps to mitigate that risk (ongoing) 
4.1.9
AFI 572 - By April 2020, all forces that haven’t yet done so should 

· make sure they have enough people with the right skills to look proactively for intelligence about those abusing their position for a sexual purpose, and to successfully complete their investigations into those identified  (completed)
4.2.0
Good progress has been made against both AFI’s, with AFI 572 being completed and awaiting sign off, and 571 nearing completion. 
4.2.1
CCU Target Operating Model 
4.2.2
A remit for the department has been established which incorporates the national Counter Corruption categories, and departmental Control Strategy. This provides the department with clear strategic direction and focus. A Control Strategy action plan has been created which captures evidence and records progress made against the action plan. 
4.2.3
In order to improve standards of investigations the department has introduced and embedded an Intelligence and Investigation management framework. This ensures the recording, risk assessment, allocation, investigative management and supervisory oversight mechanisms are consistently adhered to. 
4.2.4
All intelligence and investigations are now recorded on Ibase which includes the use of risk assessment/scoring tools built into the Ibase system. 
4.2.5
Following the peer review a governance structure has been introduced along with diarised meetings. These include a daily CCU team meeting, a weekly management meeting, a monthly SMT meeting and a bi-monthly DSE TCG. All have successfully been embedded and now operate as ‘business as usual’. 
4.2.6
A thematic approach to intelligence collection has been addressed with the introduction of a Quarterly STRA to enhance the Annual STRA. Other bespoke analysis of thematic serious corruption areas such as Abuse of Position for a Sexual Purpose (AoPSP) are devised as and when requirement arises.
4.2.7
The CITSL ATA Audit capability has been expanded and now covers hand held devices/smart phones as well as desk tops and laptops. Coverage has reached 90% of all force users however, a lawful order at the direction of DCC Arundale has been issued to ensure all users accept the application onto devices. 
4.2.8
The CCU have fully adopted the use of the national corruption categories. The national corruption categories are embedded into the CCU Ibase system and are applied against all intelligence and referrals which the Department receives. When information is received into the Department, it is assessed utilising the intelligence categories within the APP Counter Corruption document as produced by the College of Police in July 2015.  This is then risk assessed by the Intelligence Officer and recorded on Ibase. Weekly intelligence meetings ensures the data is categorised correctly.  At the completion of an investigation the category is again re-examined and closed accordingly. The data is then utilised to produce the quarterly STRA and will assist in producing the annual document which in turn feeds into and supports the production of both regional and national documents.
4.2.9
This ensures future information is correctly categorised and can be used to identify threats and vulnerabilities to the Force and highlight any new trends.
4.3.0
The Counter Corruption Unit own the proactive and reactive capability of the ATA audit and monitoring tool. CCU now have keywords that are systematically searched on a regular basis through ATA. The results are reviewed, recorded and investigated as appropriate. The impact has been positive resulting in improved capability and capacity for the force to proactively and reactively identify and investigate corruption within force systems. In addition to the increased coverage of ATA which now covers force issue smartphones, the CCU have recently amended its LBM policy which has allowed the department increase its proactive and reactive investigative capacity. All CCU staff have received ATA training and there is a real drive and enthusiasm within the department to make best use of the ATA capability. The CCU regularly engage CITSL to understand and make best use of the audit facility
4.3.1
Operation Beacon 
4.3.2
Operation Beacon has been introduced within the last 12 month and is the CCU’s approach to managing the threat of AoPSP. 
4.3.3
Measures introduced include CCU embedding the national AoPSP risk assessment tool into Ibase. All intelligence is now assessed, categorised, scored, prioritised and investigated accordingly with appropriate oversight and scrutiny by the CCU DS and DI. All individuals who are identified as posing a potential risk of AoPSP are referred to Operation Beacon. All staff referred to Operation Beacon are scored and managed according to a Rag risk rating.  
4.3.4
All of the staff subject to proactive monitoring/investigation under Operation Beacon are referred to the force People Intelligence Board for holistic information sharing purposes. 
4.3.5
In light of the HMICFRS national report ‘Shining a light on Betrayal’ the CCU have implemented the Abuse of Position for Sexual Purpose Action Plan which incorporates all recommendations as specified in the national report. This is a comprehensive action plan which is still ongoing, good progress has been made to date. 
4.3.6
Cleveland CCU are early adopters of the draft NPCC AoPSP Checklist for forces and have transferred the checklist to an action plan. This will stand the force in good stead for future HMIC Inspection. 

4.3.7
Force Substance Misuse Testing 
4.3.8
A trial is ongoing in relation to substance misuse testing which will give complete ownership and coordination of the process to the CCU. Cleveland will employ the services of Alere Toxicology and intend to become heavily involved in the direction and co-ordination of both random and with cause testing. 
4.3.9
The trial which will allow the department to understand demand and resource implications commenced in October 2020 and will run for the remainder of the year. If this is successful then Cleveland CCU will assume testing responsibility for the force and embed as business as usual.  
4.4.0
This process should realise the benefits of efficiency and effectiveness and there has already been positive results from the increased testing carried out since the trial commenced.
4.4.1
People Intelligence Board and Prevention
4.4.2
Cleveland have re-introduced the People Intelligence Board which draws attendance and representation from a range of internal departments. The PIB considers interventions for officers and staff who are considered experiencing significant personal difficulties or whose performance or conduct is of concern. Information is shared across a range of internal departments to ensure a holistic view of an issue is taken. 
4.4.3
The PIB works to a specific agenda which covers an array of issues including:

1. PIB Referral Criteria (matters relating to                                                          

2. Acting/Temporary & promotion conduct expectations            

3. Misconduct cases 



 

4. CCU cases

5. Notifiable associations

6. Vetting 

7. Student officers



8. Business interests



9. Grievance matters



10. Sickness cases

11. UPP and capability procedure


12. Civil proceedings

4.4.4
In addition to prevent activity addressed at the People intelligence Board, other Prevent activity is included within the CCU Control Strategy and related action plan which covers the departmental strategic priorities of Inappropriate Disclosure of Information, Sexual Misconduct, Vulnerability, and Undeclared Notifiable Associations. Furthermore, target prevent activity is specified in the Force AoPSP 4P Plan. 
4.4.5
To ensure proactive prevent activity is prioritised a dedicated Counter Corruption Prevent Officer has now been recruited. The Prevent Officer will afford the department increased internal/external training and awareness raising capacity with the key priority of increasing awareness and reporting of serious corruption in its various guises. 

5.
Information Management Unit (IMU)
5.1.1
The key areas of note for this period are

· Vacancy of the Head of information management and Data Protection Officer (DPO)
· Peer review

· Information Asset Owners update

· NEP Microsoft 365 project

5.1.2 The current head of the department Maria Laden will leave the force on 07 December 2020. Maria has worked a notice period and in that time she has assisted in the transition of her responsibilities. Phil Brooke will take over from Maria on a temporary basis. 
5.1.3 An advert has been published in internal and external websites targeting professionals in the discipline. The advert will be closed for applications on 03 December. It is estimated that should there be a suitable candidate that the vacancy should be filled in February 2021.
5.1.4 This period of transition is thought to be an ideal time to conduct a peer review of the department. The South Wales review conducted initially incorporated the IMU however the scale of the review was reduced due to the capacity of the review team and the IMU were removed. This review will complement the first review and ensure all sections of the department are fit for purpose.
5.1.5 Progress has been made in relation to the outstanding action of Information Asset Owners (IAO). It is recognised that this process has taken an extremely long time.
5.1.6 The DPO has now identified IAO and deputy IAO’s for all departments. All have been given a presentation detailing the function of the role and as to their responsibilities. All of these staff will have an entry in their PDP. Phil Brooke has taken over the lead for the implementation of this function and will be chairing his first meeting in January 2021.

5.1.7 Cleveland is engaged with the National Enabling Programmes and the Microsoft 365 project.  This has required substantial engagement from information security and data protection.  This project should enable the use of MS Teams, amongst other features.
5.1.8 The IMU is split into 6 functions.
· Data Protection and Information Rights

· Records Management and Data Quality

· Vetting

· Information Security

· Freedom of Information

· Disclosure and Barring Service (DBS)
5.1.9 Data Protection and Information Rights
5.2.0
Following the appointment of the GDPR Auditor/Deputy Information Security a total of 86 workflow assessments have been completed and recorded on our GDPR case management system, Meta Compliance, there is approximately 15-20 outstanding which will be completed over the next few months.
5.2.1
The workflow assessment highlight what personal data is processed in all areas of the Force, the purpose for processing and the legal basis. It also highlights areas of risk and documents the controls in place to mitigate those risks. The GDPR Auditor will test these controls, from October onwards (once all workflow assessment are complete) and then on an annual basis thereafter. Particular focus will be on those controls which have failed and resulted in a data breach, significant or minor, in the preceding 12-18 months. Reports will be provided to the relevant Information Asset Owners once complete and access to Meta Compliance granted, to enable ongoing monitoring.  
5.2.2
The Auditor has also completed the first Child Abuse Identification Database (CAID) audit. The issues preventing the merger of Freedom of Information and Information Rights has now been resolved, all those impacted have been advised and the merger of the teams will commence in the forthcoming months (delayed due to COVID). 
5.2.3
The business apprentice role has also been made into a permanent administration support role with the current business apprentice taking on the permanent role in July 2020. 
5.2.4
The Force has approved the financing of a disclosure case management system, which will be offered to all areas of business who disclose personal data by request, i.e. to a data subject or partnership organisation. The specification of the system will be complete and with Procurement by 7th June 2021. The recent COVID restrictions has impacted on the number of FOI requests received, these have reduced in numbers, SAR requests reduced for a short period of time only and are now back to normal intake.   

6 Records Management and Data Quality

6.1.1
The Forces contract with Experian Data Quality, which resulted in the Force receiving two national awards, will be renewed in June 2021 however we will be upgraded to the new Data Quality Platform with no additional costs. 
6.1.2 The Force is continuing to engage with other NICHE Forces to assist in the development of auto deletion of management of police information (MoPI) 3 records. A further draft specification is expected by Christmas 2020 with implementation by Niche around 2022. 
7 Vetting
7.1.1
Cleveland Police Officers, staff and contractors are subject of Vetting procedures to ensure full compliance with national vetting standards and are reviewed to meet the vetting levels.  Additional resources have been recruited in order to meet the increased demand in vetting, 1 vetting clerk and an additional post of a Business Apprentice. 
7.1.2 All vetting staff are currently working from home due to COVID. There were some technical issue in regards to the receiving of electric vetting forms however these have now been resolved, as a result there has been a slight delay in commencing the processing of vetting applications. All BAME applicants who have been subject to vetting are now referred to the DCC and the Equality, Diversity and Inclusion Manager, to ensure there is no bias in decision making. 
8 Disclosure and Barring Service (DBS)

8.1.1
DBS work ensures that unsuitable people are prevented from working with children and vulnerable adults, whose records are managed through the barred lists (previously known as POCA and POVA lists). The Force has a dedicated DBS team who makes pressing social need decisions on a daily basis, focussing on transferable risks to the work place and escalating patterns of behaviour. Decisions follow the National Quality Assurance Framework (QAF) guidelines. 
8.1.2 During the review period (April 20-Oct 20) the Team has received 20,814 disclosure applications for England and Wales, which represents a decrease of 1,599 applications compared to the same period last year. This is directly due to the COVID pandemic.  Additionally, the team has also completed 39 disclosure applications for Scotland, 8 disclosure applications for Northern Ireland and 85 barring requests, all within the expected time frame.  It has also received 651 pressing social needs and made 74 disclosures to prospective employers. 
8.1.3 Performance remains good, with the force being recently assessed as ‘Good’ by the DBS’ Standards and Compliance National Unit for both disclosure applications and barring referrals. The DBS team are currently running with two vacancies.
9  Information Security
9.1.1
The force continues with a governance framework including specialist IA roles:  Senior Information Risk Owner (SIRO), Information Asset Owners (IAOs), Information Security Manager, and (currently, a temporary) Data Protection Officer.  Additional staff include a GDPR Auditor / Deputy Information Security Officer and IT Security Officer (ITSO). 
9.1.2 A periodic reminder of the need to complete information security and data protection training is being planned.  This will include a reminder of the information security and associated guidance.  This is part of the work being monitored by the Information Security Board (ISB).
9.1.3 The Information Security Board continues to meet.  The five strategic risks previously identified remain the focus of risk reduction and mitigation:
· Loss/disclosure of paper documents;

· Inappropriate disclosure electronically (e.g., email,   social media);

· Availability of critical computer systems;

· Loss/disclosure of removable media; 

· Physical security of sites.

9.1.4 Security incidents continue to be recorded and reviewed.  Those involving loss of personal information are assessed for reporting to the Information Commissioner’s Office. Other partners, national and local, are involved depending on the type of incident.  Critical Incidents are handled by “Gold” groups.  Safeguarding of the data subjects is the priority of the Group.  Themes and lessons learned can result in the introduction of changes to working practices to mitigate the risk of reoccurrence.  Recent incidents have demonstrated an effective working relationship between information security, ICT and business continuity.
10.       Finance

There are no financial implications arising from the content of this report. 

10.1.1
Diversity and Equal Opportunities

There are no diversity or equal opportunity implications arising from the content of this report.
10.1.2 
Human Rights Act
There are no Human Rights Act implications arising from the content of this report

10.1.3
Sustainability
Sustainability implications have been addressed throughout this period.  The additional resourcing and restructure will ensure the professional standards function operates at the right capacity and capability. 
10.1.4
Risk
There is a risk in relation to the current vacancy of the Statutory Data Protection Officer. This should however be rectified in the coming months and a temporary solution is in place until that time
11
Conclusions
11.1.1
This report provides members with an update in relation to the priorities and ongoing demand of the Force’s Directorate of Standards and Ethics during the reporting period. Despite the challenges, there is evidence of continued improvement.  
11.1.2
The restructure and additional resources have been implemented in both the professional standards function and Information Management Unit to ensure the Force is capable of meeting operational demand and its duty of care towards its staff. 
End.
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