
       Minutes of the Joint Cleveland Audit Committee – Open Session

A meeting of the Cleveland Joint Audit Committee was held on Friday 2nd October 2020 virtually via Microsoft Teams. 


Present:
Mrs Ann O’Hanlon (Chair), Mr Stan Irwin, Mr Andrew Prest and Ms Gill Rollings 

Officials:
Office of the Police & Crime Commissioner for Cleveland 
Mr Michael Porter, Chief Finance Officer & Deputy Chief Executive 
Mr Simon Dennis, Chief Executive & Monitoring Officer 
Miss Jennifer Yates, Commissioned Services Support Officer  

Cleveland Police
Mrs Joanne Gleeson, Chief Finance Officer
Mrs Helen McMillan, Deputy Chief Constable  

Miss Gill Currie, HMIC Liaison Officer
Mrs Claire Wrightson, Head of Procurement and Fleet (part of the meeting) 
Mr Phil Brooke, Information Security Manager (part of the meeting) 
Ms Liz Byrne, Programme Manager (part of the meeting)

External Audit – Mazars
Mr Campbell Deardan, Manager
Mr Gavin Barker, Engagement Lead (part of the meeting) 
Ms Tatjana Greiner, Audit Senior

Internal Audit - RSM
Mr Philip Church, Manager 


706
Apologies for Absence


Mrs Lisa Oldroyd, Acting Police & Crime Commissioner  
Mr Dan Harris, RSM
707  
Declarations of Interest

The Chair and Vice Chair declared an interest as Members of the complaints scrutiny panel. 
708

Item 3: Open Minutes of the Previous Meeting held on 29 June 2020



The minutes were held and signed as a true record.


Matters arising from minutes 

683 – Directorate of Standards and Ethics briefing arranged for Members on 16th September 


690 – document circulated to Members on 28th September 



693 – Learning & Development Briefing arranged for Members on 22nd October 

709
Item 4: Contract Standing Order 10 – Exceptional Situations and Procurement Performance Report – Report of the Chief Constable  


The Head of Procurement and Fleet (HPF) highlighted the procurement activity that had been undertaken outside the normal requirement to tender during February 2020 to August 2020 which was detailed at Appendix 1. 

During the reporting period there were 19 proprietary products purchased and 9 purchases which had been operational emergencies. A large number of the proprietary products were due to ICT renewals at the end of the financial year and operational emergencies, a result of COVID-19. 

The Procurement Performance for the period which also included information on contract and tendering processes was available to view at Appendix 2. Members were informed that procurement savings year to date 2020/21 (April-August) were £74,784.54.

The HPF highlighted the work that had been undertaken regionally, on a Joint Modern Slavery Statement with 7 Forces and PCC’s.

Members noted propriety product number 5 and asked whether all 100 Centurion Licences were active and being utilised. 

The HPF assured Members that the licenses are being used in the Department of Standards and Ethics and are checked on a regular basis to ensure the Force do not purchase and support licenses that are not being used. 

Members queried whether the Force have evidence, and can offer assurance that they are getting value in return on the investment on IT consultancy. 

The Force CFO informed Members that all staff have now transferred from SopraSteria to the Force which has created a requirement for an urgent and immediate IT specialist to ensure that the correct governance and scrutiny is placed over the processes.

The PCC CFO added that the arrangement is a short term situation and although classed as consultancy work the organisation are not just advising the Force, but completing the work as well. The recruitment process is due to commence imminently to replace the consultancy specialist with full time employees. 

Agreed that:

1. the report be noted. 


710
Item 5: Revised Contract Standing Orders - Report of the Chief Constable     

Members were presented with the PCC’s Contract Standing Orders, which had required no changes since the previous year, but were reviewed annually.  
The Contract Standing Orders cover all contracting and procurement activities within the OPCC and Force. This includes supply, hire, new contract, extension of contract and renewal of contract and/or disposal, with the exception of contracts for the purchase of land, and contracts of employment.


 Agreed that: 

1. the report be agreed. 

711
Item 6: Information Security Update – Report of the Chief Constable  

The Information Security Manager provided Members with a summary of information assurance (IA) activities that were performed during 2020.   

The Force continues with a governance framework including specialist IA roles: Senior Information Risk Owner (SIRO), Information Asset Owners (IAOs), Information Security Manager (ISM), and Data Protection Officer (DPO, also the head of the Information Management Unit).
Members asked if the Deputy Chief Constable (DCC) will be taking over as SIRO from Assistant Chief Constable, Steve Graham.  
The DCC is currently waiting for a course to become available to commence training and once this has been undertaken will become the SIRO.  Until then, the ACC is the SIRO and leads the Information Security Board which meets regularly.  
The ISM informed Members that the annual IT Security Health Check was conducted by an external penetration testing company in late July 2020. Whilst the report hadn’t been received at the time of writing, the ISM was able to update the Committee with the latest information.  

Members were concerned at the delay in receiving the report following the Health Check. 

The ISM informed Members that unfortunately this was due to the Force. The penetration testing company had requested information from the Force’s IT network team and that information was sent back late resulting in the substantial delay in receiving the report.  

Members were informed that security incidents continue to be recorded, assessed and reviewed by the ISM and statistics were provided in the appendix to the report. 

Members raised concerns at the number of high value devices that had been lost.

The ISM informed members that some of the devices that are recorded as lost have been missing for some time, have not previously been reported and only come to light from audits. The procedure for when an airwaves radio device is reported is to try and locate its last known location via GPS before being switched off. 

The Force CFO assured Members that when officers and staff are issued equipment they are reminded of the necessity to look after it and if there is an issue, to report it immediately. 

Agreed that: 
1.
the report be noted.  

712
Item 7: Service Improvement Programme – Report of the Chief Constable 

The Programme Manager for the Force presented the report which provided Members with an update on the progress of the Force’s Service Improvement Programme (SIP)

Members were informed that the SIP is now approaching the end of the first stage. The Stage 0 review will take place at the end of November with the findings presented at a following Committee meeting to Members.  

Members noted that delays have developed, owing to procuring the Process Evolution contract due to COVID-19 and also social distancing restrictions which prevented face to face workshops taking place prior to July 2020. Once completed in November the additional information provided by Process Evolution will assist in supporting decisions about Force priorities specifically identifying where resources are not adequate to meet demand and where change and/or investment is required.


Members recognised that the SIP Team were delivering a large piece of work and queried whether the team was resourced appropriately to be able to deliver the change. 

The Programme Manager acknowledged that the work can be overwhelming at times but the approach the SIP Team is taking is to deliver the programme closely with the commands. The Programme Manager was comfortable with the volume of work that had been undertaken so far and the changes that had been made with additional resources. 

The DCC added that the Force are ensuring that they prioritise and sequence the change in the right way in order for the Force to cope with the resources that it has. 


There were 2 appendices to the report that were to be presented under the closed session: 


· Programme Stage Plan 

· Programme Progress Report – July 2020

Agreed that: 

1. the report be noted.

713
Item 8: Annual Governance Statement – Report of the Chief Constable


The Force CFO presented the Annual Governance Statement (AGS) which had been brought as a draft report to the Committee meeting in June. 

Members were informed that since the draft report a significant governance issue has been added; 

· External Audit Adverse Value for Money Conclusion

The Force CFO thanked Member, Gill Rollings for providing feedback on the AGS. The Force CFO asked GR if she would share her experience and work with the Force early next year to help re-format the AGS into an easy to read and understandable document. 

GR accepted this request. 


 Agreed that:

1. GR to work with the Force on re-formatting the AGS. 

2. the report be noted.


714
Item 9: Annual Governance Statement – Report of the PCC CFO

The PCC CFO presented the Annual Governance Statement which had been brought as a draft report to the Committee meeting in June. 

Members were informed that since the draft report two significant governance issues have been added; 

· Adverse Value for Money Conclusion. 


· Overall Governance and Stewardship of the organisation after resignation of the Police and Crime Commissioner.


Members drew attention to paragraph 3.4 of the report and noted that they had expected to see detail on gaining external validation from stakeholders as part of the organisations assurance programme. 

The PCC CFO informed Members that the Senior Management Team within the OPCC are engaging on a regular basis with HMICFRS to keep abreast of work going on within the organisation. The work of Internal Audit has also been significantly expanded in order to have a wider programme of the assurance coming through.

The Chief Executive and Monitoring Officer echoed the PCC CFO’s comments regarding the strong link that the OPCC has established with HMICFRS. 

Members acknowledged the PCC CFO’s comments, however asked if a paragraph could be added in regards to external validation from stakeholders.


Members were reminded that the AGS had previously been presented in June for Members comments but the above point will be noted for future reports. 

Members were pleased to hear that the Force and OPCC had built a good working relationship with the HMICFRS and hoped that this would continue.
  
Agreed that:

1. the report be noted.

715
Item 10: Statement of Accounts – Report of the PCC’s CFO 




The PCC CFO reminded Members that the Statement of Accounts were presented at the previous meeting in June in draft form, and available on request to Members of the public from 1st July to the 12th August. There have been no significant changes to the Accounts since then, and no requests from the public.  


The Vice Chair of the Joint Audit Committee met virtually with the PCC CFO on the 23rd September 2020 to review the Audited Statement of Accounts 2019/20. The Vice Chair outlined in detail the sections that were reviewed with the PCC CFO during the meeting, for the benefit of Members. 

The Vice Chair confirmed he was satisfied on behalf of the Joint Audit Committee that the answers given by the CFO were comprehensive and that there were no significant areas of concern to report. The accounts will be formally signed off following today’s meeting.

Agreed that:

1. the report be agreed. 


716

Item 11: Strategic Risk Management Policy – Report of the PCC’s CFO



Members were informed that one of the outcomes of the recent Internal Audit’s review of Risk Management was to update the PCC's Risk Management Policy with version control which was to include a set review date. 


The aim of the policy is to clearly set out how the risk management process is to be embedded into the PCC's culture and made a central part of the management process.



Members noted the next review date for the Policy is March 2022. 

Agreed that:

1. the report be noted. 

717

Item 12: Audit Completion Report – Report of External Audit



The External Auditor presented the PCC and CC Audit Completion report which covered both statements in 1 document and summarises the findings from the audit. 



Members were reminded that the deadlines for submission of the draft and audited financial statements were pushed back to 31 August and 30 November respectively owing to the COVID-19 pandemic. 


External Audit anticipated issuing an unqualified opinion, without modification, on the financial statements for the PCC and Group, and the CC.

External Audit anticipate issuing an ‘Adverse’ qualification on the Value for Money conclusion. This is linked to weaknesses in proper arrangements arising from the HMICFRS report. Although it is recognised that the Force has started to address many of these concerns, it will take time to secure the improvements needed, embed them into the normal ways of working within the Force and ensure that the changes are sustainable. 

Members were informed that External Audit are awaiting assurance from the pension fund auditor which is currently preventing the signing of accounts. Members were assured this is not considered likely to result in material adjustment or change to disclosures within the financial statements. 


The External Auditor referred the Committee to the significant findings, summary of misstatements, the value for money conclusion and attached appendices. 




The External Auditor passed thanks onto both CFO’s and staff for their assistance during the audit.


Agreed that:

1. the report be noted.


718

Item 13: Internal Audit Progress Report – Report of Internal Audit


The Internal Auditor presented the Internal Audit Progress Report which updated Members on the delivery and progress of the Audit Plan which was presented at the previous meeting in June.

The Plan consisted of 18 reviews of which 4 have been finalised and presented at the meeting. A summary of the reviews were detailed in the report. 

The Internal Auditor confirmed that 12 reviews had been carried out internally, however indicated that fieldwork would recommence following a risk assessment of Force premises. 


Agreed that: 

1. the report be noted. 


719
Item 14: Business Continuity Planning – Report of Internal Audit 



The Internal Auditor informed Members the audit was undertaken to assess the effectiveness of the Force’s Business Continuity Plans (BCPs) and whether they are understood to ensure that the service delivery can be continued in the event of an incident or crisis.


The Force operates 35 departmental BCPs, which are designed to cover all critical areas of business operations. Through testing conducted as part of this review, Internal Audit found that the control framework relating to business continuity planning was well-designed, operating effectively and being applied consistently; however, they did identify an isolated incident of deviations from the control framework as well as areas where the Force can strengthen their existing framework. 

The Force CFO added that all 35 BCPs have been tested since March 2020 following the COVID-19 pandemic and are being used on a daily basis. 

The Internal Auditor asked Members whether they were content with the format of the report. 

Members confirmed that the format of the report was clear and concise and were happy for all reviews to follow this style.
There were 4 actions; 1 medium and 3 low.  


The overall assurance assessment; substantial assurance. 


Agreed that: 

1. the report be noted. 

720
Item 15: Risk Management – Report of Internal Audit 


The Internal Auditor informed Members the audit was undertaken to ensure processes are in place to identify, assess and manage the risks facing the Force and the PCC. 

The Force’s strategic risks are reviewed by the Force’s Risk and Governance Board, which meets every two months and the PCC’s Strategic Risk Register is

reviewed by the PCC Chief Financial Officer on an on-going basis. The Force’s and PCC’s Strategic Risk Registers are presented to the Joint Audit Committee on a bi-annual basis.
There were 7 actions; 5 medium and 2 low.  

Members were pleased to see that 6 of the actions had been implemented quickly with an end date of 30th September 2020. 


The overall assurance assessment; reasonable assurance. 


Agreed that: 

1. the report be noted. 

721
Item 16: Subject Access Request – Report of Internal Audit 

The Internal Auditor informed Members the audit was undertaken to ensure

Subject Access Requests (SARs) have been processed in a timely manner by the Force and in accordance with Article 15 of the General Data Protection Regulation (GDPR). 


For the 2019/2020 financial year, the Force received a total of 354 SARs. Of the 354 requests, 52 (15%) were submitted by either current or ex-staff members of the Force. 

The Internal Audit work confirmed that there are adequately designed controls in place, however, testing identified that the controls are not always consistently applied. 
Members queried whether it was unusual that current or ex-employees are submitting SARs. 

The Internal Auditor confirmed that 15% was a substantial amount as you would expect the information requested would be readily available to them through other processes without having to resort to SARs, hence the recommendation through Internal Auditor (SR22) which was accepted by management. 

There were 5 actions; 1 high and 4 medium.   


The overall assurance assessment; reasonable assurance. 


1.  the report be noted.

722
Item 17: Annual Report of the Monitoring Officer 1 April 2019 to 31 March 2020 – Report of Monitoring Officer 


The Chief Executive and Monitoring Officer (CEMO) reminded Members that it is a statutory role of the CEMO to address any actual or potential unlawfulness or maladministration arising from a proposal, decision or omission of the PCC. It is also the duty of the CEMO to prepare a formal report on any such matter to the Police & Crime Panel. 


During the time period there have been no formal reports to the Police & Crime Panel and no formal public complaints made against OPCC staff. 


Members raised concerns that although no new complaints or conduct matters were recorded in the OPCC in respect of a holder of the office of Chief Constable, several such matters recorded in previous years remain ongoing. Members acknowledged that this was outside of the CEMO’s control and hoped that the matters could be concluded imminently. 


The CEMO meets regularly with the Force’s Senior Legal Advisor to discuss matters of common interest in relation to lawful corporate decision making and overall legal and litigation risks. 

Although outside of the reporting period the CEMO covered the resignation of Police & Crime Commissioner Barry Coppinger on 8 September 2020. The former Commissioner, has been the subject of a referral by the Cleveland Police & Crime Panel to the Independent Office for Police Conduct. 

Members were informed that in Cleveland, initial handling of PCC complaints and conduct matters are not matters delegated by the Panel to the Commissioner’s CEMO. The CEMO was happy for Members to raise any questions about the matter, however, would only be able to address these as far as able to and in the closed session of the meeting which Members accepted.  


1.  the report be noted.

723
Exclusion of the Press and Public
Agreed that:

1. pursuant to the Local Government Act 1972 the press and public be excluded from the meeting under Paragraph 7 of Part 1 of Schedule 12A to the Act.
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