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Date:	Thursday 15 December 2022
Time:	10:00 – 12:30
Venue:	PCC Office, CPHQ, Cliffland Way, Hemlington, TS8 9GL

Agenda
	No
	Agenda Item
	Presented By
	Document

	1. 
	Apologies for absence

	
	

	2. 
	Declarations of interests

	
	

	3. 
	Open Minutes of the previous meeting held on 29 September 2022 

	Stuart Green

	


	4. 
	Internal Audit Reports and Plan Progress Update: 

· General Data Protection Regulation (GDPR)


· Key Financial Controls


· Health and Safety


· Internal Audit Progress Report 
15 December 2022


· Emergency Services News Briefing 

· Follow Up of Previous Internal Audit Management Actions: Visit 1 – Final 



· Integrated Offender Management 


	RSM
	

















	5. 
	Internal Audit Recommendations Tracker

	
	


	6. 
	HMIC Reports & AFI Trackers
	
	


	7. 
	Civil Claims Overview
	Hannah Langham 
	


	8. 
	Annual Ethics Committee Report
	Neal Gilson
	


	9. 
	Equality & Diversity Monitoring Report
	Sara Lightfoot
	


	10. 
	Gender Pay Gap Annual Report



	Karen Lindberg
	


	11. 
	Auditor’s Annual Report: Office of the Police and Crime Commissioner for Cleveland and the Chief Constable for Cleveland – Year Ended 31 March 2021 

	Mazars
	


	12. 
	External Auditor’s Update on the 2021/22 Audit

	Mazars
	Verbal Update 



Date of next meeting: Thursday 30 March 2022, 10:00 – 12:30. 

(Pre-meet) - Thursday 30 March 2023, 09:30 10:00 

Venue: CPHQ, Cleveland Rooms 1 & 2
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THE CHIEF CONSTABLE OF CLEVELAND
General Data Protection Regulation (GDPR)

Internal audit report 7.22/23

Revised Final

2 November 2022

This report is solely for the use of the persons to whom it is addressed.
To the fullest extent permitted by law, RSM UK Risk Assurance Services LLP will accept no responsibility or liability in respect of this report to any other

party.
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1. EXECUTIVE SUMMARY
Why we completed this audit

As part of the 2022/23 internal audit plan we have undertaken a review of the Force’s data protection framework and its approach to compliance with the UK General
Data Protection Regulation (GDPR) in relation to the use of personal data, including Part 3 of the Data Protection Act 2018 (DPA) in relation to the processing of
personal data for preventing, investigating, detecting, and prosecuting crimes.

The Force utilises its Information Management and Data Protection Policy which outlines the underpinning procedures when collecting any data for which it is
responsible, and it is expected to use the information in line with the legislative requirements and in pursuance of the Force’s policing vision and aims. The policy
acknowledges the roles and responsibilities across the Force from the Chief Constable to all employees to ensure that there is a consistent understanding on how to
retain and dispose of information appropriately, lawfully and with confidence.

The Force currently has a dedicated Data Protection Officer (DPO) and Information Management Team (IMT) in place who are responsible for data protection across
the Force and ensuring that all legislation and guidance is being adhered to. Whilst they are primarily responsible for these areas, information asset owners have
been identified and are in place across the Force. Information asset owners are senior staff within the Force and are responsible for ensuring that the data assets
they oversee are managed in adherence to GDPR and DPA 2018. Both the information asset owner and the IMT work collaboratively to identify new data assets.
The GDPR Data Protection Auditor completes an annual review of the information within the Register of Processing Activities (RoPa) and the Information Asset
Register to ensure that the details are still relevant and accurate.

Prior to our audit, the Force had conducted a self-assessment exercise using the ICO Self-Assessment Toolkit which had identified a number of areas for further
development. In response, a request has recently been made and approved to recruit an Information Governance Manager to assist in progressing the outstanding
areas highlighted. Recruitment was ongoing at the time of our audit.

Conclusion

As a result of our review, we have agreed one high, two medium and two low priority management actions. It should be noted that several of these actions stem
from a lack of resources to complete the required day-to-day tasks to effectively monitor Force compliance with GDPR and DPA 2018 legislation and, as noted
above, the Force is currently recruiting for an Information Governance Manager to assist in progressing the outstanding areas highlighted within the ICO Self-
Assessment.

The Force has a RoPA in place, which is reviewed on an annual basis by the GDPR Data Protection Auditor. Each processing activity is required to be audited to
confirm that the information is up to date and relevant. However, from the review of the RoPA we identified 72 processing activities which had not been reviewed
within the annual audit cycle, and there was no evidence available within the audit history to suggest a review had been undertaken. The Information Asset Register
is used to outline the information asset owners of data asset to ensure that data owners are aware of their responsibilities in relation to GDPR and DPA 2018.
However, we noted that several of the asset areas did not have an asset owner documented within the register to take responsibility if a breach occurred.





Further details of these actions can be found under section two of this report.

Key findings
Following our audit testing, we have agreed one high, two medium and two low priority management actions:
consent. Completion of the ICQO's self-assessment clearly highlighted that the Force requires additional work to manage consent and this has been

a key development area within the last 12 months. The DPO made the decision to focus solely on one area to identify the needs and requirements
before they consider the wider areas within the Force.

@ In discussion with the DPO, we understand that the Force has already acknowledged they have further development to undertake in respect of

The DPO made the decision to focus on digital extraction consent as this was a known area which required consent, and is one of the areas where
consent would be more frequently requested to support investigations.

As the DPO has previously implemented a guidance in relation to consent in her prior role, she is hoping to implement the same guidance within
the Force to set out the expectations for when consent is required and what relevant information can be obtained. Within section 6 of the ICO
Toolkit it is clear that further development needs to be completed in order to ensure that consent is obtained and managed appropriately. However,
until the Information Governance Manager is appointed, there is no availability within the team for this level of work to be completed.

When resource is available, the Force will implement an action plan to outline all data asset areas across each department to ensure that there is
sufficient focus on consent and ensuring that this is obtained and managed appropriately. (High)

@ We reviewed the Information Asset Register which outlines each data asset and the information asset owner. The IMT completes a new data asset
record within the register when they are informed of such. If the team is not advised of a new data asset, it will typically be picked up in the annual
audit review completed by the GDPR Data Protection Auditor.

Asset owners are identified by the individuals directly and report to the IMT. If there are changes to data guardians or asset owners, they are
required to inform the IMT, if they do not inform the team, the information will not be picked up until the annual audit review. There are currently 17
asset areas which have not been allocated an asset owner within the Information Asset Register.

If asset owners or guardian changes are not identified on a timely basis, there is a risk that if a breach occurs there is no individual available to take
responsibility and provide a solution. (Medium)





We reviewed the Force's website and confirmed that there is a Data Protection Act 2018 and UK GDPR Subject Access Request document
@ published to inform individuals of their rights to request information on themselves or another person for the following:

e Disclosures for family court proceedings;

e Register sex offenders data (Sarah's Law); and

e Domestic violence offender data (Clare's Law).

The document clearly outlines how individuals are required to confirm their identity before any information is provided.

In discussion with the Information Rights Decision Maker, we understood that Subject Access Requests can be submitted by any means such as
email, post, telephone, in person or via the .gov single online home platform. We also confirmed that the Information Rights Team is required to
assess all information requested before disclosing any details to the individual. This is to ensure that there are no breaches for ongoing
investigations and is only the information requested within the agreed parameters.

We confirmed with the Information Rights Decision Maker that they currently have no formal procedure document in place to set out the process for
Subject Access Requests and deletion of data. However, we note that this had already been identified as part of the ICO self-assessment and
included within the Force’s GDPR action plan.

There is a risk without a procedure document in place, there is no consistency with responses to requestees, and they are unable to set
expectations without an agreed timescales and decisions. (Medium)

For details of the remaining two low priority actions, please see section two of this report.

Our audit review identified that the following controls are suitably designed, consistently applied, and are operating effectively:

We completed a walkthrough with the GDPR Data Protection Auditor of both registers, Information Asset Register and the RoPA, which
are stored within the Share Point system. From this exercise we confirmed that both registers are live working documents within the

! system and access is restricted to the IMT and the relevant asset owners and guardians.

We obtained a copy of the Force’s Information Management and Data Protection Policy which outlines the roles and responsibilities
across the Force. We noted for data discovery, Heads of Departments are responsible for identifying any new data assets and
communicating this to the IMT so that it can make appropriate arrangements and add the required details to the Information Asset
Register and the RoPA.





Once the data asset has been identified the purpose of the data processing is updated within the RoPA. Within the register we confirmed
that there is a section which outlines the purpose of processing, and within each asset there are documented reasons for the processing
of the data. A couple of examples from the register are: prevention and detection of crime, safeguarding, complaints, corruption within
the Force, and management of staff. This information can be found within column 'l' on the register. We confirmed that the purpose for
processing data was documented for all data assets within the register.

Through review of the RoPA which identifies within column Al the location of personal data. Within this box all systems and software are
identified where the data is stored for each specific processing activity. These are some examples of locations where personal
information is stored:

e Emails in relation to an investigation;
e Laptop/ Hard drives;

. Webstorm;

e Y Drive;
° E-Duty;
. Niche;

e Police National Computer (PNC);
e Police National Database (PND); and
e  SharePoint

Additionally, we identified that column “AJ” of the RoPA outlined the details of instances where the data is required to be transferred to a
third party, this could be through the Internal Police Association, Interpol, or the Home Office. Within the register the reason for which
data would be transferred, if necessary, is clearly identified.

0 The DPO has confirmed that they have formally been employed by the Force as the DPO. This has been acknowledged by the ICO and
the Force’s ICO certificate has been updated to reflect this appointment. We have also confirmed that the Force’s website has the DPO’s
name and contact details.

We reviewed a copy of the role profile and confirmed that the description of the DPQ's role matched the work that the DPO is currently
completing and that their experience matched the role responsibilities. We also noted the DPO reports to the SIRO who is usually the
Deputy Chief Constable but it is temporarily the Assistant Chief Constable, as well as the Information Assurance Board and that the DPO
is supported by a number of individuals in the IMT.

We obtained a copy of the Force’s Information Management and Data Protection Policy and confirmed that, within the document, all
roles and responsibilities relating to data protection across the Force are outlined. The policy stipulates that the DPO is responsible for
ensuring that the Force is meeting its data protection legislative obligations.





2. DETAILED FINDINGS AND ACTIONS

This report has been prepared by exception Therefore, we have included in this section, only those areas of weakness in control or examples of lapses in
control identified from our testing and not the outcome of all internal audit testing undertaken.

Area: Maintenance of the RoPA

Control The Force maintains a RoPA. The register is reviewed at least annually between the GDPR Data Assessment:

Protection Auditor and the information asset owners to ensure that information on data assets and owners

is up to date and accurate and the register is clearly dated to reflect this review. Information asset owners  Design v

have access to the register should updates be required in year. c .

ompliance x

Findings / The RoPA is reviewed annually by the GDPR Data Protection Auditor with each asset owner to ensure that the relevant data is up to date
Implications  and accurate. We reviewed the RoPA to confirm that the register is up to date with all relevant information. In line with the GDPR Article

30 all Registers of Processing Activities are required to identify the following:

e Personal data - data subject categories;

e Purpose - legal basis;

e Security measures - retention rules; and

e Recipients — transfer.

e We noted that all of the required information within Article 30 was present within the Force's RoPA.

e From reviewing the RoPA we identified within column B the current audit date whilst column F showed the last audit date. We
identified a number of blank cells within the last audit date column, but this is due to that data asset only being identified as an
asset in 2022.

e From the last audit date and the current audit date, we noted that the audit schedule was not specifically completed on an annual
basis as originally advised. Further discussion with the GDPR Data Protection Auditor confirmed that all asset owners and
guardians have access to the register so that they can update the information where necessary.

e The GDPR DPO has advised that going forward the annual audits will be conducted on a rolling basis across the 12 months to
allow further work to be carried out in each area and to relieve some of the resource pressure from the auditor.

e There is arisk that if the RoPA is not reviewed at least annually, the Force cannot confirm that the information retained is relevant
and accurate in line with the GDPR.

Management The Force will ensure that all processing activities are reviewed  Responsible Owner: Date: Priority:
Action 1 at least annually to ensure that they are still relevant and up to Data Protection Auditor 31 October Low
date and there is clear audit trail of who the auditor has met with 2023

and agreed actions.






Area: Data Ownership

Control Each data asset is assigned an information asset owner who has overall responsibility for the data. Assessment:
Each data asset is also assigned a data guardian within the relevant team, who is responsible for Desi v
managing the data at an operational level and has more in-depth knowledge of systems and processes. esign
Annual register reviews ensure that information asset owners and data guardians are kept up to date to )
reflect any changes in staffing. Compliance x
Findings / We reviewed the Information Asset Register which outlines each data asset and the information asset owner. The IMT completes a new
Implications data asset record within the register when they are informed of it. If this is not communicated to the team, it will typically be picked up
during the annual audit review completed by the GDPR Data Protection Auditor.
Asset owners are usually Heads of Department as they take overall responsibility if there is a breach or an issue raised. However, the
management of the data on an operational level is a member of the team or department associated with the asset area and they are
referred to as data guardians.
Asset owners are identified by the individuals directly and report to the IMT. There are currently 17 asset areas not allocated an asset
owner within the Information Asset Register.
If asset owners or guardian changes are not identified in a timely manner, there is a risk that if a breach occurs there is no individual
available to take responsibility and provide a solution.
Management a) Earlier intervention will take place to identify asset ownersto ~ Responsible Owner: Date: Priority:
Action 2 ensure they understand their responsibilities. Data Protection Officer 31 December
b) Email prompts will be issued to all asset owners on a 2022

quarterly basis to identify if owners or guardians have changed.






Area: Data Protection Officer resources

Control The DPO oversees the IMT and has recently received approval to recruit an additional post within this Assessment:
team for an Information Governance Manager role to support in the fulfilment of the DPO's statutory
responsibilities. Design v
Compliance X
Findings / We confirmed with the DPO that she has only been in post since last year and since the development of the role she has completed the
Implications ICO self-assessment to identify the gaps within the Force in relation to GDPR As a result the DPO identified a need for additional
resources within the team. This was raised by the DPO within the Force Management Statement, that they did not have enough resource
available to fulfil the statutory duties.
A request was made for an Information Governance Manager role through the force management process. Across the Force over 140
new role applications were submitted and only six were approved due to financial budgets, the Information Governance Manager was one
of the roles approved and recruitment is currently underway.
Within the IMT, there a Records Manager and a Data Quality Team, an Information Security Manager and an Information Security Team
(which includes the GDPR Data Protection Auditor) and an Information Rights Team (comprising of three Information Rights Decision
Makers and one Administration Assistant).
Records Manager and two Information Management Practitioners. Once the information Governance Manager position is recruited, the
team will have sufficient resources to carry out their required tasks, at the moment the team are picking up additional responsibilities to
support the function.
If the Force is unable to address the priority areas identified by the ICO self-assessment, there is a risk that it may not be able to meet its
statutory obligations regarding data protection.
Management Upon appointment of the Information Governance Manager, Responsible Owner: Date: Priority:
Action 3 there should be sufficient priority placed on the outstanding Data Protection Officer 31 October Low
requirements outlined within the ICO Self-Assessment toolkit. 2023






Area: Individuals Rights

Control The Force has an Information Rights Team in place which manage subject access rights across the Assessment:
organisation. In addition, the Records Manager manages any right to rectify and erase.
Detailed information is available on the Force's website to ensure that individuals are aware of their rights Design v
in respect of data and formal avenues to request Subject Access Requests (SAR) or deletion of data are
published. Compliance %
Overall compliance with SARs is regularly monitored across the Force for adequate oversight.
Findings / We reviewed the Force's website and confirmed that there is a Data Protection Act 2018 and UK GDPR SAR document published to
Implications inform individuals of their rights to request information on themselves or another person for the following:
e Disclosures for family court proceedings;
e Register sex offenders data (Sarah's Law); and
e Domestic violence offender data (Clare's Law).
The document clearly outlines how individuals are required to confirm their identity before any information is provided.
The website also has a designated section on how to submit a SAR. The page is interactive so that individuals can tailored the options of
the dates they are looking to access. Each avenue follows a specific process of how and to whom to submit a request.
In discussion with a member of the Information Rights Team, we understood that SARs can be submitted by any means such as; email,
post, telephone, in person or via the .gov single online home platform. We also confirmed that the Information Rights Team are required to
assess all information requested before disclosing any details to the individual. This is to ensure that there are no breaches for ongoing
investigations and it is only the information requested within the agreed parameters.
All SARs are acknowledged to confirm receipt and a response is provided within one month of submission.
We confirmed with the Information Rights Decision Maker that they currently have no formal procedure document in place to set out the
process for SARs and requests for the deletion of data.
There is a risk without a procedure document in place, there is no consistency with responses to requestees, and the Force may be
unable to set expectations without agreed timescales and decisions.
Management A formal internal procedure will be produced in relation to SARs  Responsible Owner: Date: Priority:
Action 4 and the deletion of data to ensure that individuals’ expectations

- Data Protection Officer 30 April 2023
are met, and all members of the team are aware of their

responsibilities in relation to GDPR.






Area: Consent

Control Partially missing control Assessment:
The DPO is aware that consent is an area for further development within the Force and has worked with .
; ) o : Design x
various teams to implement adequate consent processes. However, this is a work in progress and has not
been implemented across all Force departments.
The DPO completed the ICO's self-assessment toolkit on accountability, which identified areas to work on, Compliance -
including consent arrangements.
Findings / In discussion with the DPO, we understand that they have already acknowledged that they have further development to undertake in
Implications  respect of consent.
Upon completion of the ICO's self-assessment it is clearly highlighted that the Force requires additional work to be done on consent and
this has been a key area for development over the last 12 months. The DPO made the decision to focus solely on one area to identify the
needs and requirements before they consider the wider areas within the Force.
The DPO made the decision to focus on digital extraction consent as this was a known area which required consent and is one of the
areas where consent would be more frequently requested to support investigations.
As the DPO has previously implemented a guidance in relation to consent in her prior role, she is hoping to utilise the same guidance
within the Force to set out the expectations of when consent is required and what relevant information must be obtained. Within section 6
of the ICO Toolkit it is clear that further development needs to be completed in order to ensure that consent is obtained and managed
appropriately. However, we were advised that until the Information Governance Manager is appointed, there is no availability within the
team for this level of work to be completed.
Within the digital extraction area, the Detective Chief Inspector has developed a digital processing notice which outlines the parameters of
the data they require to extract from a device, which is agreed and signed by the individual to ensure that they fully understand the
consent they have provided. All digital processing notices are submitted to the Inspector to ensure that the data they have requested is
relevant to an investigation and the individual has given appropriate consent.
When resource is available, the Force should implement an action plan to outline all data asset areas across each department to ensure
there is sufficient focus on consent and ensuring that this is obtained appropriately. Until this is achieved, the Force’s ability to meet GDPR
requirements in this respect may be undermined.
Management Formal guidance in respect of consent will be produced to help Responsible Owner: Date: Priority:
Action 5 staff and officers support the GDPR requirements in relation to Data Protection Officer 30 June 2023 High

obtaining and the withdrawal of consent.

Upon the appointment of the Information Governance Manager, 31 Octob
a full review of each asset owner area will be conducted to ctober
identify areas where consent is required. Following the area 2023
review, a development plan will be created to prioritise areas

which require consent.
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Control Missing control Assessment:

A Digital Processing Notice Form is available if a device is taken from a suspect or witness. Design “

Compliance -

Findings / As documented in the above control, digital extraction is the only information asset area which has been developed to consider consent.

Implications As the digital extraction consent area was developed, the DPO has created three supporting documents to assist in the consent capturing

process:

e Suspect Digital Processing Notice (DPNc);
o Witness Digital Processing Notice (DPNa); and
o Witness FAQ Digital Processing Notice B (DPNbD).

The process for documenting and obtaining consent can vary between witness and suspect. The DNP documents are completed by the
on-duty officer alongside the witness or suspect to outline the required information they are looking to extract from the device. The form
specifically identified the relevance of the information to be extracted and this is required to be signed and agreed with the witness or
suspect directly to give consent.

Both witness and suspects forms outline the reason the information or examination of the device is required in order to assist an
investigation. Once the form has been agreed with the individual, it is submitted to the Inspector in order to authorise forensic analysis of
the device. The authorisation from the Inspector is to ensure that only relevant information is being extracted.

For suspects, the process is to request access to the device in question and if they do not comply the officer on duty can instruct seizure
of the device in line with the Police and Criminal Evidence Action 1984 section 19.

Our findings are limited to the digital extraction area of consent as the process had not been developed and implemented across the wider
Force.

Management AS per management action five.
Action

11






Control Missing control Assessment:
Individuals have the right to withdraw consent at any point and can do this via the website, email, or in .
writing to the DPO / IMT. Design x
A member of the IMT will confirm with the individual that their information on record is no longer stored. Compliance i
Findings/  Digital extraction is currently the only area with an implemented consent process. We discussed with the Detective Chief Inspector (DCI)
Implications Wwho is the information asset owner in this area, if they had any instances where consent had been withdrawn since the implementation of

the device processing notice form. The DCI confirmed that, as there is currently no guidance in place, they do not have a set process to
follow, they make judgements on a case by case basis. We were also advised that within the last 12 months, there have only been a
handful of instances where an individual has requested that consent be withdrawn.

The DCI confirmed that the process was only implemented in August 2022 and they have only had one instance where a victim of sexual
assault had requested all information be withdrawn. However, the Deputy Chief Inspector confirmed that at the current stage of
investigation into the crime they could not agree to the withdrawal.

In this situation, a formal conversation was held with the victim, the DCI and the Crown Prosecution Service to highlight the risks of
withdrawing at this stage and if they continued with their consent, they would ensure that only one relevant member of staff associated
with the case would be allowed access to the details. Following this discussion, the victim confirmed that she was happy to continue
consent on the basis that their information was held in a sensitive manner.

For victims or witnesses, withdrawal of consent can disrupt investigations and without a formal procedure in place the investigating officer
cannot appropriately advise the individual.

Through discussion with the DCI, we confirmed that they currently have no process in place to correctly respond to and advise individuals
when withdrawing consent. The DPO confirmed that this was the case and until the Information Governance Manager position is filled,
they have no resource to prioritise this.

Management AS per management action five.

Action
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APPENDIX A: CATEGORISATION OF FINDINGS

Categorisation of internal audit findings

Priority Definition

Low There is scope for enhancing control or improving efficiency and quality.

Medium Timely management attention is necessary. This is an internal control risk management issue that could lead to: Financial losses which
could affect the effective function of a department, loss of controls or process being audited or possible reputational damage, negative
publicity in local or regional media.

High Immediate management attention is necessary. This is a serious internal control or risk management issue that may lead to:
Substantial losses, violation of corporate strategies, policies or values, reputational damage, negative publicity in national or
international media or adverse regulatory impact, such as loss of operating licences or material fines.

The following table highlights the number and categories of management actions made as a result of this audit.

Control Non Agreed actions
design not Compliance . :
effective* with controls* Medium High
General Data Protection Regulation 1(13) 4 (13) 2 2 1
Total 2 2 1

* Shows the number of controls not adequately designed or not complied with. The number in brackets represents the total number of controls reviewed in this area.
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APPENDIX B: SCOPE

The scope below is a copy of the original document issued.

Scope of the review

The scope was planned to provide assurance on the controls and mitigations in place relating to the following area:

Objective of the area under review

We will review the Force’s approach to compliance with the UK General Data Protection Regulation (UK GDPR), in relation to the use of personal data, and
Part 3 of the Data Protection Act 2018 (DPA 2018) in relation to the processing of personal data for preventing, investigating, detecting, and prosecuting
crimes. In particular, we will cover the following high-level areas:

1 Business processes and data discovery

Based on the documentation and information provided, review how the Force ensures compliance with the UK GDPR in relation to the use of personal data,
and the DPA 2018, Part 3, Section 61 for data being used for law enforcement purposes. Our review will focus on management control processes designed
to identify and document all in scope data across the organisation, with particular reference to:

o the existence of processes to map and classify data;

e processes to identify the purpose for the processing of data;

e maintenance of the Register of Processing Activities (RoPA);

¢ identification and management of data moving from DPA 2018 Part 2 (UK GDPR) into DPA 2018 Part 3; and

o methods of data storage and transfer.

2 Data ownership

Based on the documentation and information at 1 above, note the existence of processes used to identify/allocate data owners.

3 The Role of the Data Protection Officer

Based on the documentation and information provided, review how the Force ensures compliance with the DPA 2018, Sections 69-17 concerning the role of
the Data Protection Officer (DPO). In particular:

e whether the Force has a formally appointed DPO;
¢ whether the DPO is given sufficient priority within the organisation to perform their duties; and
o whether the DPO is afforded sufficient resources to carry out their required tasks.
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4 Individual’s rights

Based on the documentation and information at 1 above, comment on the existence and operation of procedures in place to ensure compliance with data
subject rights across the organisation.

5 Consent

Based on the documentation and information at 1 above, comment on the existence and operation of processes to ensure that the requirements of Article 7
GDPR are complied with in respect of:

e ensuring consent is obtained appropriately;
e documenting when and how consent is obtained; and

e responding when consent is withdrawn.

Limitations to the scope of our work

e The assignment is delivered as an ‘agreed upon procedures’ review and therefore will not result in a formal assurance level or opinion.
e We will not confirm compliance with UK GDPR or DPA 2018 and/or provide any legal or regulatory advice.
e Our review will not comprise a review of compliance with the Privacy and Electronic Communications Regulations 2013 (PECR).

e Our work does not provide absolute assurance that material errors, loss or fraud do not exist.

15






Debrief held 7 October 2022 Internal audit contacts

Draft report issued 21 October 2022 Dan Harris, Head of Internal Audit
Revised Draft report 31 October 2022

issued Philip Church, Senior Manager
Responses received 1 November 2022 Mike Gibson, Client Manager

Hollie Adams, Assistant Manager

Naomi Longstaff, Auditor

Final report issued 1 November 2022 Client sponsor

Bewsed Final report 2 November 2022 Deputy Chief Constable

issued
Head of Information Management and Data Protection Officer
Distribution
Deputy Chief Constable

Head of Information Management and Data Protection Officer

rsmuk.com

The matters raised in this report are only those which came to our attention during the course of our review and are not necessarily a comprehensive statement of all the
weaknesses that exist or all improvements that might be made. Actions for improvements should be assessed by you for their full impact. This report, or our work, should
not be taken as a substitute for management’s responsibilities for the application of sound commercial practices. We emphasise that the responsibility for a sound system
of internal controls rests with management and our work should not be relied upon to identify all strengths and weaknesses that may exist. Neither should our work be
relied upon to identify all circumstances of fraud and irregularity should there be any.

Our report is prepared solely for the confidential use of The Chief Constable of Cleveland, and solely for the purposes set out herein. This report should not therefore be
regarded as suitable to be used or relied on by any other party wishing to acquire any rights from RSM UK Risk Assurance Services LLP for any purpose or in any
context. Any third party which obtains access to this report or a copy and chooses to rely on it (or any part of it) will do so at its own risk. To the fullest extent permitted by
law, RSM UK Risk Assurance Services LLP will accept no responsibility or liability in respect of this report to any other party and shall not be liable for any loss, damage
or expense of whatsoever nature which is caused by any person’s reliance on representations in this report.

This report is released to you on the basis that it shall not be copied, referred to or disclosed, in whole or in part (save as otherwise permitted by agreed written terms),
without our prior written consent.

We have no responsibility to update this report for events and circumstances occurring after the date of this report.

RSM UK Risk Assurance Services LLP is a limited liability partnership registered in England and Wales no. OC389499 at 6th floor, 25 Farringdon Street, London EC4A
4AB.
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1. EXECUTIVE SUMMARY
Why we completed this audit

As part of the internal audit plan for 2022/23 we have undertaken an audit on the key financial controls to ensure there is an appropriate framework and audit trail in
place. We considered the controls in place for both accounts payable and accounts receivable and that these are appropriate and are working as intended.

The Force utilise the Joint Corporate Governance Framework which includes financial regulations that are used to govern the Force’s use of funds and outlines the
responsibilities for key individuals such as the Chief Constable, the Commissioner, and the Force’s Chief Financial Officer. The Oracle finance system helps to
manage financial processes which includes the general ledger and purchase order requisition and approval. An authorised signatories list has also been created and
regularly monitored and updated to include all individuals who can approve purchase orders. This has been built into the Force’s finance system to ensure additional
controls are in place. A month-end procedure document is in place to outline the process that staff must use at month-end and includes a step-by-step guide.

The Treasury Team are responsible for all bank reconciliations, cash flow management and all payment runs which are reviewed and approved by the Strategic
Finance Manager. There are only five members of the Treasury Team who have access to the Banking system, the system has a built in two-person authorisation,
one member can submit the payment, but a secondary user is required to authorise in line with the segregation of duties.

We have conducted IDEA data analytics to consider a more in-depth and accurate testing of the Force’s financial data. This has included testing to determine any
duplicate payments, duplicate suppliers and bank details and purchase order approval by individuals that are not included on the authorised signatory list. We have
also conducted sample testing on this data. Management have been provided with copies of the IDEA results to review and action if necessary. Results of the IDEA
testing and sample testing can be seen in Appendix B.

Conclusion

The Police and Crime Commissioner and the Chief Constable have robust financial regulations in place which sets out the key financial controls, which can be
supported by additional evidence and clear justification within the Oracle System. As a result of our review, we have agreed one low priority management action in
relation to the testing completed for purchase order authorisation, we identified four discrepancies which did not follow the purchase order authorisation process
before an invoice was received.





Internal audit opinion:

Taking account of the issues identified, the Police and Crime Commissioner and the Chief
Constable can take substantial assurance that the controls upon which the Chief a »
Constable of Cleveland relies to manage this area are suitably designed, consistently

+ >

applied and effective. =

Key findings

Following our audit testing, we have agreed one low priority management action, details of which can be found in section 2 below. Our audit review
identified that the following controls are suitably designed, consistently applied, and are operating effectively:

The Force utilised the Joint Corporate Governance Framework which outlines the financial regulations which governs the Force’s funds
and sets out the individual responsibilities.

An authorised signatory list is also available alongside the financial regulations to ensure the Force is aware of which staff member can
approve purchase orders and their authorisation limit. There is also an electronic copy input within the Oracle system to ensure
authorisation limits cannot be exceeded.

A month end procedure document is available to staff which provides a step by step guide on how to complete month end process. Each
step is supported by screenshots from Oracle and includes key responsibilities.

To ensure there is segregation of duties across the Finance Team, they are allocated responsibilities each month. We took a sample of
three months of accounts payable and receivables ledgers to confirm a different member of the team conducted these each month and
were appropriately reviewed by the Head of Finance and Payroll. We confirmed in all cases responsibilities were allocated to a different
member of the teach each month and they were all reviewed and authorised by the Head of Finance and Payroll.

Control account reconciliation is completed on a monthly basis, we took a sample of three months (June, July, and August 2022). For all
three months we obtained evidence to show the control account reconciliation has been reviewed, approved and by an appropriate
individual.






A new supplier is required to complete a new supplier form which takes all necessary details which are to be input within the Oracle
system. We selected a sample of 20 suppliers and confirmed that a new supplier form matched the details within the Oracle finance
system.

All new customers require a new customer form to be completed and signed off by the Head of Finance and Payroll. We selected a
sample of 10 new customers and requested copies of the new customer form to check that this matched the data held on Oracle. In all
10 cases we were provided with a matching form and noted no discrepancies between the new customer form and Oracle.

All credit notes raised must have a completed credit note form which includes sign off by an authorised member of staff. We selected a
sample of 20 credit notes and checked to determine whether a credit note form was on file and this had been signed by an appropriate
officer as per the authorised signatories list. In 14 cases we confirmed that a credit note form was on file and had been correctly
approved by authorised individuals. In the remaining six cases, approval was not required as the credit was raised due to a refund for the
items purchased.

Segregation of duties is clear on the Force’s banking system with dual authorisation required for any transaction made. We verified that
all users that have access to the system are appropriate, still employed by the Force and have relevant access rights (depending on their
job role). We selected a sample of five payments made by the Force and confirmed that they had been requested by one user and
approved by another separate user.

Bank reconciliations are completed on a monthly basis by the Treasury Team as part of the month end processes. All reconciliations are
reviewed and approved by the Strategic Finance Manager. We have confirmed for nine accounts across a three month period (June,
July, and August 2022) where all reviewed and approved.

All payment runs are requested by a member of the Finance or Payroll Team and approved by a member of the Treasury Team. We took
a sample of five payments runs and confirmed for each there is an appropriate requestee and there is emails authorisation from the
Treasury Team confirming the payments can be made. All authorisations have been completed correctly and a clear audit trail is
available to confirm authorisation.





2. DETAILED FINDINGS AND ACTIONS

This report has been prepared by exception Therefore, we have included in this section, only those areas of weakness in control or examples of lapses in
control identified from our testing and not the outcome of all internal audit testing undertaken.

Area: Purchase Order Authorisation

Control Purchase order requisitions are submitted through the Oracle system for approval from the appropriate Assessment:
authorised signatory. Invoices are automatically reconciled to each purchase order within the system.
For invoices of multiple purchase orders, they are combined under a multiple record within the Oracle Design v
system to ensure an effective audit trail is present.
Compliance X
Findings / For a sample of 20 purchases, we confirmed the purchase requisition was raised and approved by the appropriate authorised signatory for
Implications the amount requested.
In 16 cases, we confirmed the invoice was available and submitted after the purchase order. However, in four cases we identified the
invoice was submitted before the purchase order was processed.
In these cases, we identified multiple invoices raised over the financial year which have been combined into one invoice. We also
identified that suppliers who complete scheduled work throughout the year, invoice in advance for work they are due to complete.
Four discrepancies were identified that did not follow the purchase order authorisation process before an invoice was received. However,
two of the invoices raised were rejected by the Finance Team as there was no reconciling PO, requested supplier to resend invoice
following the receipt of a PO raised internally. In one case, the original purchase order was cancelled as the value amount did not
reconcile and a new PO was submitted. In the remaining one case the PO was raised in advance of the invoice, but the PO was not
approved until after the invoice was received.
There is a risk that if all staff are not performing the correct purchase order procedure, the Finance Team will be unable to reconcile
invoices which are raised and they cannot proceed with payment until authorised signatory has approved, which could lead to delay
payments.
Management The Force will ensure all staff are made aware of the purchase Responsible Owner: Date: Priority:
Action 1 order authorisation process for any goods or services. Head of Finance and Payroll 31 December  Low
2022






APPENDIX A: CATEGORISATION OF FINDINGS

Categorisation of internal audit findings

Priority Definition

Low There is scope for enhancing control or improving efficiency and quality.

Medium Timely management attention is necessary. This is an internal control risk management issue that could lead to: Financial losses which
could affect the effective function of a department, loss of controls or process being audited or possible reputational damage, negative
publicity in local or regional media.

High Immediate management attention is necessary. This is a serious internal control or risk management issue that may lead to:
Substantial losses, violation of corporate strategies, policies or values, reputational damage, negative publicity in national or
international media or adverse regulatory impact, such as loss of operating licences or material fines.

The following table highlights the number and categories of management actions made as a result of this audit.

Control Non Agreed actions
design not Compliance . :
effective* with controls* Medium High
Key Financial Controls 0 (20) 1 (20) 1 0 0
Total 1 0 0

* Shows the number of controls not adequately designed or not complied with. The number in brackets represents the total number of controls reviewed in this area.






APPENDIX B: DATA ANALYTICS

The following is a summary of findings from our analytical work which we have discussed with management.

Analytics Findings:

The following is a summary of findings from our data analytics work which we have discussed with management. This has involved us sharing the data
analytics spread sheets which detail the findings for further consideration and checking.

For the purpose of our findings, we have used a ‘pause’ and ‘tick’ approach to highlight at a glance which areas require further investigation following our

findings. o o

Area: Accounts receivable — duplicate customer accounts

Criteria: Identify instances of potential duplicate customer accounts.

Source Data/Reports: Customer Listing

Period Covered: 2022 /2023

Testing Undertaken: There are 574 records on the Customer Listing provided for review. We analysed the report for any potential duplicates by

part name and post code.

Issues identified: Using part name and post code, we identified four potential duplicate customer accounts.
Overall Conclusion: From the four identified, we discussed with the Head of Finance and Payroll and confirmed one customer account had two

different site locations attached within the Oracle system. In the remaining one case the Finance Business Manager
confirmed this was a duplication, but only one accounts was utilised for any transactions.






Area: Multiple customer accounts with the same bank details

Criteria: To identify any potential duplicate customer accounts using bank details.

Source Data/Reports: Customer Listing

Period Covered: 2022 /2023

Testing Undertaken: The Force do not retain bank detail information for customer accounts; therefore no testing has been undertaken.
Issues identified: N/A

Overall Conclusion: N/A

Area: Credit notes or write-offs over the delegated authority thresholds

Criteria: To identify credit notes or write-offs over the delegated authority thresholds.

Source Data/Reports: Sales Invoices 01.01.22 — 31.07.22

Period Covered: 2022/ 2023

Testing Undertaken: There are 23 credit records listed on the Sales Invoice Report provided for review. The 23 credit records were approved by

five separate individuals. We reviewed these approvers against the authorised signatories list for 2022 / 2023.

Issues identified: Of the five separate approvers, one approver was not listed on the authorised signatories list and two approvers did not

have an approval value listed.

Overall Conclusion: No discrepancies identified. For the three different approvals, two were given delegated authority by their line managers as
they were on annual leave during this time. The second approval was a cancelled order by the individual, there was no
approval issues identified when we reviewed the Oracle system as an individual with no authorisation threshold originally
approved before the order was cancelled.






Area: Duplicate sales invoices

Criteria: Identify duplicate sales invoices.

Source Data/Reports:

Sales Invoices 01.01.22 — 31.07.22

Period Covered:

2022 /2023

Testing Undertaken:

There are 417 sales invoices recorded on the Sales Invoice Report provided. We analysed the records by customer, invoice
summary and gross value to identify any potential duplicates.

Issues identified:

From our analysis, we identified 22 potential duplicate records using customer, invoice summary and gross value. o

Overall Conclusion:

No discrepancies identified. We confirmed for a sample of five invoices there was no duplication. In the first and second
sample, we confirmed there was two different invoice summary numbers associated with each record. In the third and fourth
sample, we confirmed the duplication was a credit note which had been raised in line with the original invoice. For the
remaining sample, we confirmed the invoice numbers were completed separately and the amount paid is from an agreed
contract price per quarter.

Area: Supplier accounts with the same bank details

Criteria:

Identify supplier accounts with the same bank details

Source Data/Reports:

Supplier Listing

Period Covered:

2022 /2023

Testing Undertaken:

There are 2,876 supplier accounts listed on the Supplier Listing Report provided. We analysed these records for potential
duplicate by bank account details and by names and bank account details.

Issues identified:

We identified 291 supplier accounts with the same bank account details and 91 supplier accounts with the same name and

bank account details.






Area: Supplier accounts with the same bank details

Overall Conclusion:

No discrepancies identified. The report duplicated supplier accounts once exported from the Oracle system. We sample
tested 10 supplier accounts and confirmed there was no duplication within the Oracle System. Upon further discussion, we
identified the report is only exported for audit purposes and is not used internally.

Area: Purchase orders above delegated authority thresholds

Criteria:

Identify purchase orders above delegated authority thresholds.

Source Data/Reports:

Paid Invoices 01.01.22 — 31.07.22

Period Covered:

2022 /2023

Testing Undertaken:

Review of the approvers on the Paid Invoice Report provided against the authorised signatories list for 2022 / 2023 to
ensure all approvers were listed and amounts approved are in line with the authority values.

Issues identified:

There are 96 records where the order approver is not documented on the authorised signatories list for 2022 / 2023
provided, which pertains to 27 separate individuals. We identified three further approvers whose approved records

exceeded the limits in the authorised signatories list. o

Overall Conclusion:

No discrepancies identified. We took a sample of five purchase orders to confirm if they were above delegated authority
threshold. In two cases, we noted the individual had been appointed as interim inspectors which would have the appropriate
delegated authority at the time, they have now been returned to their original roles. In the remaining three cases the
requester had cancelled the order within the Oracle system after an appropriate authorisation was given which overrides the
approval within the exported report, as they are the last person to make amendments to the record.
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Area: Identify duplicate payments

Criteria:

Identify duplicate payments

Source Data/Reports:

Paid Invoices 01.01.22 — 31.07.22

Period Covered:

2022 /2023

Testing Undertaken:

There are 7,323 records on the Paid Invoice Report provided. We analysed this report for potential duplicates by supplier
number, invoice date, amount and invoice number.

Issues identified:

Using supplier number, invocie date, amount and invoice number, we identified 64 potential duplicate records. o

Overall Conclusion:

No discrepancies identified. We took a sample of 22 payments to confirm if there was a duplication. However, upon further
investigation all payments identified within the testing were raised in 21/22 financial year as purchase order and the order
was not fulfil until 22/23 which present itself as a duplication on the report. However, these are easily identified as column F
shows the original purchase order and the adjustment into the new financial year.

1"






APPENDIX C: SCOPE

The scope below is a copy of the original document issued.

Scope of the review

The scope was planned to provide assurance on the controls and mitigations in place relating to the following area:

Objective of the area under review

The organisations’ financial system is appropriately managed to ensure that all financial transactions are accurately recorded.

The following areas will be considered as part of this review:

General
e Financial regulations
e Scheme of delegation / list of budget holders

Month-end processes

¢ Month-end timetable and Allocation of responsibilities
e Management of month-end process

e Control account reconciliation preparation and review
e Journal entries and other adjustments

Accounts Payable

e New supplier set up

e Purchase order authorisation

e (Goods receipt and invoice authorisation

e Payments to suppliers

e  Our work will incorporate the use of Computer Assisted Audit Techniques (CAATS) using the IDEA software package in order to:
» Identify potential duplicate supplier accounts
» ldentify multiple supplier accounts with the same bank details

» ldentify purchase orders above delegated authority thresholds






» ldentify duplicate payments

Accounts Receivable

New customer set up
Receipts from debtors and Credit notes and write-offs
Our work will incorporate the use of Computer Assisted Audit Techniques (CAATSs) using the IDEA software package in order to:
» ldentify potential duplicate customer accounts
» ldentify multiple customer accounts with the same bank details
» ldentify credit notes or write-offs above delegated authority thresholds

» ldentify duplicate invoices

Treasury Management

Segregation of duties

Controls over access to banking systems
Account reconciliations and review process
Review and authorisation of payment runs

Recording of receipts

The following limitations apply to the scope of our work:

The scope of the work will be limited to those areas examined and reported upon in the areas for consideration in the context of the objectives set out in
this review.

Testing will be completed on a sample basis only, based on transactions from the current financial year.
We will not review controls over credit cards as agreed with management.
Our work does not provide assurance on the appropriateness of the transactions entered into, or payments made.

We will not comment on whether the organisations have achieved value for money from specific transactions. Our audit will not cover the broader
procurement process.

Our review will also not include the setting, monitoring and reporting upon budgets relating to the above transactions.

Our work and report does not provide any assurance on the eventual accuracy at the year end of the current projected outturn or any assurance on the
validity and accuracy of any assumptions made in producing the projected outturn.

Our work does not provide absolute assurance that material error, loss or fraud does not exist.
13
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rsmuk.com

The matters raised in this report are only those which came to our attention during the course of our review and are not necessarily a comprehensive statement of all the
weaknesses that exist or all improvements that might be made. Actions for improvements should be assessed by you for their full impact. This report, or our work, should
not be taken as a substitute for management’s responsibilities for the application of sound commercial practices. We emphasise that the responsibility for a sound system
of internal controls rests with management and our work should not be relied upon to identify all strengths and weaknesses that may exist. Neither should our work be
relied upon to identify all circumstances of fraud and irregularity should there be any.

Our report is prepared solely for the confidential use of The Police and Crime Commissioner for Cleveland and The Chief Constable of Cleveland, and solely for the
purposes set out herein. This report should not therefore be regarded as suitable to be used or relied on by any other party wishing to acquire any rights from RSM UK
Risk Assurance Services LLP for any purpose or in any context. Any third party which obtains access to this report or a copy and chooses to rely on it (or any part of it)
will do so at its own risk. To the fullest extent permitted by law, RSM UK Risk Assurance Services LLP will accept no responsibility or liability in respect of this report to
any other party and shall not be liable for any loss, damage or expense of whatsoever nature which is caused by any person’s reliance on representations in this report.

This report is released to you on the basis that it shall not be copied, referred to or disclosed, in whole or in part (save as otherwise permitted by agreed written terms),
without our prior written consent.

We have no responsibility to update this report for events and circumstances occurring after the date of this report.

RSM UK Risk Assurance Services LLP is a limited liability partnership registered in England and Wales no. OC389499 at 6th floor, 25 Farringdon Street, London EC4A
4AB.
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1. EXECUTIVE SUMMARY
Why we completed this audit

We have undertaken a review of the Chief Constable of Cleveland’s health and safety arrangements with the objective of ensuring that the Force has appropriate
systems in place to mitigate risks relating to health and safety. Our audit has included a review of health and safety policies, injury reporting arrangements, annual
premises inspections, training, and risk assessment processes.

The Operational Planning and Safety Manager is responsible for managing health and safety arrangements within the Force and their remit includes health and
safety, operational planning and counter-terrorism. The Operational Planning and Safety Manager is supported by one full-time Health and Safety Officer and two
part-time officers who work between the three remits, forming the Health and Safety Team.

The Force operate a health and safety policy, which is the overall responsibility of the Chief Constable of Cleveland and was last updated in November 2020, with a
next scheduled review date of November 2022.

The Health and Safety Team are responsible for monitoring any reported injuries on duty and ensuring that the Health and Safety Executive’s (HSE) RIDDOR
(Reporting of Injuries, Diseases and Dangerous Occurrences) Regulations 2013 are adhered to across the Force, including the submission of RIDDOR reports. In
addition, the Health and Safety Team manage the annual premises inspections programme, which are carried out at each Force-owned and Force-used premises.
These inspections include a health and safety and a fire risk assessment, the actions from which are formulated into an action plan. The Health and Safety Team are
responsible for managing risk assessment reviews and ensuring adequate oversight from responsible individuals across the Force. Responsibility for training on
health and safety is allocated between the Health and Safety Team and the Learning and Development Team.

In 2021 / 2022 the Force had 26 RIDDOR reportable injuries, from a total of 181 injuries reported throughout the year. Figures known to the Health and Safety Team
are reported to the Joint Audit Committee as part of an annual health and safety report. The last report was presented in July 2022.

Conclusion

As a result of our review, we have agreed five high, three medium and one low priority management actions. We have identified significant weaknesses in areas
such as risk assessment management, health and safety training and governance structures, which will need immediate action from the Force.

We have agreed actions, where applicable, which align to the resource restrictions within the Health and Safety Team, particularly given that the Operational
Planning and Safety Manager’s remit covers three distinct areas. We further noted the additional work required during the Covid-19 pandemic, which diverted from
‘business as usual’ activities.





Internal audit opinion:

Taking account of the issues identified, the Chief Constable can take minimal assurance

that the controls upon which the organisation relies to manage this area are suitably
designed, consistently applied or effective. <

Urgent action is needed to strengthen the control framework to manage the identified area.

Key findings

Our audit identified the following exceptions resulting in five high and three medium priority actions being agreed:

®

®

E-learning training

The Force use the College of Policing e-learning platform for online training. Through discussions with the Learning and Development Manager, we
noted that health and safety courses are not currently marked as mandatory or desirable within the platform, meaning that any training completions
would be carried out on a voluntary basis only. We reviewed the ‘Health and Safety for Managers’ course, which at the time of our review (23
September 2022), had only been completed on seven occasions.

Where health and safety modules are not included in the suite as either mandatory or desirable e-learning courses, there is a risk that health and
safety training is not undertaken on a regular basis and could lead to inappropriate management of incidents, should individuals be unaware of
their responsibilities. (High)

Line manager training

Discussions with the Operational Planning and Safety Manager established that the Force do not deliver any specific health and safety refresher
training following the initial Health and Safety Guidance and Dynamic Management of Risk at Operational Incidents half-day course. This includes
instances where Police Constables are later promoted into higher roles, which would include line management responsibilities; however, no
additional training is delivered at this stage.

The Operational Planning and Safety Manager provided us with the National Police Chief Council’'s (NPCC) ‘Police Health and Safety: A Guide for
Chief Officers’ guidance dated June 2019, which outlines the requirement for forces to provide health and safety training to management.





Where additional training is not delivered to management, there is a risk that managers are not adequately trained to execute their duties and the
Force may not be compliant with the NPCC guidance. (High)

@ Premises reviews
The Health and Safety Team have an annual premises reviews programme in place, which includes a health and safety assessment and fire risk
assessment at each Force-owned premises and each third-party premises used by the Force. Any actions raised in the assessments are
formulated into an action plan. We selected a sample of five premises and obtained the inspections and action plans for each. However, we noted
that the actions within the action plan were assigned to the responsible owners in each area, but these are not signed off or followed up by the
Health and Safety Team due to resource constraints, therefore there was limited assurance that actions had been implemented by each area.

Where actions assigned as part of premises reviews are not followed up, there is a risk that actions have not been completed by responsible
owners and therefore health and safety issues may still exist. (Medium)

@ Risk assessments
The Health and Safety Team do not maintain a list of risk assessments; therefore, we were limited in our ability to select a sample. We undertook a
walkthrough of the server folder where risk assessments were stored and selected a random 10 risk assessments. Review of the risk assessments
identified that five were out of date; however, not all of these risk assessments are classified as business as usual and therefore may be no longer
needed unless certain situations re-occur, for example, youth visits to the Force. We also noted that risk assessments were largely outdated on the
Force intranet, with the most recent update noted as 2019.

Where the Health and Safety Team do not have a clear process in place to track and manage risk assessments, there is a risk that assessments
are not reviewed in line with the two-yearly cycle. There is a further risk that outdated assessments are assessed where the intranet platform is not
updated with revised versions, which could lead to incorrect risk mitigations being followed. (High)

@ Injuries on duty — RIDDOR reportable
We selected a sample of 10 RIDDOR reportable incidents from the injury on duty register maintained by the Health and Safety Team. Nine of the
cases were supported by a completed RIDDOR report. In the final case, it was determined that the case was not RIDDOR reportable as this
related to an accidental road traffic collision, and therefore is exempt under HSE definitions. From the nine cases, we noted that two RIDDOR
reports (totalling 22%) were submitted after 10 days of the incident occurring (reporting within 10 days is a legislative requirement under RIDDOR
2013). We understand is due to late submissions of the injury on duty report; however, this is not clearly identifiable from the injury on duty register.





Where the register does not outline when injury on duty reports were received, there is a risk that the regularly late submissions are not identified
and raised, and the Health and Safety Team do not receive reports in a timely manner to ensure prompt action is taken and injuries may be
reported late, risking non-compliance with RIDDOR. (High)

@ Near miss reporting
Officers or staff should contact the Force’s service desk to report a ‘near miss’ and the service desk then contact the relevant department to
address the near miss report, for example, the Estates Department. These reports may also be submitted to the Health and Safety Team to ensure
adequate action is taken; however, no register is retained to record all near miss reporting received by the Health and Safety Team therefore we
were unable to select a sample. We obtained one recent example of a near miss investigation and risk assessment update completed by the
Health and Safety Team.

Where near misses are not recorded centrally by the Health and Safety Team, there is a risk that trends or themes are not identified, which could
lead to further health and safety incidents if not addressed. (Medium)

@ Lessons learnt
There is currently no formal mechanism in place to disseminate lessons learnt across the Force, relating to H+S incidents. The Operational Health
and Safety Manager outlined that quarterly health and safety meetings use to occur with all departments; however, these meetings have not
occurred since approximately 2018 as the Force structures changed. The meetings were used to discuss any health and safety issues in each area
and ensure there was accountability for actions arising from incidents or lessons learnt.

Where the Force does not have a formal mechanism in place to manage lessons learnt from incidents, there is a risk that further health and safety
incidents could occur and result in injury. (Medium)

@ Health and Safety reporting
An annual health and safety report is presented to the Joint Audit Committee; however, there is no additional reporting on health and safety across
the Force in year. In addition, the Operational Planning and Safety Manager informed us that there is currently no clear committee with health and
safety within its remit. However, it was outlined that should any serious incidents occur, issues would be escalated where applicable and ad-hoc
reports produced.

Where regular reporting and governance arrangements are not in place for health and safety matters, there is a risk that issues are not regularly
communicated or known across the Force, which could lead to further health and safety incidents. (High)

For details of the one low priority action raised, please see section two of this report.





Our audit review identified that the following controls are suitably designed, consistently applied, and are operating effectively:

All new starters attend a Health and Safety Guidance and Dynamic Management of Risk at Operational Incidents course as part of the initial
induction process, which is delivered by the Operational Planning and Safety Manager. We obtained the PowerPoint presentation delivered as part
of the training, which included content on statutory health and safety responsibilities placed on a Police Force, managers and individual officers,
and the process of dynamic risk assessments.

The course is delivered in a one half-day session as part of initial training and registers are retained by both the Operational Planning and Safety
Manager and the Learning and Development Team. We reviewed the training records available and obtained the registers to support the last
session completed in July 2022 to newly appointed Police Constables (PC).

The Health and Safety Officer has recently completed the NEBOSH (National Examination Board in Occupational Safety and Health) General
Certificate in Occupational Health and Safety training. The Occupational Planning and Safety Manager has NEBOSH and IOSH (Institution of
Occupational Safety and Health) training certification.

The injury on duty tracker is thoroughly maintained by the Health and Safety Team, with adequate detail in place to support injury reporting and
actions taken. The Health and Safety Team use a dedicated inbox, into which injury on duty forms are sent to ensure these are addressed in a
timely manner.

To ensure all injuries have been captured and reported to the Health and Safety Team, the Operational Planning and Safety Manager reviews the
daily Executive report, which documents any incidents across the Force within the previous 24 hours. Should it be evident that any injuries have
not been reported, these are picked up directly with the individual areas.





2. DETAILED FINDINGS AND ACTIONS

This report has been prepared by exception. Therefore, we have included in this section, only those areas of weakness in control or examples of lapses in
control identified from our testing and not the outcome of all internal audit testing undertaken.

Area: Health and Safety

Control

There is an approved health and safety policy in place, which is regularly reviewed and available to all Assessment:
officers and staff on the Force intranet.
Design v

Compliance X

Findings /
Implications

The Force operate a health and safety policy, which is available on the Force's intranet system and is accessible by all officers and staff.
The policy was last reviewed in November 2020 and is due for its next review in November 2022. We obtained evidence of policy
approval, which is retained centrally within the Force.

The policy is owned by the Chief Constable and Police and Crime Commissioner. The policy is reviewed every two years, unless there is
a change in leadership, in which case, the policy will be reviewed at an earlier date. The Operational Planning and Safety Manager
outlined that the policy had been reviewed by the previous Chief Constable; however, the current Chief Constable who joined the Force in
April 2022 has not yet reviewed the policy. This will be picked up as part of the next annual review scheduled for November 2022.

Where the policy has not been reviewed by the current Chief Constable, there is a risk that the requirements outlined within the policy do
not align to the Chief Constable’s overarching strategy.

The policy includes statements from the Chief Constable and the Police and Crime Commissioner and outlines the commitment of the
Force to meet its health and safety obligations, such as, compliance with the requirements of the Health and Safety at Work Act 1974. In
addition, the policy outlines the roles and responsibilities and health and safety procedures to be followed across the Force.

Management
Action 1

The health and safety policy will be reviewed and presented to the Responsible Owner: Date: Priority:

Chief Constable for approval. Operational Planning and Safety 31 December Low
Manager 2022






Area: Health and Safety

Control

Missing control Assessment:

The Force do not have any health and safety courses on the College of Policing e-learning system marked )
as mandatory or desirable training. Design x

Any health and safety e-learning training is completed on a voluntary basis only. Compliance

Findings /
Implications

We met with the Learning and Development Manager to discuss the e-learning modules available through the College of Policing learning
management system across the Force.

We were provided an overview of one course available titled ‘Health and Safety for Managers’; the content of which includes the
importance of health and safety, the responsibilities of employers, managers, and employees in the workplace, and performing risk
assessments. Whilst the content of the course appeared appropriate, it was noted through our discussions that this course is available
through the College of Policing platform; however, it has not been categorised as either a ‘mandatory’ or ‘advised/desirable’ training
course, meaning at the time of our discussion (23 September 2022), only seven individuals had completed the course (two of these
records pertained to the Learning and Development Manager as a test run).

There are numerous health and safety modules available on the learning management system, such as, ‘Officer Safety’; however, at
present, none of these modules are mandated or advised. The modules can be accessed if desired by officers or staff across the Force.
Where health and safety modules are not included in the suite of mandatory or desirable e-learning courses, there is a risk that health and

safety training is not undertaken on a regular basis and could lead to inappropriate management of incidents, should individuals be
unaware of their responsibilities.

Management
Action 2

The Health and Safety Team will review the courses available Responsible Owner: Date: Priority:
through the College of Policing e-learning platform and submit a Health and Safety Manager 31 July 2023 High
request to the Learning and Development Team to make relevant

health and safety courses either mandatory or desirable within the

platform.






Area: Health and Safety

Control Missing control Assessment:

There is no dedicated training provided to line management on health and safety responsibilities. )

In addition, officers and staff do not receive refresher training on the initial Health and Safety Guidance and Design *

Dynamic Management of Risk at Operational Incidents course in line with role progression. Compliance -
Findings / From discussions with the Operational Planning and Safety Manager, we noted that the Force do not deliver refresher health and safety
Implications training once the initial session (Health and Safety Guidance and Dynamic Management of Risk) has been attended as part of the

induction and initial assessment process. In addition, there is no further training on health and safety delivered in instances when
individuals are promoted within their roles, for example, should an individual start as a PC and progress to higher roles within the Force,
which could include line management responsibilities, there is no additional training provided on health and safety and the additional roles
and responsibilities involved. We also note that no specific guidance exists to outline line management responsibility in respect of health
and safety.

As line manager risk assessment is a key control in the injury on duty reporting process to ensure that incidents are managed
appropriately and any actions taken, we would consider the lack of training and guidance a key issue to the Force’s health and safety
controls and processes.

Although we do note that the Force delivers an array of training which interlink with health and safety, such as, training on operational risk
assessments, control room major incident training and general health and safety training for force control room staff. However, none of
these courses focus solely on health and safety responsibilities within the workplace and how managers should ensure compliance with
Force procedures.

Where regular health and safety training is not delivered to those with line management responsibilities or those who have been promoted

into new job roles following the initial training session, there is a risk that training may be outdated and management could be unaware of
their roles and responsibilities in respect of health and safety, which risks non-compliance with the Health and Safety at Work Act 1974.

The Operational Planning and Safety Manager provided us with the National Police Chief Council’'s (NPCC) ‘Police Health and Safety: A
Guide for Chief Officers’ guidance dated June 2019, which outlines the requirement for Forces to provide health and safety training to
management. It specifically states that:

‘Forces will need to provide health and safety training for their executive and senior personnel, supervisors and line managers, especially
those who:

e Are given specific responsibilities under the force health and safety policy document;
e Will be responsible for preparing risk assessments; and
e Address occupational health and safety implications of people management, accidents and sickness’.

Where adequate training is not provided to management in relation to health and safety, there is a further risk the Force is not complying
with the requirements of the NPCC guidance.






Area: Health and Safety

Management (In addition to management action 2 above) The Health and Responsible Owner: Date: Priority:
Action 3 Safety Manager will raise the issue of health and safety training Health and Safety Manager 31 July 2023 High
for management with Force Chief Officers and highlight the
requirements in the NPCC Guidance, or other relevant guidance.

As a minimum, guidance regarding line management

responsibilities in respect of health and safety will be developed
and disseminated across the Force.






Area: Health and Safety

Control The Health and Safety Team operate a rolling programme of premises reviews, whereby each Force Assessment:

premises (whether owned or used) is subject to an annual review, which includes a health and safety

inspection and a fire risk assessment. Design v

Any actions identified within the premises reviews are incorporated into action plans and provided to those

responsible for carrying out these duties. Compliance x
Findings / Discussions with the Operational Planning and Safety Manager established that each Force premise, including those owned by third
Implications parties and used by the Force, are subject to an annual premises review. The review includes a health and safety inspection and a fire risk

assessment; the results of which are formulated into an action plan for the relevant persons to address.

Estates management is carried out by the Estates Team, therefore a lot of actions are assigned to the members of the Estates Team who
are responsible for the maintenance of buildings, should those buildings belong to Cleveland Police. However, where the building belongs
to a third party, it is agreed that the third party is responsible for maintaining the site. Where actions do not relate to the upkeep of
buildings or technical issues, then actions will likely be assigned to the operational lead for the respective area or building.

We reviewed the annual programme of premises reviews on 20 September 2022 and noted all reviews up to August 2022 had been
completed by the Health and Safety Team. These reviews excluded the ‘drop-in’ locations which were still to be completed; however, were
unused during 2021 due to Covid-19. The Operational Planning and Safety Manager outlined that ‘drop-in’ locations are usually rooms in
community locations, such as, libraries, where police officers would attend to meet with members of the public. The health and safety
arrangements for these locations are the responsibility of the local authority or venue owner, where applicable, although the Force do their
own check to ensure safety standards are adhered to. These locations are low risk and will be picked up as resource allows. As for the
three premises allocated to September 2022, two had been completed and one remained outstanding. The Operational Planning and
Safety Manager, whose remit includes operational planning, was unable to complete all reviews in September 2022 due to arrangements
as a result of the Queen’s death. The remaining review will be picked up as capacity allows.

We selected a sample of five premises and obtained the supporting health and safety inspections, fire risk assessments and action plans.
From review of the documents, we noted that:

o All five premises' reviews had been completed and documentation was on file to support all aspects of the assessments;

e In all cases, assessments had been signed off as complete by the Operational Planning and Safety Manager and photographic
evidence was on file to support completion;

e In all cases, actions were raised from both the health and safety assessments and the fire risk assessments; and
e In all five cases, an overall fire risk was assigned which correlated to the results on the annual inspection programme.

From review of the documentation, it was noted that action plans are formulated and provided to those responsible for maintaining the
site; however, the Health and Safety Team do not have the capacity to ensure and verify that actions arising from the inspections have
been carried out, therefore in all five cases, there were actions left as outstanding.

11






Area: Health and Safety

The Operational Planning and Safety Manager explained that their role is across three areas: operational planning, counter-terrorism, and
health and safety, therefore there is not capacity to follow up on actions raised as part of annual inspections. Instead, previous actions are
considered within the next annual inspection. Should any issues be deemed significant or high risk, these issues will be followed up
through ad-hoc communications with a shorter implementation date added; however, this is not part of formal action tracking.

Where health and safety and fire risk assessment actions are not subject to adequate follow up, there is a risk that actions are not taken
and could lead to a health and safety or fire-related incident.

Management
Action 4

The Health and Safety Manager will raise a request to reinstate Responsible Owner: Date: Priority:
quarterly health and safety meetings in line with the current Force  Heajth and Safety Manager 31 July 2023
structure.

Within these meetings, actions arising from annual inspections will
be assigned responsible officers and tracked to ensure adequate
actions are taken.
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Area: Health and Safety

Control All risk assessments are reviewed and updated every two years to ensure assessments remain up to date Assessment:
and reflect current practises.
Design v
Compliance X
Findings / We undertook a walkthrough of the Health and Safety drive to understand how the process for monitoring and reviewing risk assessments
Implications is managed within the Health and Safety Team. However, we noted that there is not a clear process in place to manage the review of risk

assessments, for example, the Health and Safety Team do not maintain a list to track which risk assessments require revision and this is
carried out on an ad-hoc or as required basis. We typically see organisations using a central tracking system to ensure that any out-of-
date risk assessments are considered and addressed, and if no longer relevant, are archived and a comment stating why the assessment
is no longer applicable is recorded to confirm why reviews are no longer applicable.

However, we noted that risk assessments are stored sporadically in folders on the Health and Safety Team's central drive and there is no
clear process to ensure that risk assessment reviews are completed in a timely manner. Our ability to pick a random sample was therefore
impacted as the team do not maintain an overarching list.

We therefore selected 10 risk assessments within the folders evidenced by the Operational Planning and Safety Manager. From our
review, we noted that five of the 10 risk assessments had not been reviewed in line with the two-yearly review requirement. These risk
assessments were for crime scene investigation, policing football, visit to Force HQ, transporting prisoners and custody duties.

We noted that not all risk assessments are considered key assessments, for example, the visit to Force HQ relates to young persons
visiting the Force, which has not occurred since Covid-19 and would therefore not require regular updating.

The Operational Planning and Safety Manager outlined key supporting processes for other risk assessments, for example, the policing
football risk assessment is supported by individual operational plans, which include bespoke risk assessments for each match. However,
where risk assessments are not regularly monitored, there is a risk that key risk assessments may go out of date and not reflect current
practises, which could lead to ineffective risk mitigations.

In addition, we noted through review of the intranet system that risk assessments published on the site are largely out of date, with the last
noted date being 2019. The Operational Planning and Safety Manager outlined that there is currently limited capacity within the Health
and Safety Team to update the intranet system and it would be preferred that officers and staff contact the Health and Safety Team to
request the most up to date versions of risk assessments. However, where up to date risk assessments are not accessible, there is a risk
that appropriate mitigating actions will not be taken, which could lead to health and safety incidents.

The Operational Planning and Safety Manager informed us that risk assessments rarely include any further actions as control measures
identified and documented within the risk assessments as being in place reduce the risk of harm as so far as reasonably possible. Should
any additional actions be required, actions would be assigned to the relevant business area, although these are not followed up by the
Health and Safety Team. The risk assessments reviewed within our audit did not include any further actions.
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Area: Health and Safety

The Health and Safety Team will develop a register of all risk
assessments and include the following information to support
tracking:

Management
Action 5

Responsible owner;

Last review date;

Who has carried out and reviewed the risk assessment;
Next scheduled review date;

Whether the risk assessment is still relevant at next review;

Comments, where applicable, if risk assessments are no
longer relevant and therefore archived,;

Risk assessment ratings;

Whether any actions are documented on the risk assessment;
and

Confirmation the risk assessment has been updated on the
intranet.

In addition, the team will review the risk assessments currently
available on the intranet to ensure these are in date and remove
any that are outdated.

Responsible Owner:
Health and Safety Manager

Date: Priority:
31 March 2023 High
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Area: Health and Safety

Control

Injuries on duty are reported as soon as practicably possible using an ‘injuries on duty form’, which includes Assessment:
a risk assessment completed by the relevant line manager.

All injuries on duty are submitted to the Health and Safety Team for review and inclusion on the injuries on Design v
duty log to ensure adequate action is taken. Compliance X

Findings /
Implications

The Health and Safety Team maintain an ‘injuries on duty’ register, which records all injuries reported across the Force to ensure
adequate action is taken, such as, RIDDOR reporting. We undertook a walkthrough of the register with the Operational Planning and
Safety Manager and confirmed that records were well maintained, with clear detail recorded to outline the details of the incident. Accident
reporting forms part of the annual health and safety reports.

We selected a sample of 20 incidents from the register, which included 10 incidents marked as RIDDOR reportable. We noted the
following from our testing:

e In all cases, an injury on duty form was saved on file, which had been completed by the individual (if possible) and assessed by the
relevant line manager; and

¢ In all the cases the forms were clearly filled out and reconciled to the information recorded on the register.

However, we noted the following discrepancies:

e From the 10 RIDDOR reportable incidents, nine incidents were supported by a completed RIDDOR report form. In the final case, the
Operational Planning and Safety Manager explained that a RIDDOR report was not actually applicable as the case was a road traffic
collision and therefore is excluded from RIDDOR reporting. At the time of the incident, it was unclear whether the injury was sustained
from a deliberate attack (which would require RIDDOR reporting) or whether it was an accidental collision (which would not require
RIDDOR reporting). Following investigation, it was deemed the collision was accidental and therefore RIDDOR reporting was not
applicable; however, this was not clearly recorded on the register.

¢ In two of the nine cases with RIDDOR reporting, we noted that RIDDOR reports had not been made within 10 days of the incident, in
line with the requirements of RIDDOR 2013. Reports were made within 23 and 38 days. The Operational Planning and Safety Manager
outlined that RIDDOR reports are submitted at the earliest opportunity once injury on duty forms have been issued to the team.

e From the 10 non-RIDDOR reportable incidents, we identified one instance where the incident was an assault on a police officer and
the seven-point plan (an initiative to ensure all steps are taken to support assaulted officers) was not followed.

Where injury on duty reports are not made in a timely manner, there is a risk adequate action is not taken timely and RIDDOR reporting
could be impacted, which could lead to non-compliance with RIDDOR.

Where seven-point plans are not initiated for police assaults, there is a risk that officers do not receive adequate support.

Management
Action 6

The Health and Safety Team will record the dates that incidents Responsible Owner: Date: Priority:
occur and the dates that injury on duty forms are completed and Health and Safety Manager 31 March 2023  High
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Area: Health and Safety

issued on the injuries on duty tracker to ensure adequate audit
trail should RIDDOR reporting be late and ensure RIDDOR
reportable incidents are accurately recorded.

Any instances of late reporting will be followed up with relevant
areas, in accordance with management action 4.

Management The Health and Safety Team will monitor any cases where seven- Responsible Owner: Date: Priority:
Action 7 point plans are not initiated if an officer has been assaulted and Health and Safety Manager 30 September  Low
ensure any non-compliance with this requirement is raised to the 2023

appropriate teams. This will be carried out in conjunction with
management action 4.






Area: Health and Safety

Control

Partially missing control Assessment:

The Health and Safety Team do not retain records of near misses. Desi
X
Near misses are dealt with on an ad-hoc basis and reports are produced by the Health and Safety Team esign

where investigations are undertaken.
Compliance -

Findings /
Implications

Discussions with the Operational Planning and Safety Manager outlined that the Health and Safety Team do not receive many reports of
near misses and records of near misses reported to the team are not maintained on the injuries on duty register.

The Operational Planning and Safety Manager explained that the team respond to near misses, if reported, as they are reported to the
Health and Safety Team and take action, as required. The Operational Planning and Safety Manager provided us with a recent example of
a near miss reported into the Health and Safety Team, whereby a piece of equipment was reported as broken and the individual using the
machine was almost hit by a piece of machinery. As a result, the Health and Safety Team inspected the equipment and produced a report
on the investigation completed and actions to be taken. There were seven deficiencies identified as a result of the near miss review, which
were documented on the report, and the respective risk assessment was updated. We discussed the actions on the report with the
Operational Planning and Safety Manager and noted that the Health and Safety Team provide these actions to the operational area to
address; however, do not do any follow up of these actions to ensure they are implemented. This is the responsibility of the operational
area.

Through discussions at the closing meeting with the Operational Planning and Safety Manager, it was outlined that the central service
desk will track and record any near misses, which are only raised with the Health and Safety Team, where relevant. However, the Health
and Safety Team do not record these instances in a central list.

Where near misses are not centrally recorded, there is a risk that any common themes or issues cannot be identified and addressed.
The Operational Planning and Safety Manager outlined that a process is in place whereby any near misses are reported to the Front
Service Desk by ringing “1234’, and these are directed to the most appropriate department, for example, the Estates Department. Any

notification is also forwarded to the Health and Safety Team for review and if necessary, investigation. We understand this system is
under-utilised despite several previous attempts to raise the profile and importance of near miss reporting across the organisation.

Management
Action 8

The Health and Safety Team will retain a central list of all near Responsible Owner: Date: Priority:
miss reports received across the Force to ensure any actions can  Health and Safety Manager 30 September

be taken, as appropriate, and common themes and trends can be 2023

identified.

In addition to management action 4, the Health and Safety Team

will use quarterly meetings to raise the importance of near miss

reporting.
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Area: Health and Safety

Control Missing control Assessment:
There is no formal process in place to disseminate lessons learnt as a result of accidents, incidents and near
misses. Design *
Compliance -
Findings / The Operational Planning and Safety Manager outlined that there is currently no formal mechanism in place to disseminate or discuss
Implications lessons learnt as a result of accidents, incidents or near misses. Whilst the Health and Safety Team do monitor any reported injuries on
duty and raise issues, where applicable, this is on an ad-hoc basis.
The Operational Planning and Safety Manager outlined that quarterly health and safety meetings used to occur with each department and
would be chaired by the relevant Chief Superintendent or their deputy. These meetings stopped occurring in approximately 2018 following
a large restructure within the Force and have not started again. Minutes were taken at each meeting, actions agreed, and any lessons
learnt within a particular area could be discussed and escalated to ensure appropriate action is taken.
Where there is no formal mechanism in place to report and discuss lessons learnt as a result of trends and themes from reported injuries
on duty, there is a risk that the Force are not addressing known issues in respect of health and safety, which could lead to an increase in
incidents and a breach of health and safety regulations.
Management In conjunction with management action 4, the Health and Safety Responsible Owner: Date: Priority:
Action 9 Team will establish a formal process to discuss and report Health and Safety Manager 30 September

lessons learnt as part of quarterly meetings. 2023
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Area: Health and Safety

Control Partially missing control Assessment:
An annual health and safety report is presented to the Joint Audit Committee. Desi
X
No further reporting is undertaken throughout the year and there is no committee assigned health and safety eS|gn-
duties within their remit. Compliance -
Findings / The Operational Planning and Safety Manager produces an annual health and safety and fire safety report which is reported to the Joint
Implications  Audit Committee by the Assistant Chief Constable. We obtained the last report dated 30 June 2022, which included the following:
e Background and a roadmap out of Covid-19;
e Fire safety, including premise inspections;
e Health and safety training;
e Tactical advice and operational support;
e Health and safety inspections;
e Injuries on duty; and
e Risk assessments.
Statistics were provided in the report outlining the number of reported injuries on duty and injuries reportable to the HSE. It was reported
that 25 injuries were RIDDOR reportable in 2021 / 2022 and that 179 injuries on duty were reported throughout the year. However, from
our review of the injuries on duty register, we noted 26 injuries were marked as RIDDOR reportable and there was a total of 181 injuries
on duty reported in 2021 / 2022. We established through discussions with the Operational Planning and Safety Manager that this was due
to retrospective incident reporting, and we have agreed management action 6 to identify these instances.
Through discussions with the Operational Planning and Safety Manager, we noted that there is no regular reporting on health and safety
throughout the year. There is also no committee discharged with health and safety duties, which receives regular reporting.
Where regular reporting is not carried out in relation to health and safety, there is a risk that key trends or causes for concern across the
Force are not identified and addressed in a timely manner.
Management The Health and Safety Manager will raise the issue of health and Responsible Owner: Date: Priority:
Action 10 safety reporting and governance arrangements within the Force Health and Safety Manager 30 September  High
with the intention of implementing regular Force reporting on 2023

health and safety matters to an appropriate committee or Group.
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APPENDIX A: CATEGORISATION OF FINDINGS

Categorisation of internal audit findings

Priority Definition

Low There is scope for enhancing control or improving efficiency and quality.

Medium Timely management attention is necessary. This is an internal control risk management issue that could lead to: Financial losses which
could affect the effective function of a department, loss of controls or process being audited or possible reputational damage, negative
publicity in local or regional media.

High Immediate management attention is necessary. This is a serious internal control or risk management issue that may lead to:
Substantial losses, violation of corporate strategies, policies or values, reputational damage, negative publicity in national or
international media or adverse regulatory impact, such as loss of operating licences or material fines.

The following table highlights the number and categories of management actions made as a result of this audit.

Control Non Agreed actions

design not Compliance
effective* with controls*

Health and Safety 5  (10)  3*  (10) 1 3 5

Low Medium High

Total

* Shows the number of controls not adequately designed or not complied with. The number in brackets represents the total number of controls reviewed in this area.

* More than one action raised against one control.
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APPENDIX B: SCOPE

The scope below is a copy of the original document issued.

Scope of the review

The scope was planned to provide assurance on the controls and mitigations in place relating to the following area:

Objective of the area under review

To ensure the Force has appropriate systems in place to mitigate risks relating to health and safety.

Our review will focus on the following areas:
e The Force has a health and safety policy and supporting procedures in place, which have been subject to regular review and are clearly communicated
to staff and officers.

e The Force has established a programme of health and safety training to ensure all staff and officers have receive appropriate training in line with their
roles and responsibilities, and how any non-completions of e-learning training are monitored and escalated, where applicable.

e In particular, we will consider the health and safety training delivered and guidance available to management to ensure they are adequately informed of
their responsibilities in respect of health and safety.

e  Processes in place for undertaking health and safety inspections / risk assessments / premises reviews, and whether the Force has carried these out in
line with procedures.

o  Whether weaknesses arising from inspections, risk assessments and premises reviews are documented in an action plan and are addressed
accordingly.

e How the Force ensures the timely reporting of incidents and manages the investigation and RIDDOR reporting process.

o  We will select a sample of accidents, incidents and near misses to review the processes in place and systems used to capture supporting information,
including issue reporting and actions taken.

o  We will consider how learning from accidents, incidents and near misses is analysed, addressed, and disseminated across the Force.

e  The reporting arrangements within the Force, including whether an appropriate committee has been charged with health and safety matters, whether
regular updates are provided to that committee and whether the content of the update is appropriate and fit for purpose.

e How information on health and safety incidents is reported across the Force, including through working groups and committee meetings.
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The following limitations apply to the scope of our work:

The scope of the work will be limited to those areas examined and reported upon in the areas for consideration in the context of the objectives set out for
this review.

We will not comment on the adequacy of risk assessments in place, only that actions arising from such assessments are being communicated and
addressed.

Our findings and opinions from this review will not replace any advice from external health and safety providers to the Force.

We will not provide an opinion on the safety of sites or that staff are appropriately trained in reporting and managing health and safety incidents.
We will not comment on the content or adequacy of health and safety training delivered.

We will not comment on the effectiveness or appropriateness of actions taken to address health and safety incidents.

We will not comment on the Force’s compliance with health and safety legislation.

Testing will be conducted on a sample basis only.

Our work does not provide any guarantee against material errors, loss or fraud, or provide an absolute assurance that material error; loss or fraud does
not exist.
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rsmuk.com

The matters raised in this report are only those which came to our attention during the course of our review and are not necessarily a comprehensive statement of all the
weaknesses that exist or all improvements that might be made. Actions for improvements should be assessed by you for their full impact. This report, or our work, should
not be taken as a substitute for management’s responsibilities for the application of sound commercial practices. We emphasise that the responsibility for a sound system
of internal controls rests with management and our work should not be relied upon to identify all strengths and weaknesses that may exist. Neither should our work be
relied upon to identify all circumstances of fraud and irregularity should there be any.

Our report is prepared solely for the confidential use of The Chief Constable of Cleveland, and solely for the purposes set out herein. This report should not therefore be
regarded as suitable to be used or relied on by any other party wishing to acquire any rights from RSM UK Risk Assurance Services LLP for any purpose or in any
context. Any third party which obtains access to this report or a copy and chooses to rely on it (or any part of it) will do so at its own risk. To the fullest extent permitted by
law, RSM UK Risk Assurance Services LLP will accept no responsibility or liability in respect of this report to any other party and shall not be liable for any loss, damage
or expense of whatsoever nature which is caused by any person’s reliance on representations in this report.

This report is released to you on the basis that it shall not be copied, referred to or disclosed, in whole or in part (save as otherwise permitted by agreed written terms),
without our prior written consent.

We have no responsibility to update this report for events and circumstances occurring after the date of this report.

RSM UK Risk Assurance Services LLP is a limited liability partnership registered in England and Wales no. OC389499 at 6th floor, 25 Farringdon Street, London EC4A
4AB.
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1 Introduction

The internal audit plan for 2022/23 was approved by the Joint Audit Committee (JAC) on 30 June 2022.

The graphic below provides a summary update on progress against this plan.
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E Assignments Complete [mlAssignments Not Yet Due
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2 Reports

2.1 Summary of final reports being presented to this committee

This section summarises the five reports that have been finalised since the last meeting.

Assignment

Opinion issued Actions agreed

L

Integrated Offender Management * This review relates to 2021/22

Reasonable Assurance 1 2 0

Follow Up of Previous Internal Audit Management Actions: Visit 1

Good Progress 2 1 0

Health and Safety

Minimal Assurance 1 3 5

The Police and Crime Commissioner for Cleveland and the Chief Constable of Cleveland : Progress Report | 4





Assignment Opinion issued Actions agreed

Key Financial Controls Substantial Assurance 1 0 0

Substantial
assurance

GDPR Advisory Review 2 2 1

The Police and Crime Commissioner for Cleveland and the Chief Constable of Cleveland : Progress Report | 5
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Appendix A: Progress against the internal audit plan 2022/23

Assignment Target Joint Audit Committee
HR: Training Planning document issued March 2023
Fieldwork schedule to take place week commencing 5
December 2022
Commissioning Planning document issued and approved March 2023
Fieldwork schedule to take place week commencing 16
January 2023
Follow Up of Previous Internal Audit Fieldwork schedule to take place week commencing 16 March 2023
Management Actions: Visit 2 January 2023
HMICFRS: Recommendation Tracking Fieldwork schedule to take place week commencing 16 March 2023
January 2023
Human Resources: Suspension and Fieldwork schedule to take place week commencing 30 March 2023
Restrictive Duties January 2023
De-collaboration: CDSOU Fieldwork schedule to take place week commencing 13 June 2023
February 2023
Vulnerable People Planning meeting issued and approved June 2023
Fieldwork schedule to take place week commencing 20
February 2023
Seized Exhibits Planning document issued and approved June 2023

The Police and Crime Commissioner for Cleveland and the Chief Constable of Cleveland : Progress Report | 6





Assignment Status Target Joint Audit Committee

Fieldwork schedule to take place week commencing 6
March 2023

Criminal Disclosure Fieldwork schedule to take place week commencing 20 June 2023
March 2023

The Police and Crime Commissioner for Cleveland and the Chief Constable of Cleveland : Progress Report | 7
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Appendix B: Other matters
Impact of findings to date on 2022/23 opinions

The JAC should note that the assurances given in our audit assignments are included within our Annual Assurance Report. In particular, the JAC should note that any
negative assurance opinions will need to be noted in the annual report and may result in a qualified or negative annual opinion.

We have issued seven final reports to date in 2022/23. Any negative opinions will impact our year end opinions, but may not result in a qualification. To date we have issued
two negative opinions (one minimal and one partial assurance opinions) relating to final reports, and both of these will impact our Head of Internal audit opinions, but will not in
isolation result in a qualified year end opinions at this stage. We still have another nine reviews to undertake during 2022/23. We will keep the CFOs informed of our remaining
audits and any further negative opinions that may impact the year end Head of Internal Audit opinions.

Changes to the audit plan

Detailed below are the changes to the audit plan:

Note Auditable area Reason for change

1 Human Following planning for this review, it was identified the Force have a minimum number of agency staff employed. A such the review has
Resources: been removed from the audit programme for 2022/23. The Chief Finance Officer (Commissioner) approved the removal of the review.
Agency Staff

(Reported to
JACin
September)

The audit plan which was approved by JAC on 30 June included proposed timings for audit delivery. Management have requested the

2 I_Dehvery delivery timescales to be changed for the following reviews:
timescales
(Reported to e Human Resources: Suspension and Restrictive Duties. This review was due to commence week commencing 25 July 2022 and has
JAC in been rescheduled for week commencing 12 January 2023 at the request of management.
September)

The Police and Crime Commissioner for Cleveland and the Chief Constable of Cleveland : Progress Report | 8
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e Seized Exhibits. This review was due to commence week commencing 26 September 2022 and has been rescheduled for week
commencing 6 March 2023 at the request of management.

3

Bail Management

On 26 September 2022, RSM met with the CFO — OPCC and the CFO — Chief Constable to discuss the audit priorities for the remainder
of the year. It was agreed that Bail Management would be removed from the internal audit programme for 2022/23. Bail management will
be discussed as part of the planning for the 2023/24 internal audit programme.

Delivery
timescales

The audit plan which was approved by JAC on 30 June included proposed timings for audit delivery. Management have requested the
delivery timescales to be changed for the following review:

e Vulnerable People. This review was due to commence week commencing 14 November 2022 and has been rescheduled for week
commencing 20 February 2023 at the request of management.

The Police and Crime Commissioner for Cleveland and the Chief Constable of Cleveland : Progress Report | 9
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Appendix C: Key performance indicators (KPlIs)

Delivery Quality
Target Actual Actual
Draft reports issued within 10 days 10 days 7 days (average) Conformance with PSIAS and IIA Yes Yes
of debrief meeting Standards
Liaison with external audit to allow, Yes As and when required

where appropriate and required, the
external auditor to place reliance on the
work of internal audit

Final report issued within 3 days of 3 days 1 day (average) Response time for all general enquiries 2 working 2 working days
management response for assistance days (average)
Response for emergencies and 1 working -
potential fraud day
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Appendix D: Internal audit assignments reported previously

Reports previously seen by the Joint Audit Committee and included for information purposes only:

Opinion issued Actions agreed

Assignment
L M H

Vetting Partial Assurance 2 2 1

Firearms Licensing

Cyber Security Review

The Police and Crime Commissioner for Cleveland and the Chief Constable of Cleveland : Progress Report | 11
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For more information contact

Daniel Harris

Head of Internal Audit

RSM UK Risk Assurance Services LLP

1 St. James’ Gate, Newcastle Upon Tyne, NE1 4AD
M: +44 (0)7792 948767 | W: www.rsmuk.com

rsmuk.com

The matters raised in this report are only those which came to our attention during the course of our review and are not necessarily a comprehensive statement of all the
weaknesses that exist or all improvements that might be made. Actions for improvements should be assessed by you for their full impact. This report, or our work, should not
be taken as a substitute for management’s responsibilities for the application of sound commercial practices. We emphasise that the responsibility for a sound system of
internal controls rests with management and our work should not be relied upon to identify all strengths and weaknesses that may exist. Neither should our work be relied
upon to identify all circumstances of fraud and irregularity should there be any.

Our report is prepared solely for the confidential use of The Police and Crime Commissioner for Cleveland and the Chief Constable of Cleveland and solely for the
purposes set out herein. This report should not therefore be regarded as suitable to be used or relied on by any other party wishing to acquire any rights from RSM UK Risk
Assurance Services LLP for any purpose or in any context. Any third party which obtains access to this report or a copy and chooses to rely on it (or any part of it) will do so at
its own risk. To the fullest extent permitted by law, RSM UK Risk Assurance Services LLP will accept no responsibility or liability in respect of this report to any other party and
shall not be liable for any loss, damage or expense of whatsoever nature which is caused by any person’s reliance on representations in this report.

This report is released to you on the basis that it shall not be copied, referred to or disclosed, in whole or in part (save as otherwise permitted by agreed written terms), without
our prior written consent.
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Emergency Services News Briefing

In this edition of our news briefing, we draw attention to some of the key
developments and publications in the sector, with particular focus on the
latest reports from His Majesty's Inspectorate of Constabulary and Fire

and Rescue Services (HMICFRS) and the Fire Standards Board new Data

Management Standard

Police

Police dismissals to be reviewed

The Home Office will launch a targeted review of police

dismissals to raise standards and confidence in policing
across England and Wales. The Home Office review will
consider:

» the effectiveness of the current system to “dismiss
those who fall seriously short of the standards”
required by policing and the public;

» the effect of the introduction of changes to misconduct
panels, including legally qualified chairs; and

» whether forces are using their powers to discharge
officers while they are on probation.

Read more

Over 50,000 female police officers now in
forces

The Home Office has highlighted that women now make
up over 50,000 police officers in forces in England and
Wales. With 15,343 more police hired so far (77% of the
target), the government is on course to meet its manifesto
commitment to recruit 20,000 additional officers by March
2023. To ensure that forces are able to hire the additional
officers needed to keep communities safe, the
government has worked with chief constables and the
College of Policing to modernise, standardise, and
strengthen the recruitment process. All recruits must fulfil
the requirements established by the College of Policing.

Read more

Force management statement template and
guidance

His Majesty's Inspectorate of Constabulary and Fire and
Rescue Services (HMICFRS) has published its latest
template for forces to populate alongside updated
guidance to support forces. The information required
helps HMICFRS inform its inspections of forces’
efficiency, effectiveness and legitimacy, thematic
inspections and supplements its monitoring of forces’
performance.

Read more



https://www.gov.uk/government/news/police-dismissals-to-be-reviewed

https://www.gov.uk/government/news/over-50000-female-police-officers-now-in-forces

https://www.justiceinspectorates.gov.uk/hmicfrs/publications/force-management-statement-template-and-guidance-2022/
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An inspection of vetting, misconduct, and
misogyny in the police service

HMICFRS has published a report following a review of
725 police vetting files and 264 complaint and misconduct
investigations. Key findings include:

there were too many cases where people should not
have been allowed to join the police, including officers
with criminal records or links to organised crime;

there were cases where evidence that a prospective
officer may present a risk to the public was ignored;

in some instances, forces consistently failed to
implement recommendations contained in inspection
reports;

examples of police officers transferring between forces
despite a history of concerning intelligence, complaints
or misconduct allegations;

there were incidents which should have been assessed
as gross misconduct that were assessed as
misconduct only, or not treated as misconduct at all;

vetting interviews are used infrequently. Instances had
arisen where vetting enquiries revealed concerning
information, but forces hadn’t interviewed applicants to
clarify the issues; and

HMICFRS found that misogyny, sexism and predatory
behaviour towards female police officers and staff and
members of the public still exists.

Emergency Services News Briefing

HMICFRS has made 43 recommendations which include:

* updating minimum standards for pre-employment
checks;

» establishing better processes for managing risks
relating to vetting decisions, corruption investigations
and information security;

» improving the quality and consistency of vetting
decision-making, and improving the recording of the

rationale for some decisions;

* extending the scope of the law on police complaint and
misconduct procedures;

» strengthening guidance for forces on vetting processes
and relationships and behaviours in the workplace;

» understanding and defining what constitutes
misogynistic and predatory behaviour;

» improving how the police collect corruption-related
intelligence; and

* improving how the police assess and investigate
allegations of misconduct.

Read more



https://www.justiceinspectorates.gov.uk/hmicfrs/wp-content/uploads/inspection-of-vetting-misconduct-and-misogyny-in-the-police.pdf
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Fire

Economic and Social Value of the UK Fire
and Rescue Services Methodology

The National Fire Chiefs Council (NFCC) has launched
the Economic and Social Value of Fire and Rescue
Services (FRS) Methodology. The methodology has been
developed by the Community Risk Programme at NFCC
which commissioned Nottingham Trent University to carry
out the research. The research was informed by subject
matter experts from across the UK FRS and by the Home
Office. The methodology includes a report which sets out
the value of FRS activities using evidence-based
methodologies to calculate the social return on
investment and a tool which FRS can input their own data
into. A digital version of the tool, using the base
methodologies, will be developed for release during 2023.

The methodology will allow fire and rescue services to
evaluate and understand the benefit and the financial
impact of their response, prevention and protection
activities. This will support FRS in their community risk
management planning and help to inform their resource
allocation.

Read more

Early Intervention Implementation
Framework launched

The National Fire Chiefs Council (NFCC) has launched a
new Early Intervention Implementation Framewaork, which
is a suite of guidance and tools to assist fire and rescue
services in delivering effective early intervention
programmes that meet the needs of young people,
communities and key stakeholders. The framework
includes tools for strategic direction, implementation,
monitoring and evaluation and a new strategic Theory of
Change which sets out a national core approach for
interventions. Within the Theory of Change are seven key
steps that NFCC will support FRSs to take. To assist fire
and rescue services to use the new framework, a series
of virtual sessions are being hosted by the NFCC
Implementation Support Team and the Early Intervention
workstream.

Read more

Fire Standards Board launches new
standard

The Fire Standards Board (FSB) has announced the
launch of the 12t professional Fire Standard. Covering
data management, it focuses on ensuring that fire and
rescue services can deliver excellence to the public by
maximising the value of good quality and reliable data.
The aim of the Data Management Fire Standard is that
services will use data to inform their community risk
management planning and other key activities which will
contribute to a reduction in risk and improvements in
community safety. It is expected that the Standard will
deliver an improved quality of service to the public
because of their effective use of high quality and robust
local, regional and national data to evidence their
considerations and decision-making. As with all Fire
Standards, there is a corresponding Fire Standards
Implementation Tool, designed to support services in
assessing how well they already meet the standard and
what they may need to consider and act on in terms of
their working practices.

Read more



https://www.ukfrs.com/economic-and-social-value-uk-frs-phase-i-based-english-data-only

https://www.nationalfirechiefs.org.uk/News/early-intervention-implementation-framework-launched-

https://www.firestandards.org/approved-standards/data-management/#1602682893877-db4ce8a8-9189
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Being ‘scam savvy’ in the cyber world

Cyber crime is a serious threat to police forces and fire
and rescue services. With many of us working online, to
protect yourself and your organisation, it is more
important than ever that you, as the first line of defence,
are aware of scams.

Our Cyber Security 2021 survey found that 20 per cent of
organisations had experienced a cyber attack in the last
12 months, and 71 per cent of respondents said the
attack was a direct result of the coronavirus pandemic.

95 per cent of cyber security breaches are due to human
error, so user behaviour and education is the best way to
protect your organisation against many of the most
common scams.

To assist providers, we detail some key considerations
for securing your IT systems, digital infrastructure, and
organisational assets.

Securing your IT environment: Key considerations
Network configuration

» Firewalls are imperative for monitoring, permitting and
blocking data. You should have a firewall security
policy, detailing the types of rules used and what each
rule set does. Firewall rules should be reviewed
frequently (in line with policy). The policy should also
state how logging and alerts are configured and
monitored.

Access controls and passwords

» Strong passwords should be required from all users.
Review ‘password history’ controls frequently, to
prevent individuals from cycling the same passwords,
and consider implementing a lockout threshold of
three to five attempts.

*  Where possible, implement Multi Factor

Authentication (MFA), as without MFA there is an
increased risk of compromised accounts.

Further information

Security patches and antivirus software

» Antivirus and software updates should routinely be
applied and supported by underlying policies and
procedures. It’s also important to ensure that all
devices have the latest security patches installed and
that they are encrypted to ensure confidential data is
protected in the event of a cyber-security breach.

Data backup and business continuity

» Backups are essential to ensuring that key data can
be recovered in the event of an operational failure or
cyber-attack. A backup procedure and policy should
already be in place that includes the backup schedule,
retention periods, and backup restoration testing
schedule.

Has your IT incident response plan been tested
recently?

A comprehensive incident response plan is essential, as
it will guide a provider’s response to an attack. At a
minimum, a formal incident management policy and
related processes should be in place, including:

e roles;

* responsibilities;

« accountabilities;

» references to related regulation;

* reporting requirements; and

» explicit examples of what constitutes an incident or

* security breach.

Once documented, a walk-through and other tests of
scenarios should be undertaken and extended to relevant
third party service providers. The incident management

policy should be tested at least every 12 months, and any
lessons learnt captured and fed back into the process.

For more information about how we can help you to protect your organisation, please get in touch with your usual

RSM contact.
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RSM's Public Procurement Training Level 1

We are pleased to announce that our Public Procurement
Training Session will be taking place Friday 3 February
2023. These events have been specifically developed to
support practitioners who are starting their procurement
careers or for those who need to refresh their knowledge.

Delegates will gain a comprehensive coverage of all key
procurement provisions, best practice, and skills to ensure
they can confidently manage tender processes. There will
be plenty of opportunities to ask questions and also take
part in practical exercises, online polls and follow-up
surgery.

To book your place on our training session please use the
link below:

Reqister here, Friday 3 February 2023.

Emergency Services Risk Register analysis.

We have begun our latest review of emergency services
strategic risk registers. Our latest research aims to identify
those key risk areas across police and fire, identifying
persistent challenges, together with new and emerging
risk areas.

Watch out for our analysis report which will be published
in 2023.

12




https://news.rsmuk.com/#/event/description?id=Introduction_to_Public_Procurement_Level_1_January_Session3928832965
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Emergency Services News Briefing

In this edition of our news briefing, we draw attention to some of the key
developments and publications in the sector, with particular focus on the
latest reports from His Majesty's Inspectorate of Constabulary and Fire

and Rescue Services (HMICFRS) and the Fire Standards Board new Data

Management Standard

Police

Police dismissals to be reviewed

The Home Office will launch a targeted review of police

dismissals to raise standards and confidence in policing
across England and Wales. The Home Office review will
consider:

» the effectiveness of the current system to “dismiss
those who fall seriously short of the standards”
required by policing and the public;

» the effect of the introduction of changes to misconduct
panels, including legally qualified chairs; and

» whether forces are using their powers to discharge
officers while they are on probation.

Read more

Over 50,000 female police officers now in
forces

The Home Office has highlighted that women now make
up over 50,000 police officers in forces in England and
Wales. With 15,343 more police hired so far (77% of the
target), the government is on course to meet its manifesto
commitment to recruit 20,000 additional officers by March
2023. To ensure that forces are able to hire the additional
officers needed to keep communities safe, the
government has worked with chief constables and the
College of Policing to modernise, standardise, and
strengthen the recruitment process. All recruits must fulfil
the requirements established by the College of Policing.

Read more

Force management statement template and
guidance

His Majesty's Inspectorate of Constabulary and Fire and
Rescue Services (HMICFRS) has published its latest
template for forces to populate alongside updated
guidance to support forces. The information required
helps HMICFRS inform its inspections of forces’
efficiency, effectiveness and legitimacy, thematic
inspections and supplements its monitoring of forces’
performance.

Read more



https://www.gov.uk/government/news/police-dismissals-to-be-reviewed

https://www.gov.uk/government/news/over-50000-female-police-officers-now-in-forces

https://www.justiceinspectorates.gov.uk/hmicfrs/publications/force-management-statement-template-and-guidance-2022/



An inspection of vetting, misconduct, and
misogyny in the police service

HMICFRS has published a report following a review of
725 police vetting files and 264 complaint and misconduct
investigations. Key findings include:

there were too many cases where people should not
have been allowed to join the police, including officers
with criminal records or links to organised crime;

there were cases where evidence that a prospective
officer may present a risk to the public was ignored;

in some instances, forces consistently failed to
implement recommendations contained in inspection
reports;

examples of police officers transferring between forces
despite a history of concerning intelligence, complaints
or misconduct allegations;

there were incidents which should have been assessed
as gross misconduct that were assessed as
misconduct only, or not treated as misconduct at all;

vetting interviews are used infrequently. Instances had
arisen where vetting enquiries revealed concerning
information, but forces hadn’t interviewed applicants to
clarify the issues; and

HMICFRS found that misogyny, sexism and predatory
behaviour towards female police officers and staff and
members of the public still exists.

Emergency Services News Briefing

HMICFRS has made 43 recommendations which include:

* updating minimum standards for pre-employment
checks;

» establishing better processes for managing risks
relating to vetting decisions, corruption investigations
and information security;

» improving the quality and consistency of vetting
decision-making, and improving the recording of the
rationale for some decisions;

* extending the scope of the law on police complaint and
misconduct procedures;

» strengthening guidance for forces on vetting processes
and relationships and behaviours in the workplace;

» understanding and defining what constitutes
misogynistic and predatory behaviour;

» improving how the police collect corruption-related
intelligence; and

* improving how the police assess and investigate
allegations of misconduct.

Read more



https://www.justiceinspectorates.gov.uk/hmicfrs/wp-content/uploads/inspection-of-vetting-misconduct-and-misogyny-in-the-police.pdf
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Fire

Economic and Social Value of the UK Fire
and Rescue Services Methodology

The National Fire Chiefs Council (NFCC) has launched
the Economic and Social Value of Fire and Rescue
Services (FRS) Methodology. The methodology has been
developed by the Community Risk Programme at NFCC
which commissioned Nottingham Trent University to carry
out the research. The research was informed by subject
matter experts from across the UK FRS and by the Home
Office. The methodology includes a report which sets out
the value of FRS activities using evidence-based
methodologies to calculate the social return on
investment and a tool which FRS can input their own data
into. A digital version of the tool, using the base
methodologies, will be developed for release during 2023.

The methodology will allow fire and rescue services to
evaluate and understand the benefit and the financial
impact of their response, prevention and protection
activities. This will support FRS in their community risk
management planning and help to inform their resource
allocation.

Read more

Early Intervention Implementation
Framework launched

The National Fire Chiefs Council (NFCC) has launched a
new Early Intervention Implementation Framewaork, which
is a suite of guidance and tools to assist fire and rescue
services in delivering effective early intervention
programmes that meet the needs of young people,
communities and key stakeholders. The framework
includes tools for strategic direction, implementation,
monitoring and evaluation and a new strategic Theory of
Change which sets out a national core approach for
interventions. Within the Theory of Change are seven key
steps that NFCC will support FRSs to take. To assist fire
and rescue services to use the new framework, a series
of virtual sessions are being hosted by the NFCC
Implementation Support Team and the Early Intervention
workstream.

Read more

Fire Standards Board launches new
standard

The Fire Standards Board (FSB) has announced the
launch of the 12t professional Fire Standard. Covering
data management, it focuses on ensuring that fire and
rescue services can deliver excellence to the public by
maximising the value of good quality and reliable data.
The aim of the Data Management Fire Standard is that
services will use data to inform their community risk
management planning and other key activities which will
contribute to a reduction in risk and improvements in
community safety. It is expected that the Standard will
deliver an improved quality of service to the public
because of their effective use of high quality and robust
local, regional and national data to evidence their
considerations and decision-making. As with all Fire
Standards, there is a corresponding Fire Standards
Implementation Tool, designed to support services in
assessing how well they already meet the standard and
what they may need to consider and act on in terms of
their working practices.

Read more



https://www.ukfrs.com/economic-and-social-value-uk-frs-phase-i-based-english-data-only

https://www.nationalfirechiefs.org.uk/News/early-intervention-implementation-framework-launched-

https://www.firestandards.org/approved-standards/data-management/#1602682893877-db4ce8a8-9189
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Being ‘scam savvy’ in the cyber world

Cyber crime is a serious threat to police forces and fire
and rescue services. With many of us working online, to
protect yourself and your organisation, it is more
important than ever that you, as the first line of defence,
are aware of scams.

Our Cyber Security 2021 survey found that 20 per cent of
organisations had experienced a cyber attack in the last
12 months, and 71 per cent of respondents said the
attack was a direct result of the coronavirus pandemic.

95 per cent of cyber security breaches are due to human
error, so user behaviour and education is the best way to
protect your organisation against many of the most
common scams.

To assist providers, we detail some key considerations
for securing your IT systems, digital infrastructure, and
organisational assets.

Securing your IT environment: Key considerations
Network configuration

» Firewalls are imperative for monitoring, permitting and
blocking data. You should have a firewall security
policy, detailing the types of rules used and what each
rule set does. Firewall rules should be reviewed
frequently (in line with policy). The policy should also
state how logging and alerts are configured and
monitored.

Access controls and passwords

» Strong passwords should be required from all users.
Review ‘password history’ controls frequently, to
prevent individuals from cycling the same passwords,
and consider implementing a lockout threshold of
three to five attempts.

*  Where possible, implement Multi Factor

Authentication (MFA), as without MFA there is an
increased risk of compromised accounts.

Further information

Security patches and antivirus software

» Antivirus and software updates should routinely be
applied and supported by underlying policies and
procedures. It’s also important to ensure that all
devices have the latest security patches installed and
that they are encrypted to ensure confidential data is
protected in the event of a cyber-security breach.

Data backup and business continuity

» Backups are essential to ensuring that key data can
be recovered in the event of an operational failure or
cyber-attack. A backup procedure and policy should
already be in place that includes the backup schedule,
retention periods, and backup restoration testing
schedule.

Has your IT incident response plan been tested
recently?

A comprehensive incident response plan is essential, as
it will guide a provider’s response to an attack. At a
minimum, a formal incident management policy and
related processes should be in place, including:

e roles;

* responsibilities;

« accountabilities;

» references to related regulation;

* reporting requirements; and

» explicit examples of what constitutes an incident or

* security breach.

Once documented, a walk-through and other tests of
scenarios should be undertaken and extended to relevant
third party service providers. The incident management

policy should be tested at least every 12 months, and any
lessons learnt captured and fed back into the process.

For more information about how we can help you to protect your organisation, please get in touch with your usual

RSM contact.
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RSM's Public Procurement Training Level 1

We are pleased to announce that our Public Procurement
Training Session will be taking place Friday 3 February
2023. These events have been specifically developed to
support practitioners who are starting their procurement
careers or for those who need to refresh their knowledge.

Delegates will gain a comprehensive coverage of all key
procurement provisions, best practice, and skills to ensure
they can confidently manage tender processes. There will
be plenty of opportunities to ask questions and also take
part in practical exercises, online polls and follow-up
surgery.

To book your place on our training session please use the
link below:

Reqister here, Friday 3 February 2023.

Emergency Services Risk Register analysis.

We have begun our latest review of emergency services
strategic risk registers. Our latest research aims to identify
those key risk areas across police and fire, identifying
persistent challenges, together with new and emerging
risk areas.

Watch out for our analysis report which will be published
in 2023.
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1. EXECUTIVE SUMMARY
Background

We have undertaken a review to follow up progress made by the Police and Crime Commissioner for Cleveland and the Chief Constable of Cleveland to
implement the previously agreed management actions. The audits considered as part of our review included an Assurance Review of HR - Learning and
Development audit conducted by the Force’s previous internal auditors, in April 2020. The following are the internal audit reports carried out by RSM from
which the actions covered have been sourced:

e Domestic Abuse Review (8.20/21);

e Automatic Number Plate Recognition (ANPR) (10.20/21);

e Positive Action (Workforce Representation, Attraction, Recruitment, Progression and Retention) (15.20/21);
e Payroll (17.20/21);

e |IT Asset Management (18.20/21);

e Evidence Led Prosecution Review (1.21/22);

e Key Financial Controls (2.21.22);

o Whistleblowing Arrangements (4.21/22);

e Complaints (5.21/22);

e FEquality, Diversity and Inclusion (8.21/22);

e Seized Cash Spot Checks (11.21/22);

e Collaborations - Tactical Training Centre — Inventory Management (12.21/22);
e HMICFRS - Recommendation Tracking (14.21/22);

e Force Control Room (15.21/22); and

e \Vetting (1.22/23).

A total of 35 actions had been marked as closed and we have subsequently reviewed these actions during the audit. The 35 agreed management actions
comprised of one high priority, 19 medium priority (five raised by previous provider) and 15 low priority management actions (one raised by previous
provider).






Conclusion

Taking account of the issues identified in the remainder of the report and in line with our definitions set out in Appendix A, in our opinion the Police and Crime
Commissioner for Cleveland and the Chief Constable of Cleveland have demonstrated good progress in implementing agreed management actions.

We were supplied with satisfactory evidence for 31 out of the 35 actions of the actions declared as complete by the respective action owner. Additionally, we
categorised one action as being superseded, the details of which are documented under Appendix B.

Out of the remaining three actions comprising of two medium and one low priority actions, we concluded that all three actions had been partially but not fully
implemented at the time of our review.

Progress on actions - Overview

The following table includes details of the status of each management action:

Status of management actions

Implementation status by category of action Number of actions

Implemented Implementation Not Superseded

agreed ongoing implemented

TIAA (Previous IA provider)

(Priority 2) / Medium 5 5 0 0 0
(Priority 3) / Low 1 1 0 0 0
RSM

High 1 1 0 0 0
Medium 14 12 2 0 0
Low 14 12 1 0 1
Total: 35 31 3 0 1

(100%) (88%) (9%) - (3%)






2. FINDINGS AND MANAGEMENT ACTIONS

Detail

1 The entire action has been fully implemented.

The action has been partly though not yet fully implemented.
The action has not been implemented.

The action has been superseded and is no longer applicable.

a b WODN

The action is not yet due.

Assignment: Automatic Number Plate Recognition (ANPR) (10.20/21)

Original A process will be introduced to ensure that when a camera has been in place for 12 months, a DPIA will be completed on the anniversary
management date (12 months) of its deployment.

action / Priority: Low

priority

Audit finding From discussions with the Force, we understand that a new process in relation to DPIA had been adopted for ANPR camera
| status deployments. At the time of our review, all deployments under the new process were ongoing and sensitive cases. Given this, we were
unable to select a sample and therefore have marked the action as ongoing.

Failure to conduct a DPIA in line with the required timeframes could give rise to complaints by local residents or negative publicity.
2 - The action has been partly though not yet fully implemented.

Management A process will be introduced to ensure that when a camera has been in Responsible Owner: Date: Priority:
Action 1 place for 12 months, a DPIA will be completed on the anniversary date (12  ANPR Co-ordinator 31 January Low
months) of its deployment. 2023






Assignment: Equality, Diversity and Inclusion (8.21/22)

Original The EDI (Equality, Diversity and Inclusion) Board will ensure the action log is fully updated and contains an estimated completion date for

management all actions.

action / Priority:

priority

Audit finding We obtained the Force's EDI Action log to confirm whether the Force have updated the document to include an action completion date for

| status all actions stated. From analysis of the actions stated, we found that, on all occasions, the action had an estimated completion date
populated. However, we did note that many of the estimated completion dates had been exceeded with no note or reference to the
reasoning for this.
Discussions with the HMIC Liaison Officer established that the EDI Board, which was previously owned by the Police and Crime
Commissioner has moved across to the Force side and is now the EDI Group which reports into the People and Wellbeing Board and
finally the Executive Management Board. We obtained the governance diagram which outlines how the new structure should function and
is yet to be finalised. It is anticipated at the next review that the management action will be superseded as the action log is likely to be
revised based on the changes to the governance structure. However, as this re-structure remains in draft, we have categorised the
management action as ongoing and will look to supersede the action as part of the next follow up review.
Where actions taken at the EDI Board are not tracked thoroughly with updates on progress documented, there is a risk that EDI actions
are not appropriately addressed by the Force.
2 - The action has been partly though not yet fully implemented.

Management The EDI (Equality, Diversity and Inclusion) Board will ensure the action log  Responsible Owner: Date: Priority:

Action 2 is fully updated and contains an estimated completion date for all actions. EDI Manager 31 January

2023






Assignment: Force Control Room (15.21/22)

Original
management
action /
priority

A reconciliation will be undertaken to ensure training records match actual training completed. Reconciliations will be carried out on a
regular basis to ensure that training records remain up to date.

Priority:

Audit finding
| status

We obtained the Force's training needs analysis document. Within the document, relevant members of the Force have been stated in
addition to the training in which they received, are undertaking and those in which they have not completed. From discussions with the
Force Control Room Trainer, we found that since our original audit, a new spreadsheet had been constructed. The task involved
confirming each member of staff’s training to official training documents. To test whether or not the training records stated were correct,
we selected a sample of five employees at the Force and found all results to reconcile. Additionally, we also obtained a screenshot of a
reminder in the Force Control Room Trainer’s diary to alert line managers to update their section of the training needs analysis document.
This process is to be completed on a monthly basis and forms the regular reconciliation required as per the action raised.

While we believe the current process meets the action, we found that some individuals on the training needs analysis document had not
been populated. It was stated that those with missing data fields are currently in progress with their line managers being contacted to
obtain and send the relevant information. Given this, we have marked the action as ongoing and have revised the action priority to reflect
the ongoing progress.

Where training records are not thoroughly maintained, there is a risk that individuals requiring training refreshers may not be identified and
may not have the required training to full their respective roles.

2 - The action has been partly though not yet fully implemented

Management
Action 3

All individuals on the training needs analysis document will have all their Responsible Owner: Date: Priority:
applicable training populated. Force Control Room Trainer 31 January Low
2023






APPENDIX A: DEFINITIONS FOR PROGRESS MADE

The following opinions are given on the progress made in implementing actions. This opinion relates solely to the implementation of those actions followed up
and does not reflect an opinion on the entire control environment.

Progress in Overall number of  Consideration of high Consideration of medium Consideration of low priority

implementing actions fully priority actions priority actions actions
actions implemented

All low actions outstanding are
Good 75% + None outstanding. None outstanding. in the process of being

implemented.

75% of medium actions made  75% of low actions made are
Reasonable 51 -75% None outstanding. are in the process of being in the process of being
implemented. implemented.

All high actions outstanding  50% of medium actions made  50% of low actions made are

Little 30 — 50% are in the process of being  are in the process of being in the process of being
implemented. implemented. implemented.
Unsatisfactory progress has Unsatisfactory progress has Unsatisfactory progress has
Poor < 30% been made to implement been made to implement been made to implement low
high priority actions. medium actions. actions.






APPENDIX B: ACTIONS COMPLETED OR SUPERSEDED

From the testing conducted during this review we have found the following actions to have been fully implemented or superseded.

Assignment title Management actions

TIIA (previous IA provider actions)

Assurance Review of HR — Learning and
Development 2019/20

Status: Implemented
Develop a modern recording system for all training and development requirements.

Priority: (Priority 2) / Medium

Assurance Review of HR — Learning and
Development 2019/20

Status: Implemented

An improved method of recording training and development both given and required be implemented with
assurance that all records are totally accurate and capture all training and development received.

Priority: (Priority 2) / Medium

Assurance Review of HR — Learning and
Development 2019/20

Status: Implemented

The existing Oracle system will be reviewed and optimised as part of the Towards 2025 Change Programme.
This will include linking and networking the existing HR facilities together for greater connectivity and
efficiency.

Priority: (Priority 2) / Medium

Assurance Review of HR — Learning and
Development 2019/20

Status: Implemented
Attendance and follow up of all training and development be at 100%.

Priority: (Priority 2) / Medium






Assurance Review of HR — Learning and
Development 2019/20

Status: Implemented

Management to identify how training is measured for its effectiveness and to verify that the right training is
provided to the right people at the right time.

Priority:

Assurance Review of HR — Learning and
Development 2019/20

Status: Implemented

All training be centrally controlled to confirm that training was relevant, appropriate and that monitoring and
follow up can take place.

Priority: (Priority 3) / Low

RSM Management Actions

Domestic Abuse Review (8.20/21)

Status: Implemented

The Force will establish whether there is a fundamental misunderstanding as to the purpose of MARAC by
reviewing officers.

A further review will be undertaken of the public protection logs from more recent domestic abuse incidents to
establish whether the development work conducted since that time has impacted positively upon this area.

Where relevant, further training will be provided to relevant Officers on the purpose of MARAC.
Priority: High

Automatic Number Plate Recognition (ANPR)
(10.20/21)

Status: Implemented

The ANPR Co-ordinator will ensure that the revised Request for Support document currently being drafted, is
completed and implemented. This new draft will contain sections on justification, rationale, assessment of
value for law enforcement and outcome.

Priority: Low

Automatic Number Plate Recognition (ANPR)
(10.20/21)

Status: Implemented

A strategic assessment will be completed for all ANPR camera deployments to ensure that the placement of
an ANPR camera is appropriate and, given the circumstances of the threat/problem, proportionate.

Priority:






Positive Action (Workforce Representation,
Attraction, Recruitment, Progression and
Retention) (15.20/21)

Status: Implemented

The Force are making improvements to the existing Mentor Scheme from its 'traditional' form to a 'broader’
mentoring format.

The Mentoring Scheme Policy will be updated and approved once the review is completed.

Priority: Low

Positive Action (Workforce Representation,
Attraction, Recruitment, Progression and
Retention) (15.20/21)

Status: Implemented

The Force’s Exit Policy is currently within a draft standard. The Exit Policy will be updated and finalised to
account for the utilisation of Microsoft forms.

Priority: Low

Payroll (17.20/21)

Status: Implemented

The suite of payroll procedure notes will be reviewed and revised, where necessary, to ensure that the
organisation has one single

definitive list of procedure notes, and that they are complete and up to date. (Low)
Priority: Low

IT Asset Management (18.20/21)

Status: Implemented

Management will ensure that the security controls for managing all lost or stolen devices is formally
documented and evidence is retained to verify their effective operation.

Priority:

IT Asset Management (18.20/21)

Status: Implemented

Management will ensure that a consolidated IT asset inventory is maintained to include the most up to date
and accurate information of staff and their equipment

Priority:

Evidence Led Prosecution Review (1.21/22)

Status: Implemented

Inspectors needs to log DVPN considerations. A reminder will be sent to all Inspectors who are required to
make these assessments

Priority:

10






Key Financial Controls (2.21/22)

Status: Superseded

Rationale: given the cost benefit associated with revieing the results of the IDEA testing, the Force decided
against the action.

The results of the IDEA testing will be reviewed and actioned, where appropriate
Priority: Low

It has been agreed with the Chief Finance Officer that the time / resource required to review the IDEA test
results outweighs the benefit of doing so, particularly as the audit resulted in a substantial assurance opinion.

RSM are scheduled to complete another Key Financial Controls review week commencing 19 September
2022 and will cover the same remit. The decision has therefore been taken to supersede the management
action.

Whistleblowing Arrangements (4.21/22)

Status: Implemented

The Force will update the Professional Standards Concerns and Protected Disclosure Policy with
recommendations made as part of this review.

Priority:

Whistleblowing Arrangements (4.21/22)

Status: Implemented

The Force will update the Reporting Professional Standards Concerns and Protected Disclosure Policy to
include details of:

e who reviews concerns raised;

e who makes the decision that where a concern raised it is a whistleblowing concern; and

e where such concerns will be raised for investigation.

Priority:

Whistleblowing Arrangements (4.21/22)

Status: Implemented

On conclusion of the current review/updating of the Reporting Professional Standards Concerns and
Protected Disclosure Policy, the Force will run an awareness programme to make police officers and staff
aware of the updated policy.

Training programmes will also be undertaken to ensure police officers and staff are aware of the policy and
where appropriate what their responsibilities are in relation to whistleblowing.

Priority:
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Whistleblowing Arrangements (4.21/22)

Status: Implemented

The Force will discuss and agree where it would be most appropriate to include governance and oversight
meetings relating to whistleblowing.

Priority:

Whistleblowing Arrangements (4.21/22)

Status: Implemented
The Force will carry out a review of lessons learnt from whistleblowing concerns raised every three months.

This will consider, but not be limited to, reviews of policies and procedures, the issue of alerts to police
officers and staff and updating training needs.

Priority:

Complaints (5.21/22)

Status: Implemented

We will undertake a deep-dive review of all live cases to ensure that they are ongoing investigation or can be
marked as finalised.

Priority: Low

Complaints (5.21/22)

Status: Implemented

We will remind staff to keep Centurion up-to-date with progress of Independent Adjudicator reviews (i.e.
meeting/exceeding 28 day deadlines).

#Priority: Low

Complaints (5.21/22)

Status: Implemented

We will request that investigating officers attach within the documents tab on Centurion evidence confirming
completion of actions relating to lessons learned resulting from the investigation of a complaint.

Priority: Low

Complaints (5.21/22)

Status: Implemented

The Prevent Officer will produce monthly reports identifying trends and themes emerging from the
investigation and outcomes of complaints and any lessons learned.

These reports will be shared among the wider Force, as well as presented at the bi-monthly Tactical
Coordination Group meetings.

Priority:
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Seized Cash Spot Checks (11.21/22)

Status: Implemented

The Property User Group will reflect on the findings of the report and consider the need for officer training in
cash handling procedures.

Priority: Low

Collaborations - Tactical Training Centre —
Inventory Management (12.21/22)

Status: Implemented

The Standard Operating Procedures will be reviewed and updated to ensure more clarity with regards to the
annual audit and the role of the Senior Management Team.

Priority: Low

HMICFRS — Recommendation Tracking
(14.21/22)

Status: Implemented

The Force will ensure that when recommendations are made at Delivery and Assurance Groups, these are
clearly documented with rationale, date, and person responsible.

Priority:

Force Control Room (15.21/22)

Status: Implemented

Team leaders will be reminded to fully complete the assurance form and complete audits for their team to
ensure ongoing monitoring and identify any problems and training opportunities.

Priority:

Force Control Room (15.21/22)

Status: Implemented
Monthly meetings will be scheduled to ensure the training needs analysis is kept up to date.
Priority: Low

Vetting (1.22/23)

Status: Implemented

The Force will ensure that notes are taken to reflect the discussion held during the Scrutiny Panel meeting
and that these are saved on the Core-vet system

Priority: Low

Vetting (1.22/23)

Status: Implemented

The Force will conduct a regular six-month review of access rights within the Core-vet system to determine if
users are appropriate and have the correct access level.

Priority: Low
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APPENDIX C: SCOPE

The scope below is a copy of the original document issued.

Objective relevant to the scope of the review

The internal audit assignment has been scoped to provide assurance on how the Police and Crime Commissioner for Cleveland and the Chief Constable of
Cleveland manage the following area.

Objective of the area under review

To ensure that agreed recommendations / management actions raised by internal audit have been actioned by management in a timely manner.

Scope of the review

The focus of this review is to provide assurance that recommendations / management actions previously reported have been fully implemented. We will
consider actions that have been closed since the previous internal audit follow up review which was undertaken in March 2022.

The following limitations apply to the scope of our work:

e The review will only cover audit recommendations / management actions previously made, and we will not review the whole control framework. Therefore,
we will not provide assurance on the entire risk and control framework.

o We will ascertain the status of recommendations / management actions through discussion with management and review of the recommendation tracking.
o Where the indication is that recommendations / management actions have been implemented, we will undertake limited testing to confirm this.
o Where testing has been undertaken, our samples will be selected over the period since actions were implemented or controls enhanced.

e Our work does not provide any guarantee or absolute assurance against material and/or other errors, loss or fraud.
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Debrief held 7 September 2022 Internal audit Contacts Dan Harris, Head of Internal Audit
Draft report issued 13 September 2022

Responses received 14 September 2022 Philip Church, Senior Manager

Mike Gibson, Client Manager
Hollie Adams, Senior Auditor

James Butler, Auditor

Final report issued 14 September 2022 Client sponsor Chief Finance Officer, Chief Constable
HMIC Liaison Officer
Distribution Chief Finance Officer, Chief Constable

HMIC Liaison Officer

rsmuk.com

The matters raised in this report are only those which came to our attention during the course of our review and are not necessarily a comprehensive statement of all the
weaknesses that exist or all improvements that might be made. Actions for improvements should be assessed by you for their full impact. This report, or our work, should
not be taken as a substitute for management’s responsibilities for the application of sound commercial practices. We emphasise that the responsibility for a sound system
of internal controls rests with management and our work should not be relied upon to identify all strengths and weaknesses that may exist. Neither should our work be
relied upon to identify all circumstances of fraud and irregularity should there be any.

Our report is prepared solely for the confidential use of The Police and Crime Commissioner for Cleveland and the Chief Constable of Cleveland, and solely for the
purposes set out herein. This report should not therefore be regarded as suitable to be used or relied on by any other party wishing to acquire any rights from RSM UK
Risk Assurance Services LLP for any purpose or in any context. Any third party which obtains access to this report or a copy and chooses to rely on it (or any part of it)
will do so at its own risk. To the fullest extent permitted by law, RSM UK Risk Assurance Services LLP will accept no responsibility or liability in respect of this report to
any other party and shall not be liable for any loss, damage or expense of whatsoever nature which is caused by any person’s reliance on representations in this report.
This report is released to you on the basis that it shall not be copied, referred to or disclosed, in whole or in part (save as otherwise permitted by agreed written terms),
without our prior written consent.

We have no responsibility to update this report for events and circumstances occurring after the date of this report.

RSM UK Risk Assurance Services LLP is a limited liability partnership registered in England and Wales no. OC389499 at 6th floor, 25 Farringdon Street, London EC4A
4AB.
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1. EXECUTIVE SUMMARY

Why we completed this audit

Integrated Offender Management (IOM) was introduced in 2009 to bring a cross-agency response to crime and reoffending threats faced by local communities.
Following the 2019 Her Majesty’s Inspectorate of Constabulary and Fire & Rescue Services (HMICFRS) Police Effectiveness, Efficiency, and Legitimacy (PEEL)
inspection, the Force was assessed as inadequate which resulted in it being placed into the national oversight process. To address this, the Force utilises a section
on SharePoint to store the monitoring forms used to track delivery of the HMICFRS Areas for Improvement (AFI) and thus monitor the overall implementation of
recommendations raised.

To address the outcome of the findings, the Force performed an internal review of its governance and monitoring framework as part of the “Toward 2025 — the Road
to Improvement’ programme. As part of this, an October 2020 Integrated Offender Management (IOM) proposal was produced which identified the relevant existing
AFls which could be used to help to shape and support the overarching Road to Improvement programme as part of the vulnerability workstream. IOM later
developed into its own workstream managed through the IOM Working Group reporting to the Change and Investment Board, previously the Futures Board, and now
which has subsequently moved to a Tasking Group.

At the request of management, our review was focused on the progress and governance of the IOM workstream established to develop the Force’s ability to meet
the requirements of IOM and address the relevant AFls noted. Consequently, our review has not included a review of how the Force manages actual IOM cases in
practice.

A proposal was made to the Change and Investment Board to close the IOM workstream in April 2022 on the basis that it was believed that the prime objectives
been achieved, with outstanding areas becoming part of the new Towards 2025 programme workstreams. The Change and Investment Board deferred closure until
August 2022 to enable the new lead, the Head of CID (Criminal Investigations Department) to complete a review of progress and the role of the IOM Working Group.
We understand that the workstream has now been closed, subsequent to completion of our fieldwork.

Conclusion

Our review found that the Force had in place a detailed Integrated Offender Management Project Workbook which documented the key elements of its action plan
that included governance arrangements, IOM programme arrangements, milestone tracker, and an action log. We were advised that the Force follows the national
IOM strategy but, based on the evidence supplied, the governance structure was unclear including out of date Terms of Reference for the IOM Working Group.

As a result of these findings, we have raised two medium priority and one low priority management actions which have been agreed with management.





Internal audit opinion:

Taking account of the issues identified, the Chief Constable can take reasonable

assurance that the controls upon which the organisation relies to manage this area are
suitably designed, consistently applied and effective.

However, we have identified issues that need to be addressed in order to ensure that the

control framework is effective in managing the identified area.

Key findings

We identified the following weaknesses which have led to medium priority management actions being raised:

®

®

Integrated Offender Management (IOM) Strategy and Partnership Agreements

Through discussion with the Services Improvement Inspector, we were informed that the Force follows the national Integrated Offender Management
Strategy. We obtained a copy of the national strategy document, Neighbourhood Crime IOM Strategy published in December 2020. We also received
a partnership agreement to support the delivery of IOM, but evidence in relation to this was dated August 2018 without review or any updates since
then.

Without up to date partnership agreements in place, there is a risk that the Force is unable to follow the national strategic direction to deliver offender
management. Without clearly defined partnership arrangements, there is a risk of ineffective offender management which could impact community
safety. (Medium)

Integrated Offender Management Working Group

We confirmed that this Group has a Terms of Reference, but we were unable to obtain any evidence that this had been formally approved. We also
noted that it does not refer to the POAP (Plan on a Page) and Workbook but to the development of an action plan. It also states that this group
reported to the Safeguarding and Vulnerability Delivery Board, which we confirmed it initially did, although we were informed and were supplied with
evidence to support that it now reports to the Change and Investment Board. As explained in the Terms of Reference as drafted, IOM was part of the
vulnerability workstream with reporting to the Safeguarding and Vulnerability Delivery Board via the SIT (Service Improvement Team). IOM had since
been established as a separate workstream within the Towards 2025 programme. Without further clarification, there is a risk that this Group is not
performing the functions intended. (Medium)






We noted the following controls to be adequately designed and operating effectively:

Q Integrated Offender Management Working Group

The IOM Working Group uses an Excel Workbook as a joint tool to manage the IOM POAP (Plan on a Page) and, in the absence of meeting minutes,
as a means to record actions, issues and decisions identified during meetings.

There was only one issue recorded at the time of our review which had been updated within the last month. Actions were also numbered and dated
with an owner. All actions recorded as open had progress updates noted within the last month and all within the expected completion dates with the
exception of one with commentary. Although there was no evidence in the form of minutes, we were informed that progress is presented by Stream
and Activity Leads with progress agreed within the meeting and updates added to the Milestone Tracker in the comments section including agreement
that an activity has been completed with updates in the status column.

IOM Highlight Reports
A bi-monthly highlight report is produced for the IOM Working Group which gives more context to the information recorded within the Workbook and
reported to the Change and Investment Board.

We reviewed the reports produced for October and December 2021, and for February and April 2022. We confirmed that the reports contain:
e  Summary of activity.

e How activity has been aligned to HMICFRS AFls.

e  Where activity supports the PCC’s 10-point plan.

We noted that the summary of each report covered key areas to be covered at the meeting together with an overall RAG rating for the IOM
Workstream which, until April 2022, had been recorded as either red or amber, with the exception of the April report where no rating was recorded as,
at this point, a request had been submitted for approval for the IOM workstream’s closure from the Change and Investment Board.

IOM Workstreams
Using the IOM Workbook, we selected a sample of five workstreams:

e 2: Benchmarking.
e 10: Task Pilot.
e  24: Facial Recognition.

e 30: Established and Agree Controls; and,





e 31: FMS Submission.

By reference to the Highlight reports issued to meetings of the IOM Working Group we confirmed for four of the sample that there was sufficient
information to support that they had been completed and closed.

The fifth workstream for facial recognition was put on hold pending a decision of the Change and Investment Board.

IOM Highlight Reports

A bi-monthly highlight report is produced for the IOM Working Group which gives more context to the information recorded within the Workbook and
reported to the Change and Investment Board.

We reviewed the reports produced for October and December 2021, and for February, and April 2022. We confirmed the reports contain:
e  Summary of activity.

e How activity has been aligned to HMICFRS AFls.

e  Where activity supports the PCC’s 10-point plan.

We noted that the summary of each report covered key areas to be covered at the meeting together with an overall RAG rating for the IOM
workstream which until April 2022 had been recorded as either red or amber, with the exception of the April report where no rating was necessary as
the Workstream was to be closed.

Q Change and Investment Board (formally Futures Board)

We confirmed from the Terms of Reference for the Change and Investment Board that it had clearly set out responsibilities. These included oversight
of the Force change programme including new projects, with monitoring delivery through to business-as-usual and the achievement of benefits. We
confirmed that this Board is chaired by the Deputy Chief Constable and has responsibility to report as necessary risks and issues to the Executive
Management Board. We noted that this Board’s Terms of Reference were produced in May 2022 following a review of governance and replaced the
former Futures Board. Although the Change and Investment Board does not keep minutes of meetings, a decision and action log is maintained, this
included decisions to close workstreams as completed.

Q Change and Investment Board Progress Reports

We confirmed from our review of progress reports issued to the Change and Investment Board for September 2021, February, April and June 2022
that this Board has oversight of the Towards 2025 Programme designed to implement service improvements. It supports the Force vision ‘Delivering
outstanding policing for our communities’ together with the Force’s priorities and values and includes the IOM workstream.

We confirmed that this is produced by the Services Improvement Team quarterly and covers each of the Towards 2025 workstreams.





We found that the IOM workstream updates were captured by exception within the reports and that assessments of progress were RAG rated.

We noted that the red status for Towards 2025 was due to the requirement for investment and in June 2022 the Board was asked to consider a high-
level business case to be progressed into the Executive Board for an investment decision to deliver the benefits and reduce the risk rating for each
workstream. We noted that assessments of progress were RAG rated, with the overall assessment across these three reports being amber or red.

IOM Workstream Closure

We confirmed that an IOM closure report was presented to the Change and Investment Board in April 2022 which we confirmed from the action and
decision log was declined. The report set out a summary of the current IOM plan and categorised the position of each under the following headings:

e Completed and evidence gathered to confirm sign off.
e De-scoped during stage two with rationale for decision.
e Continuing support from SIT stage three as part of a wider engagement workstream.

e Transfer to Business-as-Usual (BAU) requirements needed. Discussion of ownership and future role of Board are actions for consideration and
agreement.

The closure report stated that the workstream, when planned, was targeted to work with supervisors and senior leaders across the Force to identify
key risks and where the process would benefit from improvement as well as attempting to address HMICFRS Areas for Improvement (AFI), in
particular the need for join up across all IOM strands to prioritise and manage harmful offenders.

It also stated that the benefits of the workstream had predominantly been focused on HMICFRS improvement areas which had also been updated and
will be tested by the next PEEL inspection. IOM would no longer remain a separate workstream due to the scale of improvement work reported
through the closure report.

We confirmed in discussion with the Project Manager that, as part of the development of the planning process, the one remaining area of IOM would
be part of the new Frontline Knowledge, Skill & Practice workstream.

The decision of the Change and Investment Board to decline closure was because the new lead Superintendent had requested some time to develop
an understanding of the work completed and the role of the IOM Working Group.

Therefore, the IOM workstream would seek closure at the next Change Board and Investment Board in August 2022. We have been advised, following
completion of our fieldwork, that it has now been closed.





Change Programme

The FMS (Force Management Statement) is a review of the Force’s demand on services and resources available to meet that demand. As such it is
the foundation of the Force’s financial and business planning process including change programmes that enable the Force to make better use of
resources and meet demand.

The change elements of the Force’s plans were brought together within the Towards 2025 programme.

For the current planning cycle proposals of further development of the planning process had been presented to the Change and Investment Board.
We noted that the change elements of the process included the development of business cases with a review of the scope of each workstream,
benefits and costs. An assessment of costs and resources for each workstream, timescales and ownership, links to the Commissioner’s Police and
Crime Plan objectives and HMICFRS Areas for Improvement.

We confirmed that within these workstream, it is planned that the one remaining element of the IOM workstream will be part of the Frontline
Knowledge, Skill & Practice workstream.





2. DETAILED FINDINGS AND ACTIONS

This report has been prepared by exception. Therefore, we have included in this section, only those areas of weakness in control or examples of lapses in
control identified from our testing and not the outcome of all internal audit testing undertaken.

Area: Integrated Offender Management (IOM) Strategy and Partnership Agreements

Control The Force follows the national strategy for Integrated Offender Management (IOM). Partnership agreements  Assessment:
have been established to support the local delivery of IOM to reduce crime and reoffending threats faced by
local communities. Design v
Compliance .
Findings / Through discussion with the Improvement Inspector, we were informed that the Force follows the national IOM Strategy. We obtained a

Implications copy of the national strategy document, Neighbourhood Crime IOM Strategy published in December 2020. Although we were informed
that within the IOM Working Group meeting discussions about alignment to the National Strategy take place.
Whilst we received a Partnership Agreement to support the delivery of Integrated Offender Management, evidence in relation to this
indicated that this was dated August 2018 without review or any updates since then.
Without up to date partnership agreements in place, there is a risk that the Force is unable to follow the national strategic direction to
deliver offender management. Without clearly defined partnership arrangements, there is a risk of ineffective offender management which
could impact community safety.

Management The Force will ensure that its partnership agreements are revised = Responsible Owner: Date: Priority:
Action 1 / re-formed to support offender management. CID Superintendent 31 March 2023






Area: IOM Ownership

Control

To support Integrated Offender Management (IOM), the Force has developed clear lines of responsibilities to  Assessment:
ensure its delivery.
Design v

Compliance X

Findings /
Implications

We confirmed from review of the Workbook and Highlight Reports that leads for each IOM workstream had been identified together with
the supporting roles. These individuals were also recorded on the milestone tracker as the Stream and Activity Leads, risks and action
owners. Gold and Silver leads were also recorded on the progress reports to the Change Board which is an exception report covering
Towards 2025 Improvement Programme as a whole.

We confirmed in discussion with the Programme Manager that due to resources available, consistent strategic ownership for IOM and also
the workstream (Silver Command Supt) had been an issue within the Force, however the recently appointed Head of CID was now taking
a lead role.

Without clearly defined roles and responsibilities there is a risk that outcomes for the Integrated Offender Management workstream are not
achieved.

Management
Action 2

The Force will introduce a formalised document which clearly Responsible Owner: Date: Priority:
captures the roles, responsibilities, and lines of accountability for CID Superintendent 31 March 2023 Low
key staff involved within the future development of IOM practice

across the Force (rather than the day to day management of

cases).






Area: IOM Working Group

Control The IOM Working Group was established to manage and review progress against each of the workstreams Assessment:
within the POAP (Plan on a Page) and recorded within the IOM Workbook. With the purpose to deliver on the
agreed proposals resulting from the Safeguarding and Vulnerability Delivery Board and to address AFls and  Design v
recommendations Cleveland Police currently hold in relation to IOM.
Compliance X
Findings / We confirmed that the Integrated Offender Management Working Group had a Terms of Reference, but we were unable to obtain any
Implications evidence that this had been formally approved.
We also noted it does not refer to the POAP (Plan on a Page) and Workbook but to the development of an action plan that covers Service
Improvement Team (SIT) recommendations, AFls and further inspection recommendations. It also states that that this group reports to the
Safeguarding and Vulnerability Delivery Board, which we confirmed it initially did, although we were informed and were supplied with
evidence to support that it now reports to the Futures / Change Board.
At the time that the Terms of Reference was drafted, IOM was part of the vulnerability Workstream with reporting to the Safeguarding and
Vulnerability Delivery Board, via the SIT (Service Improvement Team). IOM had since been established as a separate workstream within
the Towards 2025 programme.
We therefore could not use this to assess if the Working Group was fulfilling its remit as this does not accurately cover the responsibilities
and activities of this group. Although this is mitigated by the POAP, and Workbook used for their meetings there is a risk that this Group is
not performing the functions intended.
Management The IOM Working Group Terms of Reference will be reviewed and Responsible Owner: Date: Priority:
Action 3 updated and approved, ensuring that its purpose, responsibilities  c|p Superintendent 31 March 2023

and reporting lines are consistent with the requirements of the
project and are approved.
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APPENDIX A: CATEGORISATION OF FINDINGS

Categorisation of internal audit findings

Priority Definition

Low There is scope for enhancing control or improving efficiency and quality.

Medium Timely management attention is necessary. This is an internal control risk management issue that could lead to: Financial losses which
could affect the effective function of a department, loss of controls or process being audited or possible reputational damage, negative
publicity in local or regional media.

High Immediate management attention is necessary. This is a serious internal control or risk management issue that may lead to:
Substantial losses, violation of corporate strategies, policies or values, reputational damage, negative publicity in national or
international media or adverse regulatory impact, such as loss of operating licences or material fines.

The following table highlights the number and categories of management actions made as a result of this audit.

Control Non Agreed actions

design not Compliance
effective* with controls*

Integrated Offender Management 0 (7) 3 (7) 1 2 0

Medium High

Total

* Shows the number of controls not adequately designed or not complied with. The number in brackets represents the total number of controls reviewed in this area.

11






APPENDIX B: SCOPE

The scope below is a copy of the original document issued.

Scope of the review

The scope was planned to provide assurance on the controls and mitigations in place relating to the following area:

Objective of the area under review

The Force has adequate and effective systems and procedures in place for dealing with different types of offenders and offences through a coherent multi-
agency response to local crime.

When planning the audit the following areas for consideration and limitations were agreed:

Integrated Offender Management (IOM) is a nationally recognised scheme with guidance produced by the Home Office. It seeks to bring a cross agency
response to crime and re-offending threats faced by local communities. It helps to improve the quality of life in communities by:

e Reducing the negative impact of crime and re-offending.

e Reducing the number of people who become victims of crime; and

e Helping to improve the public’s confidence in the criminal justice system.

The Force underwent a PEEL Assessment by HMICFRS in 2019 which identified actions were required in respect of its approach to Integrated Offender
Management. Since this time, the IOM Unit has created and is currently working through an action plan to bring about improvements to its service delivery.
Our review will seek to obtain a “holistic” view of how plan delivery is progressing in order to inform any future changes to the plan and will focus on the
following areas:

o Whether the Force has an overall strategy for offender management which aligns with its Policing Plan.

e Whether there are clear lines of responsibility for [OM.

e What IOM governance mechanisms are in place.

e Whether the Force’s IOM plan aligns with its Policing Plan and national principles for IOM.

e How delivery of the Force’s IOM plan is progressing.

o Whether implementation of actions in the plan have led to service improvements.

e How progress of the IOM plan is being reported upon.
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e As part of our review will select a cross-section of plan elements and review them to determine whether:

@)

(@)

@)

@)

The programme element is on track.
Elements considered to be delivered are in place and embedded.
Progress, particularly in respect of any delays, is being recorded and reported completely, accurately and on a timely basis.

Any variations to plan elements or due dates are subject to appropriate scrutiny and approval.

Limitations to the scope of the audit assignment:

e The scope of this audit is limited to those areas examined and reported upon in the key risks and control objectives in the context of the objective set out
for this review.

e Any testing undertaken as part of this audit will be compliance based and sample testing only.

e At the request of management our review is not intended to focus solely on how the Force is handling specific cases against the principles of IOM such
as PPO (Prolific Priority Offenders), MARAC (Multi Agency Risk Assessment Conferences) as part of this review, but case management may form part of
our audit depending upon the nature of sample actions chosen.

e We will not consider the Force’s arrangements for resourcing its IOM approach.

e Our review does not guarantee a particular outcome from any inspection by HMICFRS and nor is it intended to replace any such inspection.

e Our work does not provide an absolute assurance that material errors, loss or fraud do not exist.
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rsmuk.com

The matters raised in this report are only those which came to our attention during the course of our review and are not necessarily a comprehensive statement of all the
weaknesses that exist or all improvements that might be made. Actions for improvements should be assessed by you for their full impact. This report, or our work, should
not be taken as a substitute for management’s responsibilities for the application of sound commercial practices. We emphasise that the responsibility for a sound system
of internal controls rests with management and our work should not be relied upon to identify all strengths and weaknesses that may exist. Neither should our work be
relied upon to identify all circumstances of fraud and irregularity should there be any.

Our report is prepared solely for the confidential use of for The Chief Constable of Cleveland and solely for the purposes set out herein. This report should not therefore
be regarded as suitable to be used or relied on by any other party wishing to acquire any rights from RSM UK Risk Assurance Services LLP for any purpose or in any
context. Any third party which obtains access to this report or a copy and chooses to rely on it (or any part of it) will do so at its own risk. To the fullest extent permitted by
law, RSM UK Risk Assurance Services LLP will accept no responsibility or liability in respect of this report to any other party and shall not be liable for any loss, damage
or expense of whatsoever nature which is caused by any person’s reliance on representations in this report.

This report is released to you on the basis that it shall not be copied, referred to or disclosed, in whole or in part (save as otherwise permitted by agreed written terms),
without our prior written consent.

We have no responsibility to update this report for events and circumstances occurring after the date of this report.

RSM UK Risk Assurance Services LLP is a limited liability partnership registered in England and Wales no. OC389499 at 6th floor, 25 Farringdon Street, London EC4A
4AB.
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Internal Audit Action Plan December 2022 OPEN SESSION.pdf
CLEVELAND

POLICE

OPEN SESSION Internal Audit Update Report for the Audit Committee December 2022

This document has been prepared for the Audit Committee to provide a status update in relation to the actions arising from Internal Audit Inspections.

The current register includes 57 recommendations (16 have been issued in the last 3 reports); 2 of the actions are from the previous auditor, TIAA, with the oldest having been published in March 2020. All
of the old TIAA actions have been reviewed by RSM and where appropriate the action has been reworded and new delivery dates agreed. 32 actions were closed by RSM in their August 2022 Follow up
Report and one suggestion has been taken on board and closed.

Of the 57 recommendations a further 25 have been identified, so far, as complete by the Force; as these have to be signed off by the auditors, they will remain on the action plan as “Closed locally awaiting
sign off” until this is fulfilled, this includes the 2 oldest actions from TIAA. The Force has recently adjusted the process of sending actions for closure; actions submitted for closure have to be accompanied
with evidence to support the closure. The next Follow up review is expected in January, by which time we anticipate the number of proposals for closure to have increased.

The remaining live actions continue to be monitored, with regular updates provided by their owners.

The action plan below provides details of the ‘live’ actions with status updates from the action owners.

It should be noted that the RAG (Red, Amber and Green) rating descriptors have been amended to reflect the completion status of the recommendation. The colour key and other details can be found at
the end of the report.

Gill Currie
HMIC Liaison Officer
Cleveland Police





Summary of All Outstanding Internal Audit Recommendations — Oldest Implementation Date First

No. Ref Action Owner Audit Finding Implementation Date Agreed Management Action Delivery Group | Status
Original Revised
367 | ICT Disaster Head of ICT Reworded action following August 30 Complete Report Published March 2020 Presented to Audit Committee 29/6/2020 Digital
Recovery 2020 2021 Follow Up Inspection: November Services Group
2021 Management Comment
ICT will ensure that the ICT testing planis Due to the virtualised and clustered nature of the ICT architecture, it is felt that full recovery
documented, future testing is recorded, testing with service impacts is not required as all component aspects of the recovery process
and documentation is available to support are used in daily operations. However, the Head of ICT will work with Force BCR/DR manager
the results of the regular testing. to look at this and ICT will implement his functions recommendations.
Test results will be documented as part of
a formal test report which details test Update June 2020
objectives, outcomes, and lessons leamed This is a complex area and requires a mix of work from both Business Continuity and ICT. A
and be used in updating the associated meeting has been arranged for 20" July between both parties to agree an approach and an
ICT DR plans and supporting documents. implementation date.
(Medium)
This action is considered closed by the Force, itis business as usual; alot of activity is
Original Action and has been completed. We would liketo discuss the possibility of closing the action
down, the wording of the recommendation means it would be continuous with no end.
It was noted that there is no regularly
scheduled/ annual testing of the ability to September 2021
recover key ICT systems and services This action was referred to RSM as part of the Follow Up Inspectionin respect of
currently undertaken by ICT. As aresult discussing the action and progress and agreeing a way forward in order to bring the
there is limited assurance around the action to closure. As such RSM have reworded the action and agreed a new completion
timescales withinwhich key systems and date with the action owner.
services canbe restored in the event of a
DR scenario. In April 2022 a meeting was held between OP and PC of RSMto discuss the future of
As there is no formal/ scheduled testing these actions. PC was referring the situation to his ICT specialists. Further discussions
for key ICT systems and services there have taken place in May
are currently no test plans currently in
place describing the detailed processes July 2022 — previous updates removed; available through the master action plan, as the
and procedures to be followed when information provided is deemed too sensitiveto be in the public domain
testing the ability to recover key ICT
systems and services. Update November 2022
ICT liaise with key business stakeholders within the Force to agree an approach to the regular
Recommendation testing of key ICT systems and services, with test plans created for key systems detailing the
ICT liaise with key business stakeholders approach to testing. Test results are documented as part of a formal test report which details
within the Force to agree an approach to test objectives, outcomes, and lessons learned and are used in updating the associated ICT
the regular testing of key ICT systems and DR plans and supporting documents.
services, with test plans created for key
systems detailing the approach to testing. Evidence - ICT Service Recovery & Testing —attached
Test results be documented as part of a
formal test report which details test The document describes the ICT infrastructure and its capability to host applications and
objectives, outcomes, and lessons leamed services. Recovery falls into three basic categories. Resilience to maintain service, standby
and be used in updating the associated infrastructure to move services and the ability to start again by means of recovery from backup.
ICT DR plans and supporting documents.
(Priority 2) Each service is listed with the infrastructure required to host it, the options we have to recover
and finally a test to confirm recovery can be achieved.
The test plan lists each test with a description of the objective, the date of the last test and the
outcome. The test events log lists all the tests conducted, the date and a description of what
took place and why.
Links (Internal Intranet) are provided to supporting documents including working instructions on
how to recover specific services.
Action Complete
368 | ICT Disaster Service Reworded action following August 30 Complete Report Published March 2020 Presented to Audit Committee 29/6/2020 Digital
Recovery 2020 Operations 2021 Follow Up Inspection: November Services Group
Manager 2021 Management Comment

The Head of ICT will complete a review of
existing system recovery procedures to
determine whether they have been

Agreed. A review will be conducted and all critical system with have documented recovery
processes.






Summary of All Outstanding Internal Audit Recommendations — Oldest Implementation Date First

No. Ref Action Owner Audit Finding Implementation Date Agreed Management Action Delivery Group | Status
Original Revised
reviewed recently and the review process Update June 2020
can be incorporated into business as The action is on the radar, however work towards the action is still to commence as other
usual activity. (Medium) commitments have taken priority.
Original Action In April 2022 a meeting was held between OP and PC of RSMto discuss the future of
these actions. PC was referring the situation to his ICT specialists. Further discussions
It is recommended good practice that have taken place in May.
technical system recovery procedures are
documented for all key ICT systems and July 2022 — previous updates removed; available through the master action plan, as the
services. These should detail the precise information provided is deemed too sensitiveto bein the public domain
steps that must be taken, and any
technical information required, in order to Update September 2022
recover systems and applications Head of ICT Services and Operations has reviewed the system recovery procedures and has
successfully. It was noted during the confirmed they are up to date for all key systems and services - email attached to evidence
review that technical system recovery this.
procedures have been created for some,
but not all, key Force systems and Action complete
services.
Recommendation
Existing system recovery procedures be
reviewed to ensure procedures are in
place for all key systems and services.
(Priority 2)
401 | HR Wellbeing Interim Director | Reworded action following August 31 January January Report Published November 2020 Presented to Audit Committee 25/3/2021 People and
2020 of HR 2021 Follow Up Inspection: 2022 2023 Wellbeing
Head of HR Update February 2021 Board
Sponsor: The People Strategy will be released in Wellbeing Strategy uploaded and publicised via messages to all in November 2020. Work still

Director of HR

January 2022 after relevant approval and
will be uploaded to the intranet and
communicated to staff. (Low)

Original Action:

The Wellbeing Strategy will be uploaded
to the intranet and communicated to staff.
The People Strategy will be developed
and approved by the Interim Director of
HR and presented to the Executive
Management Board for approval. Once
approved, the updated People Strategy
will be uploaded to the intranet and
communicated to staff. (Low)

progressing re the People Strategy.

Update May 2021

Actions 370, 401 and 407 have been linked together as they all require the production of a
People Strategy and supporting action plan. Due to the duplication of the actions; future
updates will be provided under 370 only until the actions are closed.

September 2021

This action was referred to RSM as part of the Follow Up Inspectionin respect of
discussing the action and progress and agreeing a way forward in order to bring the
action to closure. As such RSM have reworded the action and agreed a new completion
date with the action owner.

Update October 2021

The Strategy remains under development so as to incorporate the organisational development
agenda, value for money aims linked to the systems optimisation project and the recent step
change in employment markets post Covid 19, which requires a different and more innovate
approach to Attracting talent into Cleveland Police and Retaining staff; with publication planned
for January.

Update February 2022
Deferred the deadline, the FMS process is underway and will be approved April 2022, then the
strategy will be approved to ensure alignment.

Update June 2022

The focus has shifted to priority aspects of the people strategy, namely attraction and retention,
in response to the seismic shift in the skills and jobs market. Post Covid the number of
vacancies regionally and nationally outstripped candidates and this generated an ongoing
strategic risk to the Force. The position is exacerbated by the ‘Great resignation’ where
retention rates are reducing, and Cleveland Police is affected. Attraction and Retention are
core elements of the People Strategy alongside wellbeing and building capabilities and
capacity of the workforce.






Summary of All Outstanding Internal Audit Recommendations — Oldest Implementation Date First

No.

Ref

Action Owner

Audit Finding

Implementation Date

Agreed Management Action

Delivery Group

Status

Original

Revised

The Attraction Strategy will be approved by August 2022 and the wider People Strategy
launched at the end of Q3. This deferred timescale will allow full inclusion of the outcomes of
the recent staff survey, which achieved a very healthy 65% response rate.

Update July 2022

The proposed attraction strategy has been developed and a draftis currently being reviewed
for consultation feedback. Following any further feedback and consultation throughout
August/September 2022 any amendments will be completed and we anticipate that the
proposed attraction strategy will be submitted to the December 2022 Executive Management
Board meeting for approval. Once approved then this will be uploaded accordingly.

The people strategy as mentioned will be developed in due course within the plan of the end of
Q32022.

Update September 2022
Still on track, no change to report since the update above.

Update Oct 2022

Planis still in line with above, we will seek the approval of the people strategy at Executive
Management Board in Dec 2022 and then Communication will be carried out following any
approval in Q4 (2022/2023)

Update November 2022

The attraction strategy has been submitted for formal consultation Nov 22.

The people strategy is in development and relevant consultation and approval will be sought
with the aim to seek ap proval from the Executive Management Board on 14" Feb 2023.

403

HR Wellbeing
2020

Sponsor:
Director of HR

Head of HR

Wellbeing
Manager

Reworded action following August
2021 Follow Up Inspection:

Results of the self-assessment will be
reported to the People and Wellbeing
Board to ensure appropriate monitoring of
actions. (Low)

Original Action:

The Oscar Kilo Blue Light Wellbeing
Framework self-assessment (2020) will be
completed by management to establish
what progress has been made by the
Force in its wellbeing offerings and
determine any further areas for
improvement. Results of the self-
assessment will be reported to the People
and Wellbeing Board to ensure
appropriate monitoring of actions.
(Medium)

31 October
2021

Complete

Report Published November 2020 Presented to Audit Committee 25/3/2021

Update February 2021
Framework self-assessment on going currently expected completion date of 19" February
2021.

Update May 2021
The results of the self-assessment have been compiled and will be reported to the July P&W
board

Update July 2021
Agenda item P&W 21st July Framework submitted for peer assessment, but itis continually
being updated as activity takes place in the areas.

We request an oversight review/discussionin relation to actions 403, 405 and 406 with a
view to closure or rewording of the actions.

September 2021

This action was referred to RSM as part of the Follow Up Inspectionin respect of
discussing the action and progress and agreeing a way forward to bring the action to
closure. As such RSM have reworded the action and agreed a new completion date with
the action owner.

Update October 2021
Work is continually ongoing in respect of the framework; review work will be carried out with
the wider People and Development team to capture and track the activity in the wider team.

The additional activity has not been scheduled yet due to abstractions in the wellbeing team.
The activity will continue to be monitored in the people and Wellbeing board.

Occupational Health resourcing to meet increasing demands for services has been identified
as a national issue and collaborative work is underway to optimise use of resources.

Update February 2022
Position unchanged. Activity will be scheduled when staffing issues are resolved.

People and
Wellbeing
Board






Summary of All Outstanding Internal Audit Recommendations — Oldest Implementation Date First

No. Ref Action Owner Audit Finding Implementation Date Agreed Management Action Delivery Group | Status
Original Revised
Update May 2022
Positionunchanged. Activity will be scheduled when staffing issues are resolved.
Update Sep 2022
The self-assessment has been completed and the results were recorded and discussed at the
People and Wellbeing Assurance Board on 23" August 2022.
It was agreed that an ongoing action would be that bimonthly, Wellbeing would go through
updates on a particular topic (different each time) with updates on the self-assessments.
Evidence Provided:
o Copy of People and Wellbeing Assurance Board action log
¢ Copy of Agenda for August people and Wellbeing Assurance Board meeting.
o Copy of Report discussed at PWAB in August.
Recommended for closure.
406 | HR Wellbeing Head of HR Reworded action following August 31 October | March 2023 | Report Published November 2020 Presented to Audit Committee 25/3/2021 People and
2020 2021 Follow Up Inspection: 2021 Wellbeing
Wellbeing Update February 2021 Board
Sponsor: Manager The updated People and Wellbeing Board Ongoing

Director of HR

reports will be produced in which key
statistics will be outlined and included in
monthly reports to provide up to date
information. (Low)

Original Action:

Once the new occupational health and
wellbeing case management systemiis in
place, management will review the system
capabilities to determine what reporting
improvements can be made to the People
and Wellbeing Board reports. Key
statistics will be outlined and included in
monthly reports to provide up to date
information. (Medium)

Update May 2021
Data upload issue resolved so management referral module can now be progressed. Remedial
work on documentation is needed(formatting).

The last training session and build of response form will be scheduled before the end of May,
dependant on supplier availability

The ER team had an overview briefing and opportunity to feedback on the form. The Wellbeing
team will develop comms regarding changes.

Issue with CP firewall allowing access for report downloaded had been resolved but has
reoccurred, issue been looked into again by the supplier.

Update July 2021

Final training session for the referral plus module to take place early August (date to be
confirmed)

Issue on going with report downloader.

We request an oversight review/discussionin relation to actions 403, 405 and 406 with a
view to closure or rewording of the actions.

September 2021

This action was referred to RSM as part of the Follow Up Inspectionin respect of
discussing the action and progress and agreeing away forward in order to bring the
action to closure. As such RSM have reworded the action and agreed a new completion
date with the action owner.

Update October 2021

Further work on removing the network issues for the report downloader is ongoing but the
issue is unresolved yet so the reports from cohort cannot be produced; manual reports can and
will continue to be produced for the People board.

Update February 2022

The firewall issue is unresolved which prevents the upload of the reporting tool. This has been
flagged by ICT to 3"line support. The Wellbeing manager is meeting with the software
provider with a view to a software upgrade where reporting is incorporated in the updated
system. Data analysis continues to be completed manually.

Update May 2022
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Due to the issues with the firewall preventing the installation of the reporting tool this action
cannot be updated.

We will progress the upgrade to the software that incorporates the reporting tool but this cannot
take place for several months (capacity of the provider and the wellbeing team). Therefore a
revised closure date has been added.

Update September 2022
System restrictions still exist, and system update is required to resolve. This is likely End June
2023 before available,

Albeit it manually extracted data, until the IT catches up, a report can be provided in the
meantime and will be takento the people and wellbeing board in November.

Update November 2022
Plan to present information at People and Wellbeing Assurance Board in November 2022, then
action will be complete.

416

ANPR21
Sponsors:
Det. Inspector

Head / Director of
Intelligence

ANPR Co-
ordinator

ANPR Co-
ordinator

A policy will be written and implemented to
ensure that the requirements of NASPLE
are addressed and this will be
communicated to all relevant staff.
(Medium)

31 March
2021

September
2022

Report Published February 2021 Presented to Audit Committee 25/3/2021

Update April 2021
The policy has been written and will be presented at the reinstated ANPR strategy meeting in
May. An action plan has also been added to that group of which the Policy is part of.

Update July 2021
Policy completed and needs to be reviewed before sign off. Has already been reviewed by EDI
team, needs further consultation.

Update October 2021
Policy to be taken to ANPR strategy group by DCI for wider consultation.

Update June 2022
Draft Policy currently going through the consultation process; looking to be approved by end
September 2022.

Update September 2022

Policy has been written to include all requirements of NASPLE and references NASPLE, this is
waiting on final approval. No significant changes are anticipated and this can likely be a
complete action pending final approval.

Policing
Operations
Delivery and
Assurance

Group

418

ANPR21
Sponsors:
Det. Inspector

Head / Director of
Intelligence

ANPR Co-
ordinator

ANPR Co-
ordinator

A process will be introduced to ensure that
when a camera has been in place for 12
months, a DPIA will be completed on the
anniversary date (12 months) of its
deployment. (Low)

31 January
2023

Complete

Report Published February 2021 Presented to Audit Committee 25/3/2021

Update April 2021

In the future this will form part of the DPIA review process; asset tracker will be changed to
allow flagging of those deployments that have been in place and are coming up to 12 month
anniversary.

Update July 2021
Action complete, this procedure has been put in place and will be followed as per national
guidance. Spreadsheet will track all temporary deployments and is in place.

May 2022 —reviewed by RSM as part of the Follow-up inspection, action not
implemented —no supporting evidence received — management action reiterated and
new delivery date set.

Update June 2022

Evidence has been provided to show the DPIAs for Cleveland’s ANPR network along with a list
of camera numbers (Appendix A) to which itrefers has been completed and approved.

The DPIA talks about the overarching need for ANPR and the impact on privacy as well as its
impact and the appendix which is an individual PIA for each site. Each site is added at install
and reviewed every 12 months.

Appendix A details all cameras, the date they were installed, last reviewed and there is a

Policing
Operations
Delivery and
Assurance

Group
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Original Revised
countdown which shows how many days remain until the next review is due for each individual
camera, which updates itself daily. Action Complete
14" September 2022
Action considered for closure by RSM, they state:
From discussions with the Force, we understand that a new process in relation to DPIA had
been adopted for ANPR camera deployments. At the time of our review, all deployments under
the new process were ongoing and sensitive cases. Given this, we were unable to selecta
sample and therefore have marked the action as ongoing.
Failure to conduct a DPIA in line with the required timeframes could give rise to complaints by
local residents or negative publicity.
The action has been partly though not yet fully implemented.
Action reiterated and new completion date given as 31% January 2023.
Update September 2022
The evidence for submission has been updated. DPIAs are completed for the new
deployments of cameras, these have been added to the spreadsheet and they also have the
countdown to the anniversary date which updates daily; this shows that it is completed on the
day of installand that the countdown on the spreadsheetis working, and is based on the install
date, rather than them all being on the same date.
If circumstances were to change and the camara deployment was no longer reasonable and
proportionate it would be removed, and our records would be updated.
Action complete
420 | ANPR21 ANPR Co- The Information Management Policy and 31 March Complete | ReportPublished February 2021 Presented to Audit Committee 25/3/2021 Policing
ordinator the Information Security Policy will be 2021 Operations
Sponsors: revised to ensure that Cleveland Police Update April 2021 Delivery and
are complying with the National Standards The revised ANPR policy references the existing information security policy and NASPLE Assurance
Det. Inspector and then reissued. In the event a separate (national ANPR standards). No changes were required to the current policies. Group
ANPR Policy isimplemented these two
Head / Director of policies will still need to reflect the ANPR Update July 2021
Intelligence requirements of NASPLE. (Low) The ANPR policy will include reference to these policies. Can be closed as written into policy
(policy needs approval — action 416)
ANPR Co-
ordinator Update October 2021
This policy now includes reference to Info Management policy and NASPLE; itis currently
undergoing consultation but can be closed once the policy goes live.
Update May 2022
Policy written and being progressed.
Update July 2022
The new ANPR policy is currently out for consultation, with a view to being published by the
end of September. In relation to the other policies mentioned, these are generic documents
covering the whole force, it would not be appropriate to cover ANPR or NASPLE in them;
everything relating to that will be included in the ANPR policy.
Update September 2022
Info Sec policy refers to Police data generically and does not reference any specific systems. It
does reference that any “comply with relevant laws, policies and standards;”
This would include anyone with access to ANPR data to include NASPLE as this isincluded in
all ANPR training for any staff accessing ANPR data. These policies do not specifically
reference any other standards directly as access to that data has understood rules. Action
complete
421 | ANPR21 ANPR Co- The installation and testing process willbe | 31 March November | Report Published February 2021 Presented to Audit Committee 25/3/2021 Policing
ordinator revised to ensure that checks are 2021 2022 Operations
Sponsors: performed in line with NASPLE, evidence Update April 2021 Delivery and
of initial checks completed by the TSU This issue is being discussed in the ANPR strategy meeting, the current capacity within TSU Assurance
Det. Inspector team and any subsequent checks are and ANPR does not allow a full NASPLE compliant test to be conducted dueto the timescales Group

documented and held on file for a period

involved with testing. Mitigation will be in place where possible but this is an area of risk, Head
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Original

Revised

Head / Director of
Intelligence

ANPR Co-
ordinator

of two years. (Medium)

of Intelligence and Cl Standards and Ethics made aware. NASPLE checks are now being
conducted on each site but will take a considerable amount of time to get through each
location.

Update July 2021
This will be implemented in new deployments, with some limitations as outlined above. Any
new deployment will be documented, and records of maintenance recorded.

Update October 2021

This is awork in progress. Due to varying cameras and testing capabilities a lengthy process
needs writing and testing. This work is ongoing and is being developed alongside camera
manufacturers to ensure it is as streamlined as possible, whilst meeting the criteria NASPLE
sets out.

Update July 2022
The Force is looking to outsource this process and is currently following the procurement
process. Going forward it will ensure we are always 100% NASPLE compliant.

Update September 2022

The entire process for requesting, testing and deploying has been brought into our service
desk system (Self Service) and includes question sets around NASPLE checks and tests.
NASPLE checks are conducted on deployment, and this is recorded on the system as
compliant. Any camera that does not achieve the test is altered until it does comply, or it is not
deployed. The DSTL guidance is adhered to as fully as possible but checking in daylight and
night-time conditions is often cost prohibitive, so a test on deploymernt is the only test achieved.

Requirements for the NASPLE testing of the force’s infrastructure, has gone out to tender,
further update to be provided in due course.

Also working with TSU to confirm all installation testing is taking place.

422

ANPR21
Sponsors:
Det. Inspector

Head / Director of
Intelligence

ANPR Co-
ordinator

ANPR Co-
ordinator

An audit plan will be developed alongside
the introduction of the Auditor to ensure
that all auditable areas are addressed and
the procedure for auditing is documented.
The audit plan will be implemented, and
an audit conducted, every six months to
ensure that Cleveland Police are
compliant with all areas of the standards.
(Low)

31 March
2021

January
2023

Report Published February 2021 Presented to Audit Committee 25/3/2021

Update April 2021

Auditor for NAS is in place and the national auditor has been updated with necessary request
for national audit. The Force follows the guidance and audit plan document from the National
Auditor.

Update July 2021
In line with national audit requirements, we will liaise with the National Auditor. The audit
function will sit with the GDPR Auditor and will be independent of the ANPR team.

Update October 2021

This is awork in progress and whilst the GDPR Auditor has been identified as internal auditor,
the National ANPR Service (NAS) has audit requirements set, yet the tools to facilitate that are
not mature or completed yet. Until the national project is complete this will remain as amber.

Update June 2022
Arrangements have been made for the GDPR Auditor to assist with this action. A further
update will be provided late July once this work has been completed.

Update July 2022
The audit is taking place on 21 July. Further details to follow after the audit.

Update September 2022

This has been developed alongside the National standards for compliance and audit of law
enforcement ANPR - September 2020. This is being worked through with the GDPR auditor.
The audit plan has been developed and the procedure has been agreed, attached as evidence,
which shows what will be audited. NASPLE guidelines outline that ANPR is to be audited every
12 months, and as such it has been agreed that the audit will take place annually in January so
that the previous year is fully audited.

Policing
Operations
Delivery and
Assurance

Group
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Original Revised
The agreed date for this taking place is 18™ January 2023.
429 | Positive Action Director of The Force will develop an action and 31 August Complete | ReportPublished May 2021 Presented to Audit Committee June 2021 People and
2021 P&OD, ACC delivery plan for positive action to outline 2021 Wellbeing
Local Policing, | actions in respect of the NPCC toolkit. Update November 2021 Board
Sponsor: ACC Crime, Actions will be assigned appropriate The Force has an EDI priorities plan for 2021/22 which is reviewed bimonthly at each Strategic
Director of HR Head of HR, responsible owners in line with the three EDIBoard. 2021/22 is positioned as a foundation year to ensure data in each core area is
Recruitment strategic workstreams: relevant and accurate and focuses onthe NPCC toolkit basics and HMICFRS priorities from
Manager e Organisation and People; the areas forimprovement. Outputs from this plan will inform the refreshed Public Sector
e Communities; and Equalities Duties [PSED] four-year strategy for the Force 2022 to 2026.
e Partnerships.
Progress against the actions will be Positive action is a key element of the organisational aspects of the EDI plan. A task and finish
regularly reported to EDI Board. (Medium) group was set up in May 2021 and a cross function team is being set up, to focus on
community engagement in relation to Recruitment, it will be in place by 1 December 2021.
Update February 2022
The Acting Chief Constable agreed atthe end of 2021 that a dedicated positive action team
would be introduced to assist with this work. There is now a small team in place who are
working closely with Recruitment, EDI, Corporate Comms and Community Engagement. This
has allowed for the positive action which was already taking place to be enhanced further with
more capacity for attending events, monitoring best practice, and running workshops. The
team are linked in, both regionally and nationally for assistance. The task and finish group had
five key objectives which have all now been implemented and therefore the group has been
absorbed into the work of the new positive action team.
Update July 2022
The current action plan has been benchmarked across forces in relation to the gaps in our
service provision.
There are several workstreams which provide reassurance around some of the actions and
work is ongoing in relation to the gaps.
T/Ch Supt Local Policing has a meeting with ACC Local Policing about the format the plan will
take moving forward.
Update October 2022
Positive action is being led by EDI Manager working alongside our community engagement
and recruitment teams. The action plans and update provided in the slide deck are provided
as evidence. Updates Have been presented to the OPs Voice Gold group and ongoing further
regular updates will be provided to the People and Wellbeing Assurance Board. This was due
to be updated within September’s board however due to abstractions the meeting was
cancelled but willbe on the agenda for future meetings.
Evidence attached:
Positive Action Stage 2 Action plans
Positive Action Slide pack from Ops Voice Gold Group meeting
Ops Voice Agenda showing positive action item
Action Complete following inclusion in October’s P&W Board
430 | Positive Action Head of HR The Recruitment Manager will ensure that | 31 August Complete Report Published May 2021 Presented to Audit Committee June 2021 People and
2021 Recruitment members of selection panels are 2022 Wellbeing
Manager documented. (Medium) Update October 2021 Board

Sponsor:
Director of HR

Interview results paperwork has been formally updated to capture all interview panel members.
The Recruitment Team are briefed to check for compliance in providing this information when
the forms are returned.

For the promotion boards starting in October 2021; panel members are being named in the
expressions of interest.

May 2022 —reviewed by RSM as part of the Follow-up inspection and found not to be
fully implemented — management action reiterated and new delivery date set.
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Update May/July 2022
It has been identified that on occasion panels had changed one member of the panel at the last
minute and had not informed the Recruitment Team. Now this has been realised, a second
check has been putin place after the interviews to ensure no changes. This should therefore
be able to be closed at next inspection. Copy of email circulated following recent audit provided
as evidence; further checks and process notes have been introduced (copy provided) and
there will be spot checks by the Recruitment Manager to evidence the process by the delivery
date.
Update September 2022
Panel members are all recorded and are spot-checked for compliance on a regular basis. This
action is considered complete and ready for the Auditors to make their checks
431 | Positive Action Organisational | The promotion and utilisation of cultural 31 August Complete | ReportPublished May 2021 Presented to Audit Committee June 2021 People and
2021 Development exchange programs within law 2021 Wellbeing
Manager enforcement will be considered as part of Update October 2021 Board
Sponsor: the Force's leadership training needs A Leadership TNA was undertaken in October 2020. Recommendations from this TNA
Director of HR analysis review. (Low) included Firstline and Second Line Manager modular programmes. These have now been
designed, delivered (pilot) and evaluated and are due for launch January 2022. Cultural
Exchange programmes will be considered as part of a range of future solutions as part of the
medium to longer term roll out programme.
Update February 2022
As per the October update, a Leadership TNA was undertaken in October 2020.
Recommendations from this TNA included First line and Second Line Manager modular
programmes. These have now been designed, delivered (pilot) and evaluated and are due for
launch April 2022 (was January 2022). Cultural Exchange programmes will be considered as
part of a range of future solutions as part of the medium to longer termroll out programme
Update October 2022
Cultural Exchange/Awareness activities are included in the EDI TNA for 2022.
Focus on points:
e 6- Community and Cultural Awareness
e 17 - Faith Trail Session
e 19— Lunch and Learn Sessions.
Evidence
Copy of the TNA 2022
Action complete
433 | Positive Action Head of HR The Head of HR will develop a confidential 31 Complete Report Published May 2021 Presented to Audit Committee June 2021 People and
2021 Superintendent, | review process for selection, grievances December Wellbeing
DSE and misconduct-related processes in 2021 Update November 2021 Board

Sponsor:
Director of HR

respect of protected characteristics to
ensure a lessons learnt approach is
adopted and documented.

Additional advice will be provided from the
EDI Team. (Low)

A review has commenced of the last 6 months of both grievances received and those who
have fallen out of the recruitment process due to failing pre-employment checks. The review
will look at the protected characteristics of each of these individuals with a view to identify
whether trends or patterns exist. This work will continue for the next 6 months so that we have
a 12-month bank of information from which statistically relevant trends can be extrapolated as
we have very low numbers (on average 1 or 2 per month).

Update July 2022

The force has reviewed its grievance resolution policy and it will soon be going out to
consultation, it will need a full EDI — it will mean that supervisors will have a greater
responsibility for seeking resolution to matters that are causing angst.

The present policy allows for people to by-pass local supervision — so local fast resolution has
been a diminished option

Work is on-going to seek greater information on protected characteristics by means of internal
campaigns
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As aresult of a matter that led to a grievance - changes were made to the force maternity
policy, we also made some slight changes to the expenses policy to clarify a point about
medical expenses that could be claimed.
Interim review of Grievances carried out — evidence provided. A full year review will be carried
out in October when more trends, if any, can be identified.
Update September 2022
Meeting planned end of Sep to discuss the review of information for this action
Update October 2022
Review underway to be presented at the People and Wellbeing Assurance Board in Octor
November meeting. Once evidenced action to be considered complete.
Update November 2022
Review carried out and discussed as part of the People and Wellbeing Assurance Board on
20™ October 2022. Agreed actionthat further reviews will be carried out 6 monthly initially with
next review being held in April 2023 PWAB Board (to allow data to be included from October
2022 to March 2023.
Evidence provided includes:
Copy of the agenda to confirm item discussed
Copy of presentation (protectively marked due to information contained)
Updated Actionlog
Action Complete

439 | IT Asset ICT Service and | Management will ensure that the IT asset November December | Report Published June 2021 Presented to Audit Committee June 2021 Digital
Management Operations management process is updated to 2021 2022 Services Group
2021 Manager include as a minimum: Update February 2022

1. Roles and responsibilities; Digital Services Dept under CI DSD have appointed asset analysts. Work ongoing between
Sponsors: 2. Mechanisms for recording and tracking DSD and ICT with plans to develop the Cireson Service Management Platform to add an asset
Ch. Supt IT assets; tracking module for the asset analysts to use for effective asset management in the future.
Head of IT 3. IT asset audits and their frequency; and
4. IT asset lifecycle process. Update October 2022
(Medium) Asset Management Strategy currently being revised which will be sufficient to close this action
by Dec 22.

441 | IT Asset ICT Serviceand | Management will ensure that they conduct | November Complete | ReportPublished June 2021 Presented to Audit Committee June 2021 Digital
Management Operations regular audits/stock checks of the IT 2021 Services Group
2021 Manager hardware assets. Update February 2022

(Medium) Digital Services Dept under CI DSD have appointed asset analysts. Work ongoing between
Sponsors: DSD and ICT with plans to develop the Cireson Service Management Platform to add an asset
Ch. Supt tracking module for the asset analysts to use for effective asset management in the future.
Head of IT
Update June 2022
Operational assets report back to their relevant management services real-time. For offline
assets our new Asset Management staff are walking the boards and doing physical checks.
Update October 2022
This action links to action 440 which was closed during the last follow-up inspection and 441.
The ICT Services Recovery and Testing spreadsheet supplied for that review details assets
being returned as staff members leave and details the checks taking place. Regular audits/spot
checks take place for the hardware assets. Evidence Log of Audit events provided as
evidence. Each event generates supporting documentation to record activities and findings.
Construction of a dedicated SharePoint site has been completed and is currently being
populated.
Action Complete

442 | IT Asset ICT Serviceand | Management will ensure that a formal November December | Report Published June 2021 Presented to Audit Committee June 2021 Digital

Management Operations capacity management and IT asset 2021 2022 Services Group
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2021 Manager replacement strategy covering all IT Update December 2021
assets is defined, approved, and Asset Refresh Plan extended to include all assets and their end of service life dates.
Sponsors: implemented. Desktop, Mobile, Network, Hosting, Storage & Backup.
Ch. Supt (Medium)
Head of IT Update February 2022
Digital Services Dept under CI DSD have appointed asset analysts. Work ongoing between
DSD and ICT with plans to develop the Cireson Service Management Platform to add an asset
tracking module for the asset analysts to use for effective asset management in the future.
Update October 2022
Asset Management Strategy currently being revised which will be sufficient to close this action
by Dec 22.
446 | IT Asset ICT Service and | Management will ensure that all assets November Complete | ReportPublished June 2021 Presented to Audit Committee June 2021 Digital
Management Operations are returned when staff move or leave the 2021 Services Group
2021 Manager Force. Regular spot checks should be Update October 2021
performed to ensure that this happens. Until some key vacant posts are filled; spot checks are currently being carried out by the Head
Sponsors: (Medium) of ICT Services and Operations. The new ICT Support Manager is due to commence their role
Ch. Supt on 3 January 2022 and will take over this process.
Head of IT

These checks include:

o The HR leavers process is updating the logon account, disabling it and labelling it as ex-
employee.

e Adaily report is being automatically generated and sent to all asset owners informing them
of leaversin the last 24 hrs.
Checking that the asset owners listis up to date.
Issuing a monthly summary of ex-employees where will still have an asset outstanding to
department heads.

Scope: Laptop, Mobile Phone, Smart Phone, Radio.

Some issues remain which are out of the control of ICT and were discussed during the
inspection:

Departments aren’t keen to give devices back to ICT as they feel the kit belongs to them not
ICT.

ICT aren’t aware of what kit individuals have, so are unable to determine what should come
back when a member of staff leaves.

Update February 2022

Digital Services Dept under CI DSD have appointed asset analysts. Work ongoing between
DSD and ICT with plans to develop the Cireson Service Management Platform to add an asset
tracking module for the asset analysts to use for effective asset managementin the future.

Update June 2022

The DSD Asset Administrators receive a daily report as part of the leavers process. They also
have accessto ICT Services to check which end user assets need to be recovered before
making contact with the leaver’s supervision.

This will be further refined when the Cireson Asset Management module is completed. This will
take a data feed from each of the following services to collate all asset information in one
place.

Laptops, Desktops, Servers — MS SCCM
Network Devices — Cisco Prime

Airwave — Vivatrak

Mobile Data — SOTi MobiControl & InTune
Mobile Phone — EE Service Manager
Terminals — Wyse Device Manager

The individual services will remain to manage the day-to-day operation of the associated
devices.
Evidence: Cireson Statement of Work added to IT Asset Management folder on Huddle
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Update October 2022

This action links to action 440 which was closed during the last follow-up inspection and 441.
The ICT Services Recovery and Testing spreadsheet supplied for that review details assets
being returned as staff members leave and details the checks taking place. The spreadsheet is
a living document, the most recent version is attached as evidence and a more up to date
version can be supplied at the time of the audit.

The Asset Administrators are in receipt of an automated daily email from the HR system
informing them of any leavers, on days when there are no leavers the email states no leavers
today, copy provided as evidence.

Action Complete

447

Data Quality
Process 2021

Sponsors:
ACC

Head of PQR

Force Crime and
Incident Registrar

FCMU Manager

Once the Force Crime Management Unit
is developed, the Force will implement
standard operating procedures for crime
recording to ensure that officers are
informed of processes and expectations
specific to Cleveland Police. (Low)

31 March
2022

Complete

Report Published June 2021 Presented to Audit Committee September 2021

Update September 2021
The FCMU pilot is underway and awaiting the decision to make it permanent. This action will
be actioned once the decision has been made.

Update October 2021

The creation of a new FCMU has been signed off and recruitment will start soon. We am to go
live with the team at the end of Feb 2022 (after recruitment and training). All crime recording
SOPS are being worked onand will be in place ahead of training.

Update February 2022
FCMU - first recruitment has taken place; second advert is now live. First training input
delivered, and plans are underway to secure further training for next intake of staff.

Following consultation with existing staff, a shift pattern has been agreed however staff will be
working 12 weeks notice before changing to new pattern - go live has been pushed back until
18/4/22.

Update May 2022

Second recruitment has taken place and new operators plus team leader start on11/7/22 for 6
weeks of training.

FTE will then be 2 T/L and 19.02 operators.

Update July 2022

The Force has to follow the National Crime Recording Standard (NCRS) so we wouldn’t
produce SOPs for crime recording per se, as there is a risk they could be out of date and not
match the NCRS guidelines which are updated regularly. The department website has links to
the NCRS guides for staff to follow (screenshot provided as evidence).

The department have tried to increase knowledge and understanding of Crime Data Integrity
(CDI) and crime recording rules by introducing some learning packages through College Leam;
so far 67% of officers/staff involved in crime recording have completed this and they have
achieved 100% in the knowledge check (data on power bi). They also have a bespoke ‘Crime
Recording Champions’ training input for front line officers (details provided as evidence) which
aims to create shift champions out on district. This will further improve data quality, victim
identification and overall CDI compliance. Crime audits by the audit team suggest it's having a
positive impact.

Some guides/SOPs for staff about how the process works and different types of referrals and
disposals (screenshot provided as evidence) are available on the FCMU SharePoint site. Staff
are introduced to these as part of their training.

Action Complete.

CDI Strategic
Group

459

Complaints 2021

Sponsors:
CFO, OPCC and
Deputy Chief

DSE Office
Manager and
Snr Complaints
Advisor (OPCC)

The Force and OPCC will develop an
internal policy with flow diagrams to detail
the processes to follow when receiving,
recording and processing expressions of
dissatisfaction and complaints including

31 31t August
December 2022
2021

Report Published September 2021 Presented to Audit Committee June 2022

Update October 2021
Diagrams have been produced which reflect the complaints flow with respect to the new Model
3 complaints arrangements

People
Intelligence
Board
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Executive

Senior
Complaints
Advisor (OPCC)

Chief Constable’s
Chief Finance
Officer
Superintendent

DSE Officer
Manager

the respective roles and responsibilities of
both organisations. (Low)

Update February 2022

Process has been completed, the live date for the OPCC taking on complaints was 31
January. All complaints are held on Centurion which DSE and OPCC staff have access to.
There will be weekly meetings to discuss the embedding process, and to highlight any issues.

May 2022 —reviewed by RSM as part of the Follow-up inspection and found not to be
implemented — management action reiterated and new delivery date set.

Update May 2022

Following the implementation of the new OPCC Resolution Team on 31 January 2022 we are
currently drafting new processes. When the auditors carried out the audit we were working
under the old working model and we may need to change this action to reflect these changes.
This work has started and will be prioritised throughout June — expected completion will be
August 2022.

Update July 2022
This work is in progress, draft documents (Process Map and Procedures) have been provided
to support the work of the OPCC Resolution Team.

Update October 2022
Spoke with DSE Office Manager the work is ongoing, slowed by staff availability to complete
the work; looking to get extra resources to progress to completion.

470

Victims Code
2022

Sponsors:

ACC

Ch. Supt Head of
Crime and CJ

Chief Inspector,
Response
Policing South

Head of CID

An action plan and timetable will be set
out to increase training compliance to an
agreed level closer to the overall 100%
target, with due allowance for staff
absence and other unavailability.
(Medium)

March 2022 Complete

Report Published January 2022 Presented to Audit Committee May 2022

Update February 2022
This training need has now been picked up, prioritised and driven by the Learning and
Development Governance Group as part of the RIS/Service Improvement Programmes.

Update June 2022

Current performance in terms of Victim’s Code Compliance stands at 80.6% which is a
significant improvement on the position 6 months ago but there is still room for improvement.
Training is delivered online, and the force is currently at 74.2% compliance. Compliance with
the Victim’s Code is monitored by the Victims and Witnesses Tactical Group Meetings. Agenda
and action log provided as evidence.

Update July 2022

The uptake of the victim’s code module has leaped from 11% compliance to 67% in three
weeks which is fantastic and demonstrative of the collective effort of all leaders across the
varying commands. Our next challenge is to ensure that the quality is there in terms of
compliance and the Review and Assurance Team have been asked to provider some quick
analysis.

Both the agenda and current action log for the Victims and Witnesses Tactical Meeting have
been provided.

The Det. Supt. Is shaping the meeting in line with impending performance measures as
indicated by the Home Office via our regional V & W meetings and is currently in the process of
mapping our ability to provide data against the measures and will be feeding this in through the
appropriate channels.

Update August 2022

The current uptake of e-learning for the victim’s, most operational teams are in the high 80’s
with “harbour police” being responsible for the lower overall figure. 90% is an achievable target
as 100% will not be achievable due to issues with the way the HR system attached staff to
teams who are sick, on maternity leave or suspended etc. Latest uptake snapshot provided as
evidence. Action complete.

Crime and
Investigations
Delivery and
Assurance
Group

471

Victims Code
2022

Head of CID

Once the update to Niche is applied the
Force will monitor the issue of VCOP
information to victims. (High)

April 2022 31 August

2022

Report Published January 2022 Presented to Audit Committee May 2022

Update February 2022

Crime and
Investigations
Delivery and






Summary of All Outstanding Internal Audit Recommendations — Oldest Implementation Date First

No. Ref Action Owner Audit Finding Implementation Date Agreed Management Action Delivery Group | Status
Original Revised
Sponsors: The changes required to count the various elements of the Victims’ Code as required will need Assurance
ACC the involvement of the IT Department. They have the intention to prioritise similar work for Use Group
Ch. Supt Head of of Force, Missing from Home and Stop and Search before looking at this element. The update
Crime and CJ is due to take place on 28" February and the first set of IT work will commence after that.
Further consultationwith IT is needed for accurate timescales.
Chief Inspector,
Response Update June 2022
Policing South The NICHE victim contact module is in place but the communication strategy that went with it
hasn’t delivered. The introduction of the NICHE Victim Contact Module has had some issues
and the “soft launch” has not landed with staff, as the force had hoped. We are in the process
of designing a “hard launch” and detailed comms plan to be delivered over the next few weeks.
Of 1445 crimes recorded in April 2022, only 10.1% had the module attached. Compliance is
still evident elsewhere in the NICHE logs, but the force will have more accurate performance
data once the module is fully utilised by investigators. The force tactical working group is
monitoring compliance.
Update August 2022
Report attached from a recent peer review of Hate Crime which covers the quality of victim’s
code updates that has been carried out by our internal Review and Assurance Team. Actions
arising from this will be allocated through the Victim’s & Witnesses Tactical Group, but we dont
wait for the meeting for this to be circulated, allowing managers to start making improvements
where necessary.
Update October 2022
The review and assurance team provide occasional feedback as part of any internal review.
The Victims and witnesses tactical group is in the process of ensuring that dip sampling of
Victim Management updates forms part of ALL monthly performance reviews. There is
currently no central and regular review of the quality, but the expectation is upon line managers
to know their team’s performance. The force satisfaction rates for follow-up should improve
over time if victims are being supported correctly.
472 | Victims Code FCR Crime The Force will record the issuing of emails | April 2022 31 August | Report Published January 2022 Presented to Audit Committee May 2022 Crime and
2022 Management and phone calls to ensure VCOP 2022 Investigations
Chief Inspector/ | information has been issued. The Force Update February 2022 Delivery and
Sponsors: Head of CID will explore an automated reporting There has been a renewed focus on the collection of emails from Victims in the Force Control Assurance
ACC mechanism or use of the VCMM in Niche. Room (FCR) since Sept 21. Collection of emails is being performance monitored. Auto Group
Ch. Supt Head of (Medium) generated emails have been explored and a Victim Charter link is now in use which auto
Crime and CJ generates the Victim Charter link to the Victim. Where no email is provided the PCIU send the
link to Victim's mobiles. The PCIU are also trained and instructed to use the Victim Contact
Chief Inspector, Module for any contacts with Victims. This will predominately be early contact as they do not
Response hold investigations.
Policing South

Update May 2022

For emails an auto generated reply is sent (see evidence attached) which shows the number of
victims provided with Victims Code information. For PCIU, number of text messages to victims
also provided. For the wider Force, Officers now offer support to victims via a QR code which is
often recorded in free text on investigation logs making it extremely difficult to performance
manage. Better recording of the use of a QR code in the Victim Contact Module will alleviate
this issue and progress is linked to the renewed comms strategy. The force has recently
undertaken an internal audit identifying further areas for improvement all of which will be raised
and monitored through the tactical working group.

Some areas of good practice have been identified. 28- and 56-day reviews show up constantly
in OELs, and supervisors are taking an active interest in the quality and quantity of updates
provided to victims. Domestic Abuse have a Victim Needs Assessment template that canbe
attached to the OEL. The purpose of this template is to document that victim needs are
reassessed; this catches some misidentified victims and can account for changing
circumstances.

Update July 2022
Stats provided from the control room to support the automatic emails and texts sent by PCIU;
action complete in relation to their involvement.






Summary of All Outstanding Internal Audit Recommendations — Oldest Implementation Date First

No. Ref Action Owner Audit Finding Implementation Date Agreed Management Action Delivery Group | Status
Original Revised
For the wider Force: this is reliant onthe NICHE victim contact module being embedded and
accurate data being available for monitoring.
Update August 2022
In terms of the wider force, yes, we can review performance against the requirement to provide
the victim with victim’s code information and this is accessible on the force performance
system Power BI/ Current performance with this is 69% since 1% April. With the hard launch
around the module now having been delivered and compliance with completion of the module
improving drastically, the level of compliance around this is expected to rise and will be
monitored through the Victim’s and Witnesses Tactical meeting.
Update October 2022
Power Bl doesn’t currently show compliance with regards to victim’s having been supplied with
the victim information. The performance team are exploring ways to extract this performance
data from the module so that we can report on compliance at the tactical group and the
overarching CAID.
473 | Victims Code T/ACC The Strategic Performance Improvement April 2022 Report Published January 2022 Presented to Audit Committee May 2022 Crime and
2022 Board, led by the ACC, will review Investigations
processes for recording actions and follow Update October 2022 Delivery and
Sponsors: up. The CDI Victims and Witnesses The action owner and lead should be the ACC as they chair SPIB whereas | chair the tactical Assurance
ACC Strategic Group will provide assurance to group. Group
Ch. Supt Head of the ACC on the improvement of response
Crime and CJ rates.
As part of the transfer of ownership to the
Chief Inspector, ACC the Risk, Action, Issues and Decision
Response log will be reviewed as part of this
Policing South process. (High)
474 | Victims Code Detective Chief | The Crime Data Integrity Victims and April 2022 Complete Report Published January 2022 Presented to Audit Committee May 2022 Crime and
2022 Superintendent | Witness Strategic Governance Group will Investigations

Sponsors:

ACC

Ch. Supt Head of
Crime and CJ

Chief Inspector,
Response
Policing South

ensure recommendations withinreports
submitted to them are recorded and
followed up. This will be undertaken by the
Chair of the Group.

In addition, the results of the internal audit
report will be feed into the Inspection and
Audit Monitoring Board.

Consideration will also be given to the
introduction of a Risk, Action, Issues and
Decision log to more accurately reflect the
activity within each meeting. (Medium)

Update May 2022

The audit reportformed part of discussions at the May 22 Governance Group. Det Supt Davies
is the tactical lead for delivery of these and there is now a rolling agenda item included to
ensure activity is focused on the recommendations and they are being progressed. These will
be recorded in the action and decision log. There are established mechanisms in place to
review progress. The chair of the V and W Strategic Governance Group will report into the
IAMB and VCOP and CDI from a wider perspective is included in the strategic performance
report and assessed through the Strategic Performance Board.

Update September 2022

The Victims Code report was presented to the CDI and Victims and Witness Strategic Group in
May 2022 where a decision was made the Supt. CID will provide updates to the actions for the
Joint Audit Committee — this is recorded on the Decision and Action Log and provided as
evidence. All other actions on the log are discussed as part of the agenda and are updated at,
or ahead of, each meeting. The Decision and Action log provided shows recommendations
from other reports are recorded and actions issued — see point 21.

The actions from the Victims Code report are included on the Internal Audit action plan whichis
presented to the, now, Audit, Inspection and Risk (AIR) Board on a monthly basis, chaired by
the DCC (currently ACC), as part of the Internal Audit Highlight report (copies provided as
evidence). Management Actions are discussed on an exception basis and actions issued, by
the Chair, when required. Of late, focus has been around actions over a year old, however all
actions are updated on a regular basis supported by the Chief Officer Team and any specific
issues are reported to the meeting. Decision and Action Log provided as evidence.

Prior to August the actions from internal audit reports were discussed at the Risk and
Governance board on a bi-monthly basis. Following a review of governance this board merged
with the Inspection and Audit Monitoring Board to form the AIR Board which now meets
monthly, allowing discussions to be timelier. The Decision and Action Logs for the two

Delivery and
Assurance
Group
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Original

Revised

meetings were also merged to form a log for the new meeting.

All governance meetings, where minutes are not produced, have Decision and Action Logs.
Which are one of the first points for discussion on the meeting agendas. The logs for both of
the mentioned meetings have been provided as evidence along with an agenda to show the
priority the decision and action log is given.

Action complete

481

Equality Diversity
and Inclusion
2022

Sponsors:
DCC

Director of HR
Head of HR

Head of HR

The Force should develop a policy that
uses the Force’s strategic objectives to set
out the requirements of the PSED. (Low)

31 March
2022

Complete

Report Published February 2022 Presented to Audit Committee May 2022

Update May 2022
PSED policy drafted and with the HR Policy Advisor to progress it to completion.

Update July 2022

An Equality, Diversity and Inclusion policy has been created in conjunction with the EDI team
which includes requirements of PSED. This is currently going through formal consultation
which is due to end at the end of July.

Feedback following consultation will then be considered and any changes made and will then
be amended accordingly to be submitted for approval. Once approved this will then be
uploaded to the policy site.

Current timelines for Exec Management Board will be seeking approval in the meeting in Oct
2022.

Update September 2022

Formal consultation of the EDI policy is due to be completed Week commencing 15" August
(due to an extension request fromlegal). Results will then be reviewed and any amendments
made. Planned to seek approval at the Exec Management board in Oct 2022.

Update October 2022 — Request for Closure

The EDI policy was approved in Executive Management Board on 4 October 2022 and
subsequently published internally on SharePoint and externally on the Force website. Copy of
policy and force messaging provided as evidence

Action complete

People and
Wellbeing
Board

482

Equality Diversity
and Inclusion
2022

Sponsors:
DCC

Director of HR
Head of HR

EDI Manager

The EDI Board will ensure the action log is
fully updated and contains an estimated
completion date for all actions. (Medium)

31 January
2023

Complete

Report Published February 2022 Presented to Audit Committee May 2022

Update May 2022
Action log to be reviewed and dates added where appropriate.

Update July 2022
Fully completed action log submitted as evidence. Action complete.

14" September 2022
Action submitted to RSM for closure as part of the Follow-up Review 1 of 2022 — 2023.

They have stated:

We obtained the Force's EDI Action log to confirm whether the Force have updated the
document to include an action completion date for all actions stated. From analysis of the
actions stated, we found that, on all occasions, the action had an estimated completion date
populated. However, we did note that many of the estimated completion dates had been
exceeded with no note or reference to the reasoning for this.

Discussions with the HMIC Liaison Officer established that the EDI Board, which was
previously owned by the Police and Crime Commissioner has moved across to the Force side
and is now the EDI Group which reports into the People and Wellbeing Board and finally the
Executive Management Board. We obtained the governance diagram which outlines how the
new structure should function and is yet to be finalised. It is anticipated at the next review that
the management action will be superseded as the action log is likely to be revised based on
the changes to the governance structure. However, as this re-structure remains in draft, we
have categorised the management action as ongoing and will look to supersede the action as
part of the next follow up review.

People and
Wellbeing
Board






Summary of All Outstanding Internal Audit Recommendations — Oldest Implementation Date First

No. Ref Action Owner Audit Finding Implementation Date Agreed Management Action Delivery Group | Status
Original Revised
Where actions taken at the EDI Board are not tracked thoroughly with updates on progress
documented, there is a risk that EDI actions are not appropriately addressed by the Force.
The action has been partly, though not yet fully, implemented.
Action reiterated and new completion date set for 31 January 2023
Update November 2022
The EDI board tracker has been updated with actions that have been completed and where
actions have been closed this is due to them being covered in an alternate meeting.
A copy of the action log is attached with the updates from the last meeting.
Action Complete
483 | Follow Up Head of ICT Upon the implementation of online IT 31% August Report Published April 2022 Presented to Audit Committee June 2022 Digital
Inspection 2022 asset disposal forms, the Force will 2022 Services Group
ensure that confirmation checks regarding
IT Asset an asset’s preparation and relocation to a
Management designated disposal area are complete
within a timely basis (Medium)
Sponsors:
Chief Finance
Officer, Chief
Constable
HMIC Liaison
Officer
486 | Vetting 2022 Vetting Team The Vetting Team will ensure all 31 August Complete | Report Published May 2022 Presented to Audit Committee September 2022 People
Leader individuals with MV and NPPV-3 2022 Intelligence
Sponsors: clearance have a 28 and 56 monthreview Update 20'" May 2022 Board
Temporary Chief scheduled on the Corevet system and The vetting team have commenced assigning the 28 and 56 month reviews to MV holders. The
Constable these are completed in a timely manner. work has temporarily paused, as some of those reviews will shortly become due. Until the
(Medium) additional resourcing is brought into the team, the reviews won’'t commence. It is pointless
Head of spending time populating review dates for those who will not be reviewed. Work will re-
Information commence to populate the remaining MV reviews and to undertake the reviews, once
Management additional resource joins the team. In progress.
Update July 2022
Work has resumed to continue populating review dates on all MV and NPPV 3 clearances. The
first clearances are due to commence in Sept 22.
Update September 2022
Planin place and reviews being completed; evidence provided to support this. Action Complete
488 | Vetting 2022 Director of The Force will ensure that the resources 31 August Complete | ReportPublished May 2022 Presented to Audit Committee September 2022 People
Standardsand | approved as part of the resource paper 2022 Intelligence
Sponsors: Ethics are recruited to address the backlog of Update 20" May 2022 Board
Temporary Chief expired vetting and upcoming expiring Recruitment activity is underway:
Constable vetting. - We are underway with an ‘expression of interest’ exercise to appoint a team member into
The Force will: the Senior Vetting Researcher post, due to close 3 June.
Head of e Undertake a reconciliation exercise of - The adverts for the 2.5 FTE Vetting Researchers are due to go out at beginning of June
Information the vetting backlog to determine once the role has been graded correctly on 27" May.
Management whether vetting requests are still

required;

e develop an action plan to address the
vetting backlog, including prioritisation
of vetting requests using a risk-based
approach to ensure the backlog is
methodically approached; and

e provide regular reporting to SMT on
the progress in addressing the

The plan to tackle the backlog of expired clearances will be worked through mid-June, likely
prioritising MV and NPPV3 expired clearances. It is likely that when commencing a renewal, a
check will be done to determine whether the vetting is still required. It is pointless undertaking
an exercise to work through a long list of expired clearances to establish if the vetting is still
needed, this could take months to complete, and would be out of date before the exercise is
complete.

Some performance indicators have been drafted to report on progress towards clearing the
backlog, these will be reported to IAB and SMT quarterly. In progress.
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backlog of vetting requests. (High)

Update July 2022

A Senior Vetting Researcher is now appointed in role and interviews for the 2.5 FTE Vetting
Researchers will be held early August. A business case is being considered as to temporary
resourcing options to assist with clearing the backlog. An option of funding temporary
resources to clear the backlog within 2 years has been recommended, focussing on the
workforce vetting clearances first. Warwickshire have made an exception and said they can
now offer contractor vetting to us (for NPPV2 only, and contractors only, not partner agencies).
Work is underway to start identifying contractors we can refer to Warwickshire, and those we
no longer use. The regular reporting of performance indicators to SMT and IAB is how in place.

Update September 2022
The force are going ahead with a plan as documented in the Vetting Update August 2022,
Resourcing the Renewals reports attached, these reports were submitted to the Chief Officer
Team (COT). To summarise the plan:
- Work is underway presently with some ad ministrative staff to undertake the
reconciliation exercise to determine who still requires vetting
- The clearances are being prioritised based on risk, highest risk vetting levels being
reconciled and renewed first. We may use PCPI integrity check to RAG rate list of
renewals identified
- We will utilise Warwickshire National Contractor Vetting Service for some of the
NPPV2 renewals
- We will participate in the ACRO pilot, send anything that Warwickshire can’t do, to
ACRO. ACRO can perform some of the system vetting checks per renewal. The
remaining system checks that can not be undertaken by ACRO, along with the vetting
decision, will be brought back in house.
- We are recruiting for 2.5 x FTE posts that should assistin some work brought back in
house, but also to meet the demand renewal going forward.
- Areview of DSE administrative support roles has also been carried out to address the
demand which will be faced for additional CCU checks as the backlog is progressed.
An internal departmental adjustment moving 0.5 FTE from Complaints & Discipline to
CCU is being progressed with HR. This position will be monitored and recorded within
future FMS.
- We have submitted a business case for temporary additional resourcing to meet the
backlog demand, we await decision on this.
- Regular updates are reported to COT, to Information Assurance Board and to SMT.
| believe this recommendation is now closed — although the renewals haven’t been fully worked
through, we have a plan, which meets the recommendation. The execution of the plan will
continue for some time.

489

Vetting 2022

Sponsors:
Temporary Chief
Constable

Head of
Information
Management

Vetting Team
Leader

Discussions will be undertaken to
determine whether the data retention

function on Core-vet can be implemented.

If it can, then a plan will be created
outlining how this will be implemented
(Medium)

30

September
2022

Complete

Report Published May 2022 Presented to Audit Committee September 2022

Update 20'" May 2022

Work has already been undertaken to determine that the dataretention function on Corevet
can be implemented. Mid-June, we will look to establish a process to populate retention dates
onrecords in future, and also plan to tackle retention dates of existing records. In progress.

Update July 2022
The retention functionality is still being explored and a process to populate the retention dates

and deletion process. A plan is being developed to implement.

Update September 2022

Report ‘Retention, review and deletion handling’ provided as evidence details how retention
dates will be applied to records and steps to take when a record is identified for deletion. Some
investigative work was undertaken to determine whether the data retention function on Corevet
can be implemented, we can confirm itis already there and available, we simply weren’t using
it previously. The plan details how we will use the functionality going forwards.

This recommendation is now closed — although the assigning of retention dates and reviewing
records for deletion is underway, it will take some time to fully complete this. However, we have
a plan, which meets the recommendation.

People
Intelligence
Board

492

Force Control

Force Control

Action reworded and regraded

31 January

Complete

Report Published June 2022 Presented to Audit Committee September 2022

Policing
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Room 2022

Sponsors:
ACC
Superintendent

Risk Manager
Business

Transformation
Manager

Room Trainer

September 2022:

All individuals on the training needs
analysis document will have all their
applicable training populated. (Low)

Original Action:

A reconciliation will be undertaken to
ensure training records match actual
training completed.

Reconciliations will be carried out on a
regular basis to ensure that training
records remain up to date. (Medium)

2023

Update July 2022

The Force Control Room TNA was created in April 2020. The FCR Trainer reviewed all of the
records on Oracle, compared the completed training against the key skills required to operate
in the FCR and provided a colour coded grid for all FCR staff:

Green — They have the skill
Amber —In progress
Red — Do not have the skill

The document has evolved over the 2 years, taking off skills and courses that were not
essential, splitting the teams up into 5 reliefs when the shift pattern changed etc.

At the time of the inspection, due to workload the TNA hadn’t recently been updated so some
of the information was out of date. However, as a result of the action from the internal auditors
the TNA has been refreshed. The updating of the TNA is a standard agenda item on the
monthly Force Control Room Senior Leadership Team Meeting to maintain its accuracy; the
TNA is a working document, constantly changing and getting updated. Action complete

14" September 2022

Action submitted to RSM for closure as part of the Follow-up Review 1 of 2022 — 2023.

They have stated:

We obtained the Force's training needs analysis document. Within the document, relevant
members of the Force have been stated in addition to the training in which they received, are
undertaking and those in which they have not completed. From discussions with the Force
Control Room Trainer, we found that since our original audit, a new spreadsheet had been
constructed. The task involved confirming each member of staff’s training to official training
documents. To test whether or not the training records stated were correct, we selected a
sample of five employees at the Force and found all results to reconcile. Additionally, we also
obtained a screenshot of a reminder in the Force Control Room Trainer’s diary to alert line
managers to update their section of the training needs analysis document. This process is to
be completed on a monthly basis and forms the regular reconciliation required as per the
action raised.

While we believe the current process meets the action, we found that someindividuals on the
training needs analysis document had not been populated. It was stated that those with
missing data fields are currently in progress with their line managers being contacted to obtain
and send the relevant information. Given this, we have marked the action as ongoing and have
revised the action priority to reflect the ongoing progress.

Where training records are not thoroughly maintained, there is a risk that individuals requiring
training refreshers may not be identified and may not have the required training to full their
respective roles.

The action has been partly though not yet fully implemented.

Action reworded and re graded:

All individuals on the training needs analysis document will have all their applicable training
populated.

A new completion date has been set for 31 January 2023

Update October 2022

TNA reviewed by each of the Team Leaders in the control room and their updates have been
reflected on the document. This is now as up to date as possible and should give us an
accurate picture of where the skills are across all the teams in the FCR.

To ensure this document remains updated, we will be including this as a standard agenda item
on each of the 5 relief’s training days. This will mean that the information for each relief will be
reviewed and updated every 10 weeks. Action complete

Operations

Delivery and

Assurance
Group

494

Firearms
Licencing 2022

Sponsors:
A/ACC

Detective Chief
Inspector

The Force will update and circulate the
summary operational procedure document
to relevant staff within the Force. (Low)

31 October
2022

Complete

Report Published August 2022 Presented to Audit Committee September 2022

Update September 2022

The operational procedure has been subsumed into the policy at number 497. The Force
would support a policy over a separate operational procedure document as once published the
incorporated procedure is formalised and has to be adhered to. Published on the policy site on

Policing
Operations
Delivery and
Assurance
Group
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Head/Director of SharePoint and on the external web the Force maintains version control and changes are
Intelligence monitored and staff notified accordingly. Policies are accessible 24/7 via SharePoint or the
internet, all are compatible with key word searches for speed when looking for a specific
subject. Action Complete
495 | Firearms Firearms The Force will ensure evidence of training | 31 August Complete Report Published August 2022 Presented to Audit Committee September 2022 Policing
Licencing 2022 Licencing undertaken by the Firearms Licensing Unit 2022 Operations
Manager is retained to support the role of the Unit. Update September 2022 Delivery and
Sponsors: (Low) The main requirements for training for the staff within the unit are domestic abuse which was Assurance
A/ACC part of the RIS module and NDM training. Training records for staff are downloadable from Group
Oracle and have been provided as evidence to show the training has been completed. Action
Head/Director of complete
Intelligence
496 | Firearms Firearms The Force will provide additional training 30 Complete Report Published August 2022 Presented to Audit Committee September 2022 Policing
Licencing 2022 Licencing to the Firearms Licensing Unit on the September Operations
Manager process to ensure compliance with the 2022 Update October 2022 Delivery and
Sponsors: Home Office statutory guidance. When the new Home Office Guidance was issued the Firearms Manager contacted the team Assurance
A/ACC (Medium) members giving an overview of the findings, shortcomings and action required. Since the audit Group
this has been reiterated to the unit by the Manager — copy of the emails provided as evidence.
Head/Director of Compliance with the Home Office Statutory Guidance is checked through dip sampling viathe
Intelligence Manager and hasn’tidentified any problems with understanding the guidance. Evidence in the
form of a Supervisor Monitoring Spreadsheet has been provided.
Action complete
497 | Firearms Detective Chief | The Force will update the Firearms 31 August 31 October | Report Published August 2022 Presented to Audit Committee September 2022 Policing
Licencing 2022 Inspector Licensing Policy to outline its 2022 2022 Operations
responsibilities with regard to compliance Update September 2022 Delivery and
Sponsors: with data protection legislation as required A Firearms Licensing policy has been developed which includes reference to data protection Assurance
A/ACC by the Home Office statutory guidance. legislation. The policy in the final stages of approval; once published this action will be Group
(Medium) complete.
Head/Director of
Intelligence Update October 2022
Policy published.....
In Addition, the DCI responsible for firearms licensing has created and circulated some
operational guidance to the team for dissemination to operational staff as a precis of the policy
to ensure the staff are focussed, while the policy has time to embed. Copy provided as
evidence.
Action complete as soon as the policy and supportingcomms go live.
498 | Cyber Security Information Management will reconfigure existing 31 August Complete | ReportPublished August 2022 Presented to Audit Committee September 2022 Digital
Review 2022 Security logical password configurations to meet 2022 Services Group
Manager current best practice guidance and Update September 2022
Sponsor: increase robustness. It is recommended
Head of ICT that reputable external guidance (such as 1. Passwords Security Operating Procedure, Cleveland Police, Version: 1.1 (15 August
that issued by the NCSC) is used as a 2022, Phil Brooke, Information Security Manager)
baseline for this. In addition, management
will logically enforce stronger password 2. Passwords Security Operating Procedure — Rationale, Cleveland Police Version: 1.0
requirements for privieged accounts. (16 September 2020, Phil Brooke, Information Security Manager).
(High)
The AD enforced domain password policy, screen shot attached matches the requirements of
1labove.
External guidance used to form policy is documented in 2 above.
The domain administrators are required to follow the guidance and use password tools with
regards to strong privileged accounts documented in 1 above, screen shot attached. Next test
of compliance due w/c 21% Nov ITHC.
ITHC (IT Health Check) Pen Test recommendation (BR3-06) lock-out count reduction from 5 to
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3. Agreed 4 due to recent lengthening of the password and concerns over unnecessary
lockouts. Next review due w/c 21° Nov ITHC.
Procedures and screenshots provided as evidence Action Complete
499 | Cyber Security GDPR Auditor | Management will continue the exercise of 31 August Complete Report Published August 2022 Presented to Audit Committee September 2022 Digital
Review 2022 allocating DPIAs and filling gaps and 2023 Services Group
missing fields withinthe IAR. Update September 2022
Sponsor: As part of this, management will include a DR data incorporated into information asset register. All entries now have a criticality rating.
Head of ICT rating on the criticality of each information Recommend closing this action as annual reviews with IAOs/delegates will include a review of
asset (considering both the criticality of this and other information asset records. Evidence will be via a review of the live information
the asset to business operations and the asset list on SharePoint which can be provided by the GDPR Auditor during the Follow-up
criticality of the asset from a data review in January 2023.
protection perspective). (Medium)

500 | Integrated CID The Force will ensure that its partnership 31 March Report Published September 2022 Presented to Audit Committee xx 2022 Policing
Offender Superintendent | agreements are revised / re-formed to 2023 Operations
Management support offender management. (Medium) Delivery and
2022 Assurance
Sponsor: Chief Group
Superintendent
and Head of
Crime and
Criminal Justice
IOM Change
Lead

501 | Integrated CID The Force will introduce a formalised 31 March Report Published September 2022 Presented to Audit Committee xx Policing
Offender Superintendent | document which clearly captures the 2023 Operations
Management roles, responsibilities, and lines of Delivery and
2022 accountability for key staff involved within Assurance

the future development of IOM practice Group
Sponsor: Chief across the Force (rather than the day-to-
Superintendent day management of cases). (Low)
and Head of
Crime and
Criminal Justice
IOM Change
Lead

502 | Integrated CID The IOM Working Group Terms of 31 March Report Published September 2022 Presented to Audit Committee xx Policing
Offender Superintendent | Reference will be reviewed and updated 2023 Operations
Management and approved, ensuring that its purpose, Delivery and
2022 responsibilities, and reporting lines are Assurance

consistent with the requirements of the Group
Sponsor: Chief project and are approved. (Medium)
Superintendent
and Head of
Crime and
Criminal Justice
IOM Change
Lead

503 | Key Financial Head of Finance | The Force will ensure all staff are made 31 Report Published October 2022 Presented to Audit Committee xx Finance and

Controls 2022 and Payroll aware of the purchase order authorisation | December Assets Board
process for any goods or services. (Low) 2022

504 | Health and Operational The health and safety policy willbe 31 Report Published October 2022 Presented to Audit Committee xx Audit,

Safety 2022 Planning and reviewed and presented to the Chief December Inspection and
Safety Manager | Constable for approval. (Low) 2022 Risk Board

505 | Health and Health and The Health and Safety Team will review 31 July 2023 Report Published October 2022 Presented to Audit Committee xx Audit,

Safety 2022 Safety Manager | the courses available through the College Update November 2022 Inspection and
of Policing e-learning platform and submit Meeting took place between H&S Planning Manager/Ops Planning Manager and member of Risk Board
arequest to the Learning and L&D SLTto look at a training plan in line with recommendations. It has been determined that
Development Team to make relevant the levels of training and potential means of delivering. There are college learn programmes






Summary of All Outstanding Internal Audit Recommendations — Oldest Implementation Date First

No.

Ref

Action Owner

Audit Finding

Implementation Date

Agreed Management Action

Delivery Group

Status

Original Revised

health and safety courses either
mandatory or desirable within the
platform. (High)

and there needs to be a discussion at L&D Governance group to mandate this. In addition,
there need to be modules for senior leaders (Exec) and a supplier is being sourced. Chief Supt
to discuss issues around mandating programmes at governance group and a discuss whether
just eLearning will sufficiently meet the identified training needs as outlined in the audit report.
A timeline for delivery will form part of Training Needs Analysis.

506

Health and
Safety 2022

Health and
Safety Manager

(In addition to management action 506
above) The Health and Safety Manager
will raise the issue of health and safety
training for management with Force Chief
Officers and highlight the requirements in
the NPCC Guidance, or other relevant
guidance.

As a minimum, guidance regarding line
management responsibilities in respect of
health and safety will be developed and
disseminated across the Force. (High)

31 July 2023

Report Published October 2022 Presented to Audit Committee xx

Audit,
Inspection and
Risk Board

507

Health and
Safety 2022

Health and
Safety Manager

The Health and Safety Manager will raise
arequest to reinstate quarterly health and
safety meetings in line with the current
Force structure.

Within these meetings, actions arising
from annual inspections will be assigned
responsible officers and tracked to ensure
adeguate actions are taken. (Medium)

31 July 2023

Report Published October 2022 Presented to Audit Committee xx

Audit,
Inspection and
Risk Board

508

Health and
Safety 2022

Health and
Safety Manager

The Health and Safety Team will develop
aregister of all risk assessments and
include the following information to
support tracking:

¢ Responsible owner;

e Lastreviewdate;

¢ Who has carried out and reviewed the
risk assessment;

e Next scheduled review date;

e Whether the risk assessmentis still
relevant at next review;

e Comments, where applicable, if risk
assessments are no longer relevant
and therefore archived;

Risk assessment ratings;
Whether any actions are documented
on the risk assessment; and

e Confirmation the risk assessment has
been updated on the intranet.

In addition, the team will review the risk

assessments currently available on the

intranet to ensure these are in date and
remove any that are outdated. (High)

31 March
2023

Report Published October 2022 Presented to Audit Committee xx

Audit,
Inspection and
Risk Board

509

Health and
Safety 2022

Health and
Safety Manager

The Health and Safety Team will record
the dates that incidents occur and the
dates that injury on duty forms are
completed and issued on the injuries on
duty tracker to ensure adequate audit
trail should RIDDOR reporting be late and
ensure RIDDOR reportable incidents are
accurately recorded.

Any instances of late reporting will be
followed up with relevant areas, in
accordance with management action 507.
(High)

31 March
2023

Report Published October 2022 Presented to Audit Committee xx

Audit,
Inspection and
Risk Board






Summary of All Outstanding Internal Audit Recommendations — Oldest Implementation Date First

No.

Ref

Action Owner

Audit Finding

Implementation Date
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510

Health and
Safety 2022

Health and
Safety Manager

The Health and Safety Team will monitor
any cases where seven-point plans are
not initiated if an officer has been
assaulted and ensure any non-compliance
with this requirement is raised to the
appropriate teams. This will be carried out
in conjunction with management action
507. (Low)

30
September
2023

Report Published October 2022 Presented to Audit Committee xx

Audit,
Inspection and
Risk Board

511

Health and
Safety 2022

Health and
Safety Manager

The Health and Safety Team will retain a
central list of all near miss reports
received across the Force to ensure any
actions can be taken, as appropriate, and
common themes and trends can be
identified.

In addition to management action 507, the
Health and Safety Team will use quarterly
meetings to raise the importance of near
miss reporting. (Medium)

30
September
2023

Report Published October 2022 Presented to Audit Committee xx

Audit,
Inspection and
Risk Board

512

Health and
Safety 2022

Health and
Safety Manager

In conjunction with management action
507, the Health and Safety Team wiill
establish a formal process to discuss and
report lessons learnt as part of quarterly
meetings. (Medium)

30
September
2023

Report Published October 2022 Presented to Audit Committee xx

Audit,
Inspection and
Risk Board

513

Health and
Safety 2022

Health and
Safety Manager

The Health and Safety Manager will raise
the issue of health and safety reporting
and governance arrangements within the
Force with the intention of implementing
regular Force reporting on health and
safety matters to an appropriate
committee or Group. (High)

30
September
2023

Report Published October 2022 Presented to Audit Committee xx

Audit,
Inspection and
Risk Board

514

General Data
Protection
Regulations 2022

Data Protection
Auditor

The Force will ensure that all processing
activities are reviewed at least annually to
ensure that they are still relevant and up
to date and there is clear audit trail of who
the auditor has met with and agreed
actions. (Low)

31 October
2023

Report Published November 2022 Presented to Audit Committee xx

Information
Assurance
Board

515

General Data
Protection
Regulations 2022

Data Protection
Officer

a) Earlier intervention will take place to
identify asset owners to ensure they
understand their responsibilities.

b) Email prompts will be issued to all asset
owners on a quarterly basis to identify if
owners or guardians have changed.
(Medium)

31
December
2022

Report Published November 2022 Presented to Audit Committee xx

Board

516

General Data
Protection
Regulations 2022

Data Protection
Officer

Upon appointment of the Information
Governance Manager, there should be
sufficient priority placed on the
outstanding requirements outlined within
the ICO Self-Assessment toolkit. (Low)

31 October
2023

Report Published November 2022 Presented to Audit Committee xx

Information
Assurance
Board

517

General Data
Protection
Regulations 2022

Data Protection
Officer

A formal internal procedure will be
produced in relation to SARs and the
deletion of datato ensure that individuals’
expectations are met, and all members of
the team are aware of their responsibilities
in relation to GDPR. (Medium)

30 April
2022

Report Published November 2022 Presented to Audit Committee xx

Information
Assurance
Board

518

General Data
Protection
Regulations 2022

Data Protection
Officer

Formal guidance in respect of consent will
be produced to help staff and officers
support the GDPR requirements in
relation to obtaining and the withdrawal of
consent. (High)

Upon the appointment of the Information
Governance Manager, a full review of

30June
2023

31 October
2023

Report Published November 2022 Presented to Audit Committee xx

Information
Assurance
Board

Information
Assurance
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Action Owner

Audit Finding

Implementation Date

Agreed Management Action

Delivery Group | Status

Original Revised

each asset owner area will be conducted

to identify areas where consentis
required. Following the area review, a
development plan will be created to
prioritise areas which require consent.
(High)

519

Reference key to Audit Reports:

Presented to Audit

Colour Code for actions - final column

Complete; awaiting sign off by

the auditors

Recommendation being

progressed

New Action — first update not yet

requested

Action against the
recommendation to commence

TIAA levels

Priority 1 Urgent
Priority 2 Important
Priority 3 Routine

Report Title Grading Published ;
Committee

Automatic Number Plate Recognition 2021 Reasonable Assurance February 2021 25/3/2021
Complaints 2021 Reasonable Assurance September 2021 30/6/2022
Cyber Security 2022 Reasonable Assurance August 2021 29/9/2022
Data Quality Process 2021 Reasonable Assurance June 2021 30/9/2021
Equality Diversity and Inclusion 2022 Reasonable Assurance February 2022 4/5/2022
Firearms Licensing 2022 Reasonable Assurance August 2022 29/9/2022
Follow Up Inspection 2022 [ Poor | April 2022 30/6/2022
Force Control Room Reasonable Assurance June 2022 29/9/2022
GDPR Not graded November 2022

Health and Safety October 2022

Human Resources — Wellbeing 2020 Reasonable Assurance November 2020 25/3/2021
ICT Disaster Recovery 2020 TIAA Reasonable Assurance March 2020 29/6/2020
IT Asset Management 2021 Partial Assurance June 2020 24/6/2021
Key Financial Controls 2022 October 2022

Positive Action 2021 Reasonable Assurance May 2021 24/6/2021
Vetting 2022 Partial Assurance May 2022 29/9/2022
Victims Code 2022 Partial Assurance January 2022 4/5/2022

RSM Priorities

High Immediate management attention
Medium Timely management attention
Low Scope for improvement
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CLEVELAND

)" POLICE

Report of the Chief Constable to the Chair and
Members of the Audit Committee

15t December 2022
Presenting Officer: Louise Solomon, Head of Corporate Services
Status: For Information

Update report on Areas for Improvement identified by His Majesty’s Inspectorate of
Constabulary and Fire and Rescue Service (HMICFRS)

1. Purpose

1.1  The purpose of this report is to provide an update on the Force’s current position in
relation to outstanding areas of improvement and recommendations made by His
Majesty’s Inspectorate of Constabulary and Fire and Rescue Service (HMICFRS)
together with information on ongoing and planned future inspection activity.

2. Background

2.1 HMICFRS inspection activity (both local and thematic) can result in a force being
issued with areas for improvement and/or causes of concern with appropriate
recommendations.

2.2 If HMICFRS identifies an aspect of a force’s practice, policy or performance that falls
short of the expected standard, it will be reported as one or more area(s) for
improvement (AFI). AFls are not accompanied by a recommendation.

2.3 Identification of a serious or critical shortcoming in a force’s practice, policy or
performance, will be reported as a cause of concern. A cause of concern will always
be accompanied by one or more recommendations.

2.4  The Force is currently managing a number of causes of concern, recommendations
and AFIs resulting from both local and national HMICFRS inspection activity. As
reported previously, all AFls and recommendations have a designated Force lead and
local delivery lead who are responsible for driving and coordinating improvement
activity. This information is recorded by the Force HMICFRS Liaison Officer who
maintains a local register which details each improvement required, the originating
inspection and the governance board/group responsible for monitoring and tracking
progress.

2.5 HMICFRS also maintain a monitoring portal, which is a live database detailing causes
of concern, recommendations and areas forimprovement made to all police forces.
The information held on the monitoring portal is not a direct match to the information
held on the local register due to timing delays in information being added to, removed
from or updated on the portal. This is an acknowledged issue which is outside of the
Force’s control.





Following an inadequate grading in 2019 across all three areas of the Integrated
PEEL (Police Efficiency, Effectiveness and Legitimacy) inspection the Force was
issued with six causes of concern and entered the ‘engaged’ phase of HMICFRS
monitoring. A further three causes of concern were issued in August 2021 following
an inspection of the Force’s custody arrangements. The Force remains engaged with
HMICFRS and is subject to quarterly performance monitoring via the Police
Performance Oversight Group.

Current position
The table and chart below provide a breakdown of all ‘live’ improvements required (as

at 21st November 2022) by type and origin as recorded on the local register, together
with an overview of progress made since July 2020.

Inspection type (?:nsf:rgf Recommendations Impgreg\fefnoént
Local PEEL 6 19 11
National PEEL 1 6 1 (NOP)
National DA PEEL 0 1 0
NCPI 0 7 0
CDI 1 1 0
Custody 3 3 5
Other National 6 150 (32 NOP) 16 (1 NOP)
Total 17 187 (32 NOP) 33 (2 NOP)
NOP — Not on HMICFRS portal
July 2020 November 2022
87 closed
140 new actions issued
167 through multiple thematic | 57 submitted for closure
outstanding inspections (12 NOP)
recommendations >
and areas for 16 ready to submit for
improvement closure
147 in progress
(22 NOP)

Work continues to address the issues previously highlighted by HMICFRS and since
the last update provided to the Audit Committee in June 2022, progress has been
formally assessed as part of the Force’s latest PEEL inspection. Cleveland was one
the last forces to be inspected as part of the current round of PEEL inspections and
the final evidence gathering window ended in early November. HMICFRS made a
commitment to review as many of the Force’s outstanding AFIs and recommendations
as possible (including non-PEEL items) during their inspection activity, including those
already submitted for closure, and additional resource has been secured to support
this work, which remains ongoing. Whilst the HMICFRS portal will be updated as part
of this process, the final inspection report will not be published until March 2023. This
will provide a comprehensive position statement of where the Force is now and the
work that still needs to be done.





4.1

4.2

4.3

5.1

5.2

2023/25 PEEL inspection programme

From 2021/22 the integrated PEEL inspection programme moved to an intelligence-
led continuous assessment approach. This involves a rolling programme of evidence
collection taking into account information from a wide range of sources including Force
Management Statements (FMS); findings from thematic inspections; crime data
integrity findings; progress against causes of concern and areas for improvement; and
Force Liaison Lead (FLL) knowledge and insight.

Following an evaluation of the 2021/22 inspection cycle, HMICFRS have reviewed the
PEEL programme taking into account changes in the policing landscape and findings
from the first round of continuous assessment. As aresult, the following changes
have been made for the next inspection round (2023/25) which aim to maintain the
quality and robustness of the inspection, whilst reducing its intensity:

a) An updated PEEL Assessment Framework (PAF) — copy attached at Appendix C
b) A refined document request

c) Streamlined inspection activities

d) Clearer sequencing of inspection

e) A further evolution of the COUNT (collect once use numerous times) principle

f) Better use of data from other sources.

The PEEL inspection schedule for 2023/25 has now been published and the key
dates for Cleveland are shown in the table below.

Date Activity

31st October 2023 Evidence gathering window opens

231 September 2024 PEEL Assessment and Resourcing Meeting (PARM)
to inform final evidence gathering

21st October 2024 Final evidence collection phase commences (2 weeks)

March 2025 Report publication

Governance and scrutiny arrangements

Prior to August 2022, the governance and scrutiny arrangements associated with
HMICFRS fell under the responsibility of the Deputy Chief Constable led Inspection
and Audit Monitoring Board, with routine progress monitoring of AFIs and
recommendations delegated to the appropriate Delivery and Assurance Group.
Following a review of the Force’s corporate meeting framework which identified the
need for a single governance meeting to manage all inspection, risk and audit related
activity, this Board has now merged with the Risk and Governance Group to form a
new Audit Inspection and Risk (AIR) Board. The terms of reference for the AIR
Board are attached at Appendix A.

To provide greater clarity on the Force’s approach to HMICFRS activity, a detailed
process flow has been developed (copy attached at Appendix B). This illustrates the
‘end to end’ process followed from the Force receiving a notice to improve through to
an action being formally closed by HMICFRS, and shows who is responsible at each
stage. As part of our approach to continuous improvement, facilitated sessions are





5.3

5.4

6.1

6.2

7.1

now held with newly assigned action owners to assess the current position and
develop an improvement plan which must then be formally approved by the AIR
Board. This additional step has been introduced to ensure that all improvement
activity is correctly targeted to deliver the outcomes required.

At present, recommendations and areas for improvement can only be closed by
HMICFRS upon assessment of supporting evidence provided by the Force. This is a
multi-stage approval process which can be lengthy, as evidenced by the high number
of Cleveland actions currently awaiting closure assessment, some of which were
submitted to HMICFRS in April 2021. However, HMICFRS have recently announced
intended changes which will expedite this process and delegate closure authority to
Chief Constables and Inspection Teams in specified circumstances. Further details
are expected shortly and once received the Force’s internal processes will be revised
to incorporate any additional requirements. Furthermore, upon conclusion of the
current inspection process, a monthly AFl/recommendation review meeting with the
Force’s HMICFRS Liaison Lead will be introduced to ensure the timely review and
assessment of progress.

The Force’s arrangements for HMICFRS recommendation tracking were reviewed by
RSM in February 2021 and an audit opinion of reasonable assurance was issued with
two medium priority actions. Both actions were immediately addressed and formally
closed as implemented in the follow-up review published in September 2021. A
further audit is scheduled for March 2022 but a request is to be submitted for this to
be delayed until 2023/24 due to the ongoing review work being undertaken by
HMICFRS and pending inspection report publication.

Other inspection activity

In addition to the PEEL continuous assessment process, the following thematic
inspections are still pending within HMICFRS’s planned schedule for 2022/23,
although it is unknown at this stage whether Cleveland will be involved:

e race and policing programme — national leadership
e ethnic disproportionality in the criminal justice system

Future areas for inspection are detailed within a three-year plan which runs up to the
end of 2024/25 and includes thematic areas alongside HMICFRS’s normal cycle of
inspections (e.g. custody, NCPI, JTAI etc.) and the completion of bespoke follow up
inspections to assess forces’ progress against recommendations from previous
inspection reports. This includes a proposed inspection of the investigation and
prevention of homicide which is anticipated to take place in February/March 2023.
Future updates will be provided as and when Cleveland’s involvement is confirmed.

Conclusion

The Force continues to take a robust approach to tackling the required improvement
activity identified by HMICFRS with significant progress being made. New
governance arrangements are working effectively with regular monitoring and
scrutiny in place, and additional resources have been invested to ensure that the
Force is well prepared in advance of future inspections and has a clear
understanding of any gaps against the required standards. The ongoing continuous

4





assessment process will provide a comprehensive assessment of the Force’s
progress and the Force remains confident that improvements will be evidenced and
acknowledged across a number of areas.





Appendix A

na
e
Terms of Reference (@) CLEVELAND
«/” POLICE

Audit, Inspection and Risk Board

Purpose

To provide amechanism through which the Chief Officerlead is assured of:

o the Force’s readiness for HMICFRS and other inspection/audit activity and its response to
areas for improvement arising from such activity

e the Force’s ability to meet the defined quality and standards contained within the
HMICFRS inspection framework

e the appropriate identification, assessment and management of key risks to the
organisation

o theidentification of best practice to enhance the service we provide to our communities

¢ the existence of robustand tested business continuity plans

e the Force’s approach to health and safety audit and inspection

Core activities

= To monitor Force activity in relation to existing causes of concern, areas for improvement and
recommendations for change arising from external inspection, audit or other regulatory bodies

= To oversee the development of practice and procedures that will deliver identified areas for
improvement

= To oversee the on-going development of the Force in relation to its effectiveness, efficiency
and legitimacy through PEEL, within a culture of continuous improvement

= To provide assurance that products coming out of audit and inspection work are embedded
and being used effectively to drive performance in the organisation

= Toensure that the Force is able to demonstrate and evidence the outcome and impact of its
improvement activity at both a tactical and strategic level
= Tolead and oversee the Force’s approach to HMICFRS inspection planning and preparation

= To consider any identified areas of risk and commission further internal inspection and review
work as necessary

= Toidentify recommendations and areas for improvement which are suitable for local. Closure
(where appropriate) or submission to the HMICFRS to request closure

= To review the findings of new reports by HMICFRS and other audit/regulatory bodies and
assign an appropriate lead officerto oversee the development of action plans to deliver the
required improvements

= To conduct an annual review of the risk management policy including the organisation’s risk

appetite
= Toregularly review organisational risk and the actions being taken to mitigate those risks

= Identifying trends emerging from internal and external audit and risk management activity
= To consider the Chief Constable’s insurance programme

= To approve and monitor the programme of health and safety audits and inspections and
delivery of resulting actions.

»





Membership

Members

Deputy Chief Constable (Chair)
Assistant Chief Constables (Deputy)
Director of Finance and Assets
Director of People and Development
Chief Superintendents

Head of Corporate Services

Head of Collaborated Legal Services
Head of Performance, Quality and Review
PQR Review Inspector

Risk and Insurance Manager
Business Continuity Manager

HMIC Governance Officer

Head of Corporate Communications
SIT Programme Manager

Health and Safety Officer

If members are unable to attend, a suitably briefed deputy should be
nominated who is empowered to make decisions on their behalf.

Frequency

Monthly

Governance

Agendacompilation

Executive Support

Notes taken by

Executive Support

Document Control

Version Date Status
0.1 July 2022 | Draft for consideration by the group
Produced following agreement of updated decision-making
framework
1.0 August 2022 | Amended following feedback from the Group
1.1 Nov 2022 | Revised to exclude more explicit reference to health and safety
responsibilities

\‘






Appendix B

HMICFRS Process Flow

HMICFRS process

November 2022
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Appendix C

PEEL Assessment Framework (PAF) 2023 - 2025

The following core questions, topic areas and characteristics of good will be assessed.

Topic areas

Characteristics of good

1. How good is the force's service for victims of crime?
1 | The force manages incoming calls, assesses | 1. The force answers 999 calls to the standards set out in the National Contact Management Strategy. And only a low
risk and prioritises itsresponse well. number of callers hang up before their 101 calls are answered.
2. The call handler correctly records the details of the call and identifies vulnerability, including repeat callers and
others in the household. They use and correctly record a structured initial triage and complete a risk assessment to
inform the prioritisation to give the call and provide the
most appropriate response to the caller.
3. Call handlers act politely, appropriately, and ethically and use clear, unambiguous language. They give ap propriate
advice onsafeguarding and evidence preservation.
2 | The force deploysits resources to respond to | 1. The force responds to calls for service within its published time frames, which are consistent with the prioritisation
victims and incidents in an appropriate given to the call. It changes the prioritisation given to the call only if appropriate.
manner. 2. The force provides an appropriate response. It takes into consideration risk and victim vulnerability, including
information obtained after the initial call (such as information from the public, officers or systems checks).
3 | The force's crimerecording can be trusted. 1. The force is effective at recording reported crime.
2. The force’s systems and processes support accurate crime recording.
3. The force’s leaders maintain oversight of the force’s processes for crime recording and strive to make sure that
they meet national standards.
4 | The force carries outa proportionate, 1. All investigative opportunities are considered. And those which are proportionate are carried out in a timely
thorough, and timely investigation into manner.
reported crimes. 2.The force enables victims to access their rights under the Code of Practice for Victims of Crime.
3. The force makes sure that its line managers supervise and review investigations appropriately
5 | The force makes sure thatit follows national | 1. When making a decision on an outcome, the force's systems and processes make sure that appropriate
guidance/rulesfor deciding which outcome consideration is given to the nature of the crime, the offender, and the victim.
code it assigns to each report.
2. How good is the force at treating the public fairly, appropriately, and respectfully?
1 | The workforce interacts with the public fairly | 1. Officers are effective at communicating and interacting with the public without bias. They consider the needs of
and respectfully. their communities.
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2. The force uses body-worn video in all appropriate use of force and stop and search encounters in line with its
policy and national mandates. Interactions between officers and the public are improved as a result.

2 | The force uses stop and search powers fairly | 1. Forces make appropriate use of stop and search as an investigative tactic and can show that its use is fair and
and respectfully. effective.

2. The force acts upon scrutiny and challenge it receives from an external independent forum to improve officers’ use
of stop and search powers.

3 | Officers’ use of force is fair and appropriate. | 1. The force understands how, and with what impact, its officers use force and can show that this is fair and
appropriate.

2. The force acts upon scrutiny and challenge received from an external independent forum to improve how officers
use force.

3. How good is the force at preventing and deterring crime, anti-social behaviour (ASB) and vulnerability?

1 |Atits core function, the force prioritises the| 1. The force uses its own and shared data to identify and prioritise vulnerable people, groups, and locations, repeat
prevention and deterrence of crime, ASB, ham| ASB, victims and suspects.
and vulnerability.

2. Working in partnership, the force uses primary, secondary and tertiary prevention initiatives to deter and tackle
crime and ASB. It also uses these initiatives to reduce harm, vulnerability, offending and repeat demand.

3. The force provides a sustainable neighbourhood policing model that can provide positive long-term solutions to
community problems.

2 | The force uses partnership-orientated 1. The force understands and demonstrates a long-term commitment to problem-solving and evidence-based
evidence-based problem-solving to reduce | policing. It maximises opportunities to prevent public harm and reduce demand through working with partner
and prevent long-term crime, ASB, harm and | organisations.

vulnerability.

2. The force has systems and processes inplace to consistently evaluate and share problem-solving.

3 | The force actively seeks views and support | 1. The force uses two-way community engagement, showing that it understands, listens and responds to what
from its communities. matters to its communities.

2. The force uses community engagement to gather information and intelligence to address local, force and national
priorities.

3. The force empowers local people to become involved in local policing activity.

4. How good is the force at responding to thepublic?

1 | The force has effective oversight of its 1. The force has an effective management structure in place that provides appropriate governance and oversight of
response to public contact and understands | the control room. Senior leaders take an active interest in the control room.
risk effectively at first pointof contact.

2.The force answers 999 calls to the standards set out in the National Contact Management Strategy. And only a low
number of callers hang up before their 101 calls are answered.

3. The public can contact the force through appropriate, accessible and monitored channels to report a crime.
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4. The force understands and promptly identifies vulnerability at first point of contact. This includes repeat callers and
others in the household.

5.The call handler uses and correctly records a structured initial triage and completes a risk assessment to inform the
prioritisation to give to the call and provide the most appropriate response to the caller.

6. Call handlers provide appropriate advice on safeguarding, evidence preservation and crime prevention.

The force provides an appropriate response to
incidents, including those involving vulnerable
people.

1. The force seeks advice from internal and external experts to inform better decision-making and risk assessmernts.

2. The force attends incidents quickly enough to secure scenes. Responding officers receive appropriate information
and intelligence to understand the risk and vulnerability posed to themselves and others.

3. The force thoroughly assesses a victim's vulnerability at initial response and makes sure it completes appropriate
risk assessments.

4. The force is effective at managing crime scenes and makes the most of early evidence opportunities.

5. How good is the force at investigating crime?

1 | The force has effective oversight of 1. The force has an effective management structure in place that provides appropriate governance and oversight of
investigations and carries out quality investigations. Leaders make sure that staff and officers have sufficient skills and capabilities to achieve quality
investigations to get the best resultsfor investigations and the right outcome for the victim.
victims. 2. The force consistently carries out thorough investigations, which lead to satisfactory results for victims.

3. The force supervises and reviews investigations effectively and appropriately. The quality of investigations are
improved as a result.

2 | The force secures justice for victims. 1. The force consistently achieves appropriate outcomes for victims, which include bringing offenders to justice.

2. The force achieves good results for victims by pursuing evidence-led investigations when appropriate to do so. It
actively pursues prosecution on behalf of the victim.

3 | The force provides a quality service to victims | 1. The force maintains victim and witness confidence by enabling victims to access their rights through the Code of

of crime.

Practice for Victims of Crime/Victims’ Bill.

6. How good is the force at protecting vulnerabl

e people?

1 | The force understands and effectively 1. The force has an effective strategy, performance framework and governance structure in relation to all College of
addresses the vulnerabilities it identifies. Policing vulnerability strands.
2. The force requests feedback from victims on a regular basis and uses it to enhance and improve its services to
protect vulnerable people.
2 | The force provides good-quality safeguarding | 1. The force applies for and monitors preventative orders/schemes in all applicable cases to safeguard vulnerable

and support for all vulnerable people.

people.
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2. The force makes sure that the risk of further and/or increased harm to vulnerable victims is reduced via timely and
appropriate safeguarding activity.

3. Staff involved in multi-agency working arrangements understand their role and have the necessary skills to perfform
it. They work to develop risk-reducing actions that safeguard vulnerable people and challenge perpetrators.

7. How good is the force at managing offenders

and suspects?

1 | The force is effective at apprehending and 1. Senior leads are held to account for apprehending outstanding suspects and wanted persons. The force has
managing suspects and offendersand uses | processes in place to monitor performance.
appropriate safeguarding toolsto protect the - - - - - - - —
public from harm. 2. Supervisors monitor use of pre-charge bail to make sure its safeguarding benefits are considered and thatit is
used in all appropriate cases.
3. The force monitors its use of released under investigation or subject to voluntary attendance to make sure they are
timely and appropriate. Use shows consideration of theimpacton victim safeguarding.
2 | The force effectively manages the risk posed | 1. The force uses nationally recognised risk assessment tools and follows best practice guidance for accurate and
to the public by registered sex offenders. adequate management of registered sex offenders. It has monitoring processes that make sure risk is managed in a
timely manner.
2. The force complies with Authorised Professional Practice (APP) when managing registered sex offenders,
including those reactively managed. If it deviates from APP, it can assure itself that no risk is posed to the public.
3. The force routinely considers preventive or ancillary orders. It monitors any breaches and takes action as a result.
3 | The force effectively manages the risk posed | 1. The force manages images of online child abuse in line with nationally recognised risk assessment timescales. It

by online child abuse offenders.

considers a range of risk factors when taking timely enforcement action.

2. The force uses specialist software to identify, in a proactive and timely way, the sharing of indecentimages of
children.

3. The force makes sure that timely and appropriate safeguarding is in place for both potential victims and suspects.

4. The force has effective digital triage capabilities to support timely and quality investigations.

5. The force continually risk assesses any backlogs in referrals and those cases awaiting enforcement action.

9. How good is the force at building, developing, and looking after its workforce and encouraging an ethical, lawful and inclusive workplace?

1

The force understands the main factors that
influence its workforce’s well-being, and takes
effective action to address any related
problems.

1. The force clearly understands what factors have positive and negative effects on its workforce’s well-being, as well
as any related stress, in all areas of business. It uses this understanding to inform resourcing decisions, and aims to
strike a balance between operational needs and looking after its people.

2. The force is taking effective action to address any well-being challenges it has identified. It provides a good range
of preventative and supportive measures, including enhanced support to those in high- risk roles or those
experiencing potentially traumatic incidents.
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3. The force’s occupational health service provides support and interventions that improve officer and staff well-being.

The force effectively supports its new recruits,
encouraging themto remain.

1. The force understands the specific challenges faced by new recruits. It makes sure that their well-being and
development needs are prioritised and monitored by effective and supportive supervisors and tutors.

2. The force promotes equality, diversity and inclusion. It makes new recruits feelwelcome and included and helps
supervisors to foster an ethical and inclusive working environment.

3. The force is making good efforts to retain new recruits, with specific consideration given to understanding and
overcoming the challenges faced by those from diverse backgrounds.

The forceis effectively developing its
workforce and first-line leaders.

1. The force effectively equips, develops and supports its first-line leaders to meet leadership standards, exemplify
the behaviours expected of them and effectively support both teams and individuals.

2. The force uses effective individual performance appraisals and continuing professional development processes to
understand, monitor and prioritise the development needs of its workforce.

3. The force creates opportunities for officers and staff from under- represented groups to develop and progress and
provides support when appropriate.

10.

How good is the force at planning and managing its organisation efficiently, making sure it achieves value for money both now and in the future?

The force has an effective strategic planning
and performance management framework and
makes sure it addresses what isimportant
bothlocally and nationally.

1. The force has effective governance and performance management processes that reflect its communities’ needs
and local and national priorities.

2. The force uses relevant analysis and data to make sure it operates effectively and efficiently. The force’s
performance objectives are aligned to its strategy.

3. Force management statements and performance objectives are supported by plans on how the force will achieve
the goals it has set.

The force’s leaders are visible and effective

1. The force has assessed the capacity and capability of leadership at all levels. It has plans in place to address
identified gaps in leadership.

2. The force understands how senior and general leadership is perceived and understood throughout the workforce
at all levels. It is taking action to improve standards of leadership.

3. Leaders throughout the force have a clear understanding of what is expected of them and are acting on those
expectations.

The force is effective at managing demand
and can demonstrate it has the

right resources and partnerships in place to
meet future needs.

1. The force’s operating model and workforce helps it to respond to priorities and current and future demand.

2. The force’s has effective systems in place that make sure crimes are allocated to appropriately skilled staff and
units.
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The force provides value for money and can
demonstrate continuous improvement,
efficiency savings and improved productivity.

1. The force makes the most of the productivity of its resources and assets.

2. The force continuesto improve productivity through digital, data and technology solutions, including mobile
working.

3. The force can clearly demonstrate why it is or isn't collaborating with other bodies, when appropriate. It uses
effective programme managementtechniques throughout any collaborative activity.

The force makes the best use of the finance it
has available, and its plans are both ambitious

1. The force has enough resource to make sure it can follow its priorities.

and sustainable.

2. The force's financial plans are affordable and sustainable. They will supportit to continue to meet future demands.
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NOVEMBER 2022
EXECUTIVE & PRESENTING OFFICER:
STATUS: FORINFORMATION

PURPOSE

1.1 This is a report covering the period of 15t March 2022 to 315t August 2022 (6 months) and its
purpose is to advise members of the number and types of civil and employment claims against
the Force received during the period and the amount paid out for those claims finalised during
the period together with reasons for settlement. The report alsoincludes the current legal activity
for Cleveland, Evolve Legal Services and the development of the collaborated Legal Service.

RECOMMENDATIONS

1.2 Itis recommended that Members note the content of the report.

SUMMARY OF LEGAL SERVICES COLLABORATION
1.3 Evolve Legal Services is a policing collaboration that delivers legal services on behalf of 6

corporations sole (the Commissioners and Chief Constables of North Yorkshire, Durham and
Cleveland).

1.4 The service provides in-house legal advice and representation across a broad range of legal
matters and has expertise in civil litigation, employment litigation, commercial and operational
law.

1.5 The serviceis a virtual service which has 62 permanent and temporary staff comprising barristers,
solicitors, legal executives and paralegals. The service is delivered out of three hubs located at
Peterlee, Middlesbrough and North Yorkshire but legal staff are expected to work across all
clients. All staff are equipped to work remotely.

1.6 The service records legal activity using case management systems and monthly activity reports
are maintained to manage trends in demand and skills gaps.

1.7 As at May 2021, the Evolve Legal Services Collaboration has:

1.7.1 Astaffing structure that adopted the pre-existing staffing structure in the Durham and North
Yorkshire teams with growth on both lawyer grades and support staff posts in the Cleveland
Team. The growth reflected the sustained increase in demand for services in the Cleveland
area. Additionally, the service has started to recruit to collaborative posts (jointly funded
posts) with successful recruitment to the Operational Team and Employment Team that are
funded between the three forces and Commissioners.

1.7.2 The teams are led by a professional head (a Force Solicitor or Deputy Force Solicitor) with a
business and legal portfolio, each reporting tothe Director of Legal Services. Each professional
head has responsibility for the quality, costs and efficiency of the service delivery in their

1





1.7.3

1.7.4

1.7.5

1.7.6

1.7.7

1.7.8

1.7.9
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portfolio areas. Risk management is undertaken by each Head of Portfolio with the Director
of Evolve Legal reporting to each executive on high risk cases.

Costs are attributed to each corporation sole as a ‘client’ sothat reporting on costs, forecasts
and performance can be delivered to each client Chief Finance Officer.

Legal Services provides externallegal services using the National Legal Services Framework
(NLSF) and CLEP Framework which are nationally agreedfee structures for externallaw firms
and Chambers. The NLSF has recently been renegotiated and this has been adopted as at
31stMay 2021. Externallegal fees are managed by individual lawyers who use the National
Legal Services Framework and CLEP Framework to achieve the best value for money across a
range of externallegal providers. We instruct external law firms and Chambers to act on our
behalf to provide the services in accordance with NLFS and CLEP Framework when required.

Financial, risk and corporate management of legal services is delivered betweenthe Director
and Heads of Portfolio and relevant statutory officers withinthe relevant Offices of the Police
and Crime Commissioners and police forces. This is managed internally in compliance with
the Evolve legal services governance and performance management arrangements. These
arrangements preserve local, trusted relationships, specifically legal services provided direct
to the Police and Crime Commissioners and Chief Constables.

There has been limited staff turnover during the change process and where staff have left it
has been due to professional opportunity and increased benefits, and retirement. The service
has developed an accurate assessment of skills gaps and succession planning and has
undertaken recent recruitment to build capacityand increase efficiency in reducing the work
referredto external providers. Where posts have been advertised during the reporting period,
the applicants have included high calibre candidates and we have had a good response to
vacancies. The high level of well qualified applicants suggests that the collaborative legal
service and Cleveland Police are attractive employment opportunities.

Legal work continues to be delivered across force boundaries and there has been a positive
and sustainedincrease in the services provided to OPCCs.

Single processes have been designed by practitioners as part of the convergence work. These
processes are essential to capitalise on digital working and the easy and efficient allocation of
cases across teams. This has been dependent on the introduction of a case management
system, and centralised knowledge hub which shares key cases and professional development
as well as serving as a central team resource. Work s well underway to finalise workflows and
aligned processes, for example how work is allocated.

A corporate launch has been delivered. The service has been working to the operating model
for some time and both resources and IT enablers are in place to support full implementation.
Each geographical hub has streamlined points of accessing the service and has allocation
processes in place which utilise the virtual teamresources.
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EMPLOYMENT TRIBUNAL STATISTICS

1.8 The summarybelow sets out the number of employment tribunal claims received and finalised
within Cleveland including total spend on cases finalised.

1.8.1 15 Employment Tribunal claims received 01/03/2022 to 31/08/2022 (including ACAS early
reconciliation matters).
This is compared to the last period, with 9 Employment Tribunal claims received (including
ACAS earlyreconciliation matters).

1.8.2 2 Employment Tribunal claims finalised 01/03/2022 to 31/08/2022. This is compared to the
last period, with 0 Employment Tribunal claims finalised (including withdrawn claims).

1.9 Total spend on Employment Tribunal claims finalised 01/03/2022 to 31/08/2022 (costs and
damages)- £33,862.50. This is compared to the last period where total spend on finalised claims
was £0.

1.10 Learning from employment matters are shared via a professional legal digest, the Knowledge
Hub and via case outcomes for the specific clients.

Ongoing Employment Tribunals

1.11  Evolve Employment Team as a whole are dealing with 12 on-going Employment Tribunal
Claims (claims that have progressed beyond early conciliation period) across the three forces
(8 within Cleveland as at 15" November 2022). This is in comparison to the last report of
November 2021, where we were dealing with 10 on-going Employment Tribunal Claims across
the three forces (5 within Cleveland). Please note that these are claims against the Chief
Constable and do not include any claims against PCCs/PFCC.

CIVIL CLAIM STATISTICS

Number & Types of Claims Received

1.12  There were 61 claims received during the period. This is compared to the previous period, in
which there were 47 claims received.
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Claims Recieved
35
30
25 B Employers Liability Claims
20 M Public Liability Claims
15
Motor Liability Claims
10
B Non Tribunal Employment
5 Matters
0
1st September 2021 to 28th  1st March 2022 to 31st August
February 2022 2022

1.13  Employers Liability claims are those made by Force employees and police officers following
injuries sustained at work.

1.14  Public Liability claims include those made by members of the public who are accidentally
injured or whose property is accidentally damaged/ lost as a result of police activities. Theyalso
include those made by arrested persons alleging false imprisonment, assault, malicious
prosecution, misfeasance and trespass to property. (This is not an exhaustive list.)

1.15 Motor Liability claims are those made by members of the public and police officers following
damage and injuries sustainedin road accidents involving a police vehicle.

1.16  Non tribunal employment matters (NTEM) are those claims made by police officers for pay,
overtime and other allowances which they believe should have been paid during their service.

1.17  The time limit for bringing claims involving injury is three years and, for those not involving
injury, it is six years. The Court can sometimes extend the time limit.

1.18 The following Chart notes how many claims have been received during the period and the
incident date for each claim. Please note that where claims for long term injuries such as post-
traumatic stress disorder or noise-induced hearing loss, the date of diagnosis has been recorded
as the incident date.
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Incident Dates of Claims Recieved During
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Numbers of Claims Finalised & Results
1.19 Ofthe 8 casesfinalised during the period, 4 were successfully defended/withdrawn (50%).

1.20 Thisis to be compared with the last period where 17 cases were finalised, 5 were successfully
defended/withdrawn 29%).

The COVID pandemic has had a significant impact on cases being able to progress generally and
through the Courts either for case management or listing of trials. This may differ in the next 6
month report as the restrictions beginto ease.

Claims Finalised01/03/2022-31/08/2022
25 B Employers Liability
2
1.5 B Public Liability
1
05 I Motor Liability
0 o
Negotiated  Claimant Won Chief Won Trial Claim B Non Tribunal Employment
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6
B Public Liability
4
2 .I Motor Liability
ol = |
Negotiated  Claimant Won Chief Won Trial Claim - slc;rt\t'l(;rrt)unal Employment
Settlement Trial Withdrawn
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1.21 Inrelation tothe 4 cases which were settled, the reasons for settlement were as follows:

Reasons for settlement?!

Personalinjury 1
Trespass togoods — damage to property 1
Motor (property damage and/or personal injury) 2

1.22  Feedback is provided on a case by case basis to ensure assistance is given in managing risks.
At the strategic level the Force takes its ‘risk’ around civil litigation very seriously and works
tirelesslyto ensure that ‘liability’ is reduced wherever possible and that the ‘lessons learnt’ from
finalised cases are integrated into operational and organisational planning and delivery. For
example, lessons learnt from motor claims are takento the Driver Standards Gold Group and any
claims arising from Custody are taken to the Force Custody Gold Group.

1.23  Evolve Legal Services currently have the below civil matters on-going:

Force Public Liability Employers Liability Motor? Total
Cleveland | 142 38 55 235
Other 257 26 73 356

This is in comparison with the last report in November 2021, where the on-going civil matters
stood at the below:

Force Public Liability Employers Liability Motor? Total
Cleveland 142 18 54 214
Other 203 14 68 285

Claims Analysis

1.24  We have undertaken claims analysis in respect of the most similar force groupings 3

Lt isimportantto note thatno findings were made by aJudge/Juryin these casesas they were settled before
any trial based upon legal advice on the prospects of a successful defence and commercialbases. Furthermore,
in some cases liability/compensation may have been split with the claimant or a partneragency.

2 Motor Claims are not dealt with by Legal Services within Durham Constabulary
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1.24.1 Upon making enquiries, it was identified that Cleveland Police are grouped with Greater
Manchester, Humberside, Merseyside, Northumbria and West Yorkshire due to having similar
demographic characteristics. The below table summarises the arrest volumes for notifiable
arrests, together with the arrest rate per 1000 population.

Force 13/14 14/15 15/16 16/17 17/18 18/19 19/20 20/21 | 21/22

Cleveland 17102 15607 14316 12016 10662 9703 10297 11864 11930

Greater Not Not Not

Manchester 49112 47795 39075 31275 26656 26321 provided |provided|provided

Humberside 19284 13084 10502 12292 11432 18958 23004 228220 21094

Merseyside | 29206 26912| 21567| 17899 | 16866| 19322 18207 Noy  Not
provided provided

Northumbria 38416 33494 27276 21658 19776 20831 20832 | 20922 18343

West . 43660 40762 39223 37760 36372 34684 33832 34842 35148

Yorkshire

Rate per

1000 pop 2013/14 | 2014/15 | 2015/16 | 2016/17 | 2017/18 | 2018/19 | 2019/20

Cleveland 30.69 28.01 25.69 21.56 19.13 17.41 18 20.8 20.9

Greater Not Not Not

18.31 17.82 14.57 11.66 9.94 9.81

Manchester provided [provided|provided

Humberside 21.01 14.26 11.44 13.4 12.46 20.66 25 24.4 25.5

Merseyside 21.15| 19.48| 15.61| 12.96 12.21| 13.99 13 Noy — Not
provided provided

Northumbria 27.04 23.57 19.2 15.24 13.92 14.66 14 14.23 12.47

w 14. 14.

est 19.61| 1831| 17.62| 16.96| 16.34| 1558 15 8¢ 99

Yorkshire

England & 1 11.5

Wales 18.2 16.8 15.7 13.6 12.4 12.3

3 Most Similar Groups (MSGs) are groups of police force areas that have been found to be the most similar to each other based on an
analysis of demographic, social and economic characteristics which relate to crime. With the exception of the City of London Police (for
which it was not possible to identify any most similar forces), each force area has its own group of up to seven force areas to which it is
‘most similar’. MSGs are designed to help make fair and meaningful comparisons between forces. Forces operate in very differ ent
environments and face different challenges. It can be more meaningful to compare a force with other forces which share similar social and
economic characteristics, than, for example, a neighbouring force. The development of the MSG approach involved stakeholders from the
Home  Office, Association of Chief Police Officers and HMIC, with advice from independent academics.
https://www. justiceinspectorates.gov.uk/hmicfrs/crime-and-policing-comparator/about-the-data

1.24.2 As per the above chart, the rates demonstrate that other than Humberside and West
Yorkshire, the arrest rateis far higher in Cleveland in comparisontothe other, large city forces,
and in comparison to the England and Wales rate. For example in 2020 / 2021 Cleveland's
arrest rate per 1000 population was 20.8 and the average across England & Wales was 11.5

Sums paid out on Finalised Cases

1.25 The Chart below summarises the payments made on claims finalised during the period.
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Sums Paid out on Finalised Cases  Employersiiability
£0.00
Public Liability
£10,345.59
Non Tribunal
Employment
Matters
£0.00
Motor Liability
£61,745.74
Trends by Financial Years
1.26  The table below summarises the fluctuations over recent years.
Financial Year Claims received Totalsumpaid on Percentage of cases
finalised cases? successfully
defended
01/04/09 —31/03/10 | 136 £386,797 38%
01/04/10 - 31/03/11 | 129 £635,125 47%
01/04/11 —31/03/12 | 134 £471,901 51%
01/04/12 —31/03/13 | 99 £558,123 65%
01/04/13 —31/03/14 | 122 £567,983 58%
01/04/14 —31/03/15 | 105 £562,551 61%
01/04/15 —31/03/16 | 115 £473,966 58%
01/04/16 —31/03/17 | 90 £468,690 61%
01/04/17 —31/03/18 | 92 £659,684 83%
01/04/18 —31/03/19 | 89 £309,686 76%
01/04/19 —31/03/20 | 71 £281,113 48%
01/04/20 —31/03/21 | 73 £211,179 86%
01/04/21 —31/03/22 | 84 £81,651 57%

Exception Reports
1.27  The Chief Constable has agreedto provide the Police and Crime Commissioner (PCC) with an

exception report following the settlement of a civil claim case which meets either of the following
criteria:

e The case has been defended by the Force but has been lost at trial

e The amount payable in finalising the case is above the insurance ‘excess’ for that claim.

2 Courthearingshave beendelayed so some successful cases cannot be finalised until costs element is
resolved.
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1.28 Inaddition, it was agreedthat the exception reports submitted tothe PCC would be appe nded
to the Civil Claims report presented to the Audit Committee for their information. There are no
Exception Reports for this period.

Implications
Finance
1.29 Inrelation toinsured risks, none of the claims finalised exceeded the ‘excess’.

1.30 Although the sums paid out for insured risks outweigh the sums recovered, savings (in terms
of potential damages) have been made in those cases successfully defended and savings (interms
of solicitor’s costs) have been made by dealing with claims in-house.

Diversity & Equal Opportunities
1.31 There are no diversity or equal opportunities implications arising from the content of this

report.

Human Rights Act
1.32  There are no Human Rights Act implications arising from the content of this report.

Sustainability
1.33  There are no sustainability implications arising from the content of this report.

Risk

133 There are reputational and financial risk implications arising from this report as clearly
enforcing the law, i.e. exercising statutory powers to arrest, search, detain and prosecute, has
inherit risks that should be mitigated against through effective training, review, risk management,
‘lessons learned’ activities and peer review/inspection.

1.34 The Force has detailed policy and procedures that govern and direct the activities of
individuals in areas ofrisk i.e. police use of motor vehicles, detention in custody, the police use of
force and our operational firearms response. In all these areas the regular review of litigation
cases and other high profile operations takes place within policy forums to improve professional
practice, led by respective chief officers.

1.35  Finally, our responsibility as an employer is also an area of litigation and cost where we seek
to minimise risk and discharge our duties as a lawful, res ponsible and diligent employer.

1.36 Highand sustained demand on the employment and civil litigation matters combined with the
impact of reduced court sessions and slower case progression will have a likely impact on the next
reporting period. This is likely to result in an increase in the use of external legal providers with
associated expenditure. Evolve Legal Services has in place some mitigations in respect of
minimising the impact of this. The Finance Business Partner has been advised of likely increases
and we also have governance arrangements in place whereby monthly budget meetings are held
between the Force Solicitor, Practice Manager and Finance Business Partner to provide updates
in relationto any increases in expenditure. Legal Services also provide a non-insured reserves list
to Finance.
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Conclusions
1.37  Whilst Legal Services have no control over the number of claims received, feedback is

provided on a case by case basis to ensure assistance is given to Service Units in managing risks.
At the strategic level the Force takes its ‘risk’ around civil litigation very seriously and works
tirelessly to ensure that ‘liability’ is reduced wherever possible and that the ‘lesson learnt’ from
finalised cases are integrated into operational and organisational planning and delivery.

Originator ofreport
Hannah Langham
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Annual Ethics Report

Report from:

To: Chair and Members of the Audit Committee
Date: November 2021 — November 2022
Status: For information

Executive & Presenting officer: Sergeant Neal Gillson

1 Purpose

1.1  This report is to update members of the ethics work of Cleveland Police and
to provide a strategic overview of the structures and functions comprising
ethics within the organisation. This report naturally overlaps with the
Directorate of Standards (DSE) report and some items may be referred to in
both reports as a result.

1.2 The report covers the period 31 October 2021 to 1 November 2022, this being
the only report since October 2021.

2 Background and information

2.1  As has been documented in previous reports, the HMICFRS police
effectiveness, efficiency and legitimacy (PEEL) assessments of Cleveland
Police in 2018 / 2019 have resulted in the force being graded as inadequate
in each of the three pillars.

2.2  Cleveland Police have also been placed within the national oversight process,
‘special measures'.

2.3 The HMICFRS Inspection of Cleveland Police custody facilities was provided
in August 2021 and reported on changes made since a previous inspection in
2014. The inspection found of the 29 recommendations made previously, 14
had been achieved, 6 partially achieved, 8 not achieved, and 1 no longer
relevant. Three recommendations were made and 15 areas forimprovement
highlighted.





2.4

2.5

2.6

2.6

3.1

The HMICFRS informal feedback in May 2022 was positive. Direct quotes
being

“The inspectors being really impressed with the ethics element of the
inspection and how the code of ethics is woven through the organisation. Itis
not just token gesture on the intranet, it is referenced in every meeting.”

‘it was felt that Ethics advocates are a great idea — there is good
representation across the force and this includes police staff and special
constables.”

“Ethics is embedded in training - it features in new starter training both staff
and officers. It is considered and woven into the new training packages which
are developed.”

Other HMICFRS reports will be detailed in the DSE report.

The overall Standards and Ethics portfolio is focussed upon delivering and
implementing current and historic HMICFRS recommendations to increase
the legitimacy of how Cleveland police keeps people safe and reduces crime.

As reported previously, there has been extensive work involved in addressing
this. This paper will update on the continuation of that work, plus the new
actions and workstreams.

Ethics portfolio

There are well established functions within the ethics arena which will be
briefly introduced. The various functions support one another and are well
connected as will be highlighted which enhances the collective value
provided.

Ethics and Standards Board

3.2

3.3

3.4

The Ethics and Standards Board is an internal function and provides strategic
oversight and the monitoring and scrutiny of the standards of ethical and
professional behaviour, including the prevention and investigation of
complaints and misconduct matters continues. This committee is part of the
force governance structure.

The Ethics and Standards Board has a formal strategy with an overarching
aim of embedding the Code of Ethics and achieving the highest standards of
professional behaviour.

The Ethics and Standards Board meets bi-monthly and is chaired by DCC
Arundale QPM. Attendees include external lay members (including the Chair
of the external ethics committee), OPCC and staff representatives, subject
matter experts from Learning and Development (L&D), Human Resources





3.5

3.6

3.7

(HR) professionals, staff from Legal Services and the Directorate of Standards
and Ethics (DSE).

In this reporting period, the Ethics and Standards Board has considered the
following ethical dilemmas (further details in appendix 1):
e Compelling officers to support prosecution
Found money whilst on duty
Reporting offending within relationships
Classifying units as arrived for missing from home enquiries
Who do we do business with
Harm reduction initiative
Young person drug diversion scheme
Onlyfans and similar platforms
Use of personal mobile ‘phones whilst at work
Dress and appearance policy
e Free bus and train travel

This totals 11 dilemma items discussed by the Board, this compares with 12
dilemmas discussed also in 2020 to 2021 period, and 5 in the 2019 to 2020
period.

The Ethics and Standards Board has also contributed or developed a number
of items, including:

e Social Media policy
Lessons learned policy and process
Service improvement
AFIs and continuous assessment of ethics under the HMIC
Guidance on safeguarding of persons suspected of emotive offences

Independent Ethics Committee

3.8

3.9

3.10

3.11

Externally, the Independent Ethics Committee has made significant
contributions to ethical considerations and is chaired independently by Mr
Dave Smith. The Committee is supported by the OPCC and EDI team.

The Independent Ethics Committee meets bi-monthly, with the potential to
hold extraordinary meetings as necessary.

Full meeting minutes are published on the OPCC’s website, alongside lay
member details.

The committee has considered and provided recommendations on the
following ethical dilemmas:

e Compelling officers to support prosecution

¢ Recording of hate incidents

e Suspension of officers / staff under investigation
e Found money whilst on duty

e Reporting offending within relationships



https://www.cleveland.pcc.police.uk/working-for-you/police/ethics-committee/



3.12

3.13

3.14

3.15

3.16

3.17

Classifying units as arrived for missing from home enquiries
Dealing with off-road bike related funerals

Who do we do business with

Time afforded to PCDA

Harm reduction initiative

Young person drug diversion scheme

Onlyfans and similar platforms

This totals 12 dilemmas discussed in this period, compared with 14 in the
2020 to 2021 period, and 12 dilemmas in the 2019 to 2020 period.

The Independent Ethics Committee held one additional meeting in this period.
This was prompted internally by members and discussed the changing
political landscape in terms of the ‘Back to basics’ approach put forward by
the Home Office.

The committee has also assisted in the following operational developments,
policies and procedures:

e Social Media policy

o Gifts, gratuities and hospitality policy

e Procurement and contract management

e Ethics and Standards Strategy

e Appropriate relationships policy

e Professional witness initiative

e Missing from home protocols in control room

Feedback is provided each meeting to the Committee by the Operational
Ethics Lead, documenting what has been done with the views, thoughts and
guidance of the committee. An example can be found in appendix 2.

Recruitment and membership has been prioritised by the Committee which is
managed by Chair, Vice Chair and members, supported by the OPCC and
EDI team. There have been 10 members in the Committee throughout the
reporting period. However, this has been impacted by 3 members leaving for
differing reasons, and 3 new members.

Diversity in terms of age within the group remains an issue with a lack of
younger members. To redress this, the Committee supports the Youth
Commission.

Youth Ethics Commission






3.17

3.18

3.19

The Youth Ethics Committee is a group ran by the OPCC in partnership with a
company called Leaders Unlocked. In the early stages of the reporting period
the Committee met once and discussed two ethical dilemmas, namely:

e Should Police Officers be permitted to protest

e How should police respond to hate incidents.

Soon after that meeting the tender with the Leaders Unlocked expired and
since then the OPCC have finalised an agreement to utilise another facilitator
based in the Teesside area called The Junction. The OPCC are working with
this provider to develop a pool of young people who will be members of this
committee and the Independent Ethics Committee have agreed to support this
by having a member present at the Youth Commission meetings.

Along with the OPCC, the Operational Ethics Lead will work with this group,
providing information on what ethical dilemmas are and how they can
influence what police do.

Ethics Advocates

3.20

3.21

3.21

3.22

The Ethics Advocates and the development of the group were highlighted in
the previous report. Briefly, the Ethics Advocates are staff and officers of
various ranks and roles who have an interest in ethics and have received
training and inputs. This includes an ethics CPD event in March 2022, an
input from the Operational Ethics Lead on the basics of ethics in policing, and
a welcome booklet with more information on ethics within Cleveland Police.

The Ethics Advocates will be a point of contact for colleagues to approach
regards any concerns or advice, and also will be a function for centralised
messages to be cascaded. The Ethics Advocates are a visible and publicised
group, with awareness assisted by badges, information on the internal
intranet, email signatures, and posters.

The group continue to mature and grow, with membership growing from 11
members to 59 over the reporting period. The members have gone form
representing 8 different teams and departments to 30 over the reporting
period. The role is voluntary and requires support from supervision to ensure
appropriate candidates are involved.

The group have discussed the following dilemmas:
e Compelling officers to support prosecution
e Found money whilst on duty
e Reporting offending within relationships
Classifying units as arrived for missing from home enquiries
Personalised number plates for officers and staff
Dealing with off-road bike related funerals
Onlyfans and similar platforms
Can support become unethical
Use of licensed premises whilst training





3.22

3.23

e Claiming of on-call payments
e Use of personal ‘phones whilst at work

This is a total of 11 dilemmas discussed, comparing with a total of 5
discussed in the 2020 to 2021 period, and 8 in 2019 to 2020.

The group have discussed the following matters:
e Grievance policy
e Upstander

Regional ethics

3.24

3.26

3.25

4

Cleveland Police is an active member of the Norther Regions Ethics
Committee (NREC) which meets every three months and discussed ethical
dilemmas and similar issues. The NREC is attended by numerous forces with
representatives from the various Professional Standards and Anti-Corruption
nits.

Cleveland Paolice has raised ethical dilemmas which have been approved for
discussion at two of the meetings in the reporting period, namely:

¢ Right to protest

e Reporting criminality and / or misconduct in relationships

The NREC have been advised on the ethics programme employed by
Cleveland Police and has the activities have been complimented upon by
other forces for the proactive and forward-thinking work. Papers which
introduced the Ethics Advocates have been shared and with other forces
looking to replicate a similar programme. Durham Police have also looked to
Cleveland Palice to learn from the Ethics and Standards Board and Ethics
Advocates initiatives with a view to adopt similar.

Initiatives and activities

Ethical dilemmas

4.1

4.2

As highlighted above, there have been numerous ethical dilemmas discussed
within the organisation and is in keeping with the view that discussing ethical
dilemmas allows the best decisions to be made with sound under-pinning.
Such discussion also encourage people to examine the ethical practice in
their day-to-day roles with a view to embed ethics into every aspect of
business.

The premise that an ethical dilemma discussion can provide a thorough,
measured assessment of a situation will also prevent a similar decision being
made in an operational environment in the middle of an incident with
additional pressures present. This is appreciated and impressed upon people.





4.3

The awareness of ethical dilemmas in the organisation is assisted by
corporate communications and messaging, the work of the above committees
and boards, the Ethics Advocates, an internal intranet page housing the
dilemmas, and awareness in other presentations (see below).

Forcewide sharing of an ethical dilemma

4.4

4.5

4.6

4.7

The Ethics and Standards Board endorsed a proposal that as many members
of the organisation as possible participate in discussing an ethical dilemma
with their colleagues. The Operational Ethics Lead prepared an ethical
dilemma and introductory paper that was shared with all Chief Inspectors and
staff equivalents with a view they pass to their reports the dilemma to discuss
with their respective teams.

The purpose of this was to raise awareness of ethical dilemmas, as well as
provide forcewide insight into the dilemma. The ethical dilemma selected was
can support become unethical and discussed the levels of support people
will have in their career development, promotion processes etc. It can be a
source of frustration in any organisation where persons feel where they work
can have an influence on their success in promotion processes in terms of
exposure, time afforded for personal development at work, and support
provided by the respective leaders in the command.

The response levels were as anticipated with not all departments participating
due to operational demand. The initiative will continue with a new ethical
dilemma shared approximately every quarter and refinement of the material
sent to make the topic more accessible.

The results and subsequent actions are still being collated but indicate there
iIs some disparity in things such as how much support is provided in different
teams. Efforts to address the imbalance will be taken in due course and will
include working with the Organisational Development team to make relevant
support available to all.

Continual Professional Development event

4.8

4.9

On 1st March 2022 Cleveland Police held an Ethics Continual Professional
Development (CPD) event on Teams. This had internal speaker DCI John
Bonner and guest speakers:

e Lt Col Tony de Reya MBE the Royal Marines

e Prof Allyson MacVean from Bath Spa University

e Doctor Superintendent Carl Williams from Gwent Police.

The event covered various aspects of ethics and policing and was extremely
well attended with 73 people on the event live and many more viewing the
recordings thereafter. The audience comprised Ethics Advocates, IEC
members, Ethics and Standards Board members, and others from across the
organisation.

Staff development — Masterclass






4.10 Cleveland Police invested in a Masterclass programme with the assistance of
external training facilitator Aspire. The programme was open to all officers and
staff, in particular those already in or looking for leadership roles and included
an Ethical Leadership and Corruption Prevention class. The classes were all
online via Teams.

4.11 This was presented by the Operational Ethics Lead and was one of the best
attended classes and received excellent feedback. Again, this initiative
increased knowledge of various aspects of ethics and is in line with the aim of
embedding ethics into all day to day activities.

Staff development — newly promoted course

4.12 As an investment in officers being promoted to Sergeant and Inspector, all
successful candidates attend a newly-promoted leadership course. This
included an input from the Operational Ethics Lead and included various
ethical messages relevant to the leadership role.

4.13 The material used was different to that of the Masterclass so as to not repeat
messages and many of the attendees of the Masterclass had been on the
newly-promoted course.

Online material

4.14 The internal Ethics page continues to be developed with various material
available for all to view. Aspects of the newly-promoted course and
Masterclass inputs are broken down into segments on the Ethics Bitesize
page and have been well received.

4.15 Other material is there, including a segment on Inspirational Stories where a
real-life situation, often external to policing is introduced. The story is
referenced to the Code of Ethics in terms of values displayed and relevance
to policing is then drawn. An example can be found in appendix 3.

Upstander

4.16 CCU Prevent officer Ellen Payne created an impactive presentation titled
Upstander not Bystander and highlighted how a person can help create a
positive culture by challenging improper behaviours and attitudes. The
presentation empowered the audience to recognise the impact of poor
behaviours, how they effect people, and how a person can act.

4.17 Upstander mostly addresses behaviours such as misogyny, sexual
harassment and abuse of position for sexual purpose issues can be
universally applied to any culture or behavioural problem.

4.187The presentation was delivered to departments including:
e Custody teams





e Specialist Operations (traffic, armed response and dog handlers

section)
e OPCC
e CID

4.18 Each audience has been receptive and feels their future working environment
will benefit as per feedback.

5 Implications

Finance
5.1  There are no financial implications arising from this report.

Diversity and Equal Opportunities

5.2 Whilst there are no diversity or equal opportunity implications arising from the
content of this report, it should be noted that some topics considered are intrinsic
to the Equality, Diversity and Inclusion agenda.

Human Rights Act

5.3  There are no Human Rights Act implications arising from the content of this
report, it should be noted however that topics considered can often appear to
have Human Rights implications, which are always considered

Sustainability

5.4 There are no sustainability implications arising from this report.

Risk

5.5 There are no risk implications arising from this report.

6 Conclusion

6.1 Cleveland Police, the OPCC and partners continue to develop both internal
and external ethical structures to provide strategic oversight, monitoring and
scrutiny of the standards of ethical and professional behaviour.





Appendix 1 — details of ethical dilemmas

Topic

Board members / Internal Ethics
Committee

Summary and Organisational learning

The recording of hate incidents and crimes and
potential consequencesregards future vetting.

Independent Ethics Committee

IEC — there were strong feelings within the group,
clarified what is a hate crime v incident, what does
recording actually mean and what are the vetting
implications. Fears it would be too easy to have
recorded against someone and harmful to them later.
Discussed at numerous IECs with a document from
Operational Ethics Lead with info on what recording
actually infers, and what vetting would occur.

Result — ultimately, the committee are satisfied that
Cleveland Police is acting appropriately, even if
National direction is not to liking of one member.

Can officers who are involved in DA be compelled to
support prosecution?

Ethics Advocates.
Independent Ethics Committee.
Ethics and Standards Board

EAs — respondents felt against victims being compelled.
They felt they should be treat as a victim first and officer
second, and should not be compelled.

IEC — agree that it is not appropriate to do so, they are
a victim. The committee do recognise the potential
consequences in that perpetrators may go
unprosecuted if alternative actions are not taken and
subsequently offend again, be that with the same or a
different victim.

E&S - the board did appreciate the aspect that they are
a victim first. The members did also see the need to
tackle offenders but feel onus should not be placed on
the victim to do this, it is for the organisation to seek
alternative options (civil action, DVPN, unsupported
prosecution etc).

Result — the thoughts and views have been recorded
and shared with appropriate supervision within DSE






who are best placed to be dealing with these
circumstances.

Should officers / staff underinvestigation be
suspended or continue at work?

Independent Ethics Committee

IEC —the committee explored this matter from the
perspective of whether the allegation was a false /
malicious report and the consequences of that on the
organisation and individuals. The committee also
considered different levels of offences, who the victim
was, did they work together etc.

Also noted was the point that if a perpetrator was
suspended, would they home with the victim more?
Information on alternatives, DVPNSs, bail conditions was
given to inform that.

Overall, the committee gave a balanced perspective,
recognising the political and public interest matters in
how having perpetrators at work would be viewed.
Balanced that was the ability for some officers under
investigation to still perform a suitable role to ensure the
force could maximise value for the public purse.

The committee was reassured by the safeguarding that
is putin place in these cases and the level of thought
that goes into such a decision.

Result — DSE and the Appropriate Authorities were
advised of the thoughts of the committee.

Officer finds money off duty and follows process to
keep it.

Independent Ethics Committee
Ethics and Standards Board
Ethics Advocates

Advocates — they felt strongly that the money should
not have been kept and should have gone to charity in
these circumstances.

E&S - generally feel should not have retained money.
There was a query as to difference if the officer / staff
were on or off duty, discussion lead to afeeling that the
Code of Ethics applies at all times.






The consensus was that it was not appropriate for the
money to have been retained and policy should be
altered to that effect.

IEC — the committee had mixed feeling, initially there
was a 50/50 split as to whether the money should have
been retained or not. When other points such as would
the officer have been in thew place to find if not at work,
the code applying 24/7 and the opportunity for
corruption was brought up, more moved to saying
money shouldn’t be retained.

Result — feedback was given to the individual in person
via their supervision. Policy revised to the effect that
officers and staff have no rights to claim found money
(or other property) whether on or off duty.

Should staff / officersin arelationship with a fellow
officer staff who is victim / perp of criminality /
misconduct, and they don’t report, should we
discipline?

Regional

Previously discussed at —
Independent Ethics Committee &
Ethics and Standards Board

Regional - Severity and the particular circumstances will
determine what is appropriate. The organisation should
serve papers on officers / staff to protectall involved.
The committee had mixed thoughts. Some saw the
matter as black and white, there was a failure to report
which should be treat as misconduct. Others saw it may
not be as straightforward, plus what about the
experience of the person, did they make that decision
while still reeling from the incident and not making clear
decisions?

The consensus was that there could not be a definitive
answer and each case must be measured on its own
merit, there would be occasions when misconduct
procedures would be appropriate, and occasions where
they would not.

Result — DSE were advised of the thoughts and were
presentin the meeting.

Fed have been made aware also as a stakeholder and
feel that the fact finding stage could be used to
determine the severity so that the decision to serve






papers or not could be informed to avoid unnecessary
serving of papers where possible.

Should officers have number plates that have 999
and then a 3 letter combo that is very much Police
style, ie SGT, COP, SIO, etc

Ethics Advocates

EA -

The feeling was that it would be too prescriptive for the
organisation to direct that such VRMSs should not be
used. However, it was generally felt that for purposes of
safety, a recommendation to avoid such VRMs would
be appropriate.

Whether this could harm public perception and harm
public relations was discussed. It was agreed that any
person can obtain a 999 plate and act inappropriately in
sight if the public which would harm relations, but this
would be out of the reach of the organisation to
influence.

The over-riding concernwould be officer safety,
particularly in light of terrorism threats and the tactic of
targeting lone officers.

Result — advice to all via message-to-all.

When should units be classed as arrived for MFH
enquiries?

Independent Ethics Committee
Ethics and Standards Board
Ethics Advocates

Research showed force all have a different approach,
some will only show as arrived when physically at
address, others will apply this when a unit is aware and
dealing in whatever form.

IEC - The IEC discussed the matter, recognising the
importance of the response from Cleveland police to
reports of missing persons, and the complexities
involved. As regards to the direct question, the overall
view was that the correct grading of a missing person

enquiry was key, and that this is the point where the






force is most accurately described as having
commenced the enquiry.

As such, the IEC felt that it was appropriate to deem an
officer as dealing as soon as they are engaged in
enquiries, regardless of where they are, and arrived
when an appropriate risk assessment has been
complete, be that in person at an address, or over the
telephone.

E&S — liked that we only class units as arrived when
they have arrived. Don’t want to do so otherwise.
Enjoyed the dilemma though. Will take this to Regional /
National and then seek who is the National NPCC Lead
and seek what they suggest.

EA -

This was discussed and the full complexity of the matter
unpacked.

How and why this is recorded was explored, including
performance measures that would be scrutinised.

The use of restricted officers completing risk
assessments from no more than the information on
webstorm adds no value and should not be marked as
arrived.

However, should an officer / staff in a station make
contact with a reporting person viathe telephone and
be able to complete a thorough and robust risk
assessment, that would be valuable and would assist in
the intention of finding missing persons, and correct
prioritisation through accurate risk assessments.






In a modern world, relying on staff physically arriving at
an address before we make an accurate assessment is
not the best use of technology and resources.
Conversely, it was recognised that the search of home /
relevant addresses was key and on occasions, should
be the starting point. The fact many small children
reported missing are found in the home address shows
the value of this.

Missing persons enquiries are high in volume but can
hold enormous risks, effectively managing them from
the start allows Cleveland to be able to identify where
time, resources and attention should be spent to best
manage the demand missing persons create.

Whether this is entirely in line with recording measures
is another matter, if we work to achieve good statistics
but not to find missing people, we are not being
effective.

Result -
Force Control Room are satisfied with our current direction
and agree that movement away from this will not be sought.

Off road bikes and quad bikes and the issue they
cause when a procession of illegal riding takes
places at relevant funerals

Independent Ethics Committee

Ethics Advocates

The committee felt that there should be action taken,
however, it was recognised that doing so at a funeral
may be inappropriate.

The suggestion was made for pre-funeral engagement
to take place to discourage this and for families to
spread this message if willing.

It was explored as to whether inaction and the
opportunity to not seize bikes risk them being used later
and harm being caused?

The committee feel the Police also have the ability to
gather evidence at the time and deal later.

Overall, pre-engagement and dealing at a later date
were agreed as appropriate actions.






Result — INT C/Inspectors for North and South were
liaised with and agree, they recommended actions are
in line with their approach.

Right to protest.
Should police officers be entitled to attend planned
protests when off duty?

Regional Ethics Committee.
Youth Committee

This matter has been examined
previously in the Independent
Ethics Committee & Ethics and
Standards Board.

Regional - The committee had mixed feelings. They
explored the balance of right to life, safety of officers, as
well as the possibility of Standards of Professional
Behaviours being breached.

Protests in general were explored too, are they likely to
be volatile in nature? Would this extend to attending
football matches where racist abuse can be prevalent?
Views as to what an officer should do if the protest
turned violent differed — should they intervene, should
they withdraw, should they withdraw but record? There
was no consensus regards this aspect.

Most felt that the officers have rights but the nature of
the protest would be a determining factor.

Overall, the Chair felt there was no consensus but that
officers should not attend to ensure suitable
independence.

Result — views recorded and shared appropriately.

Who do we do business with?

Discussions as to what Cleveland Police should do
in the eventuality that a partner / supplier was found
to be unethical

Independent Ethics Committee
Ethics and Standards Board

E&S - the board felt that ideally the organisation would
be able to either work with the partner to rectify this, or
if necessary cease relationships.

However, the practical implications of this were
recognised and it was felt that the circumstances would
need to be assessed — how critical was the product/
service supplied? Is there an alternative? How unethica
is the issue? Etc

The consensus was that ideally, the organisation would
not work with unethical parties but managing such a
situation and maintaining other functions would not be
SO easy.






IEC — The committee had similar feelings. An initial
point was made that Cleveland Police were either
ethical and would not work with unethical partners, or
they were not.

This stance was then countered with how this would be
implemented and the risk of not fulfilling other aspects
of policing.

The balance of achieving best value for money and
possibly paying an increased amount for amore ethical
product/ partner was discussed.

Ensuring good procurement and contract management
was identified as being relevant/

Assessing each case on its own merit with a view to not
dealing with unethical companies as far as possible
was the overall outcome.

*»*Update** as of Sep 22, the Audit & Governance
Committee have also reviewed this and are satisfied
that the initial procurement process is suitable, robust
and has ethics built-in. The ongoing contract
management is not as mature and resourced but is
improving.

Claire Wrightson (Head of Procurement) spoke with the
IEC 29/9/22 and explained the various processes. The
contract management sits with contract owner and
Procurement team are less involved in that,
concentrating on initial procurement but do assist.

The levels of risk are in line with the industry standard
but improvements are occurring and the organisation is
improving in how it manages this.

Result — links have been established with Procurement,
the IEC, and other committees. Achieving ethical
procurement and contract management is an ongoing






process and part of business-as-usual, with enhanced
focus on this.

How much time should be affordedto PCDA

Independent Ethics Committee

The committee felt universally that if an increase in the
time afforded to staff would be beneficial to student
officers, then an increase should occur. They saw any
time invested in the PCDA programme would be an
investment in the future, would lead to better officers,
and would avoid the greater cost of officers failing the
programme and leaving the organisation with all
investment lost.

A member works for Northumbria University and works
with Northumbria Police’s students and is well vested in
this matter and was able to expand on the implications
of the programme.

Result — discussions continue with L&D and these
thoughts will be used if an assessment is made in the
future.

Help with forms

Forcewide
Ethics Advocates

EA -
This was discussed at length with lots of opinions on
the matter. There were points made from various
angles, feeling there was a danger of unfairness, and
conversely that support was not unfair.
The main points were —

- There are differences in what is available to all.

Some areas of business have time and
development at work, others do not.

- There are potentially false perceptions that
some teams have a great deal of time provided
whilst ‘on duty’ but this may be inaccurate.
However, being able to have structured time






with colleagues during meal breaks, after work
etc are not viable in some areas where meal
breaks are worked and teams will not be
available together at the same time due to
operational demands.

This is in line with the mentoring scheme which
recognises the value in the sharing of
knowledge and expertise. Therefore would any
such coaching be in this manner and to be
embraced and encouraged?

Direction from C/Insp level is key. Commands
that have a proactive person(s) in that rank can
assist their command in having direction in their
attention, plus support in things such as mock
boards is vital.

It was noted that often the senior officers (C/insp
type ranks) are open to speak to persons
outside of their command and it should not be,
for example, that a CID C/Insp will put on
support but only for theircommand. However, it
is more natural that persons in their command
will more likely go and those outside less likely —
if all commands were doing so that would be
removed as an issue.

The trends for certain departments to do well in
comparison to others in promotion rounds
suggests that the amount and quality of support
provided, be that in advice, time provided, mock
boards etc, is influential.






The need to develop staff is arguably part of the
role of supervisors so not doing this is wrong,
rather than unfair that others do.

Support should ensure a candidate improves in
their role and therefore is more suited to
promotion, rather than teaching a person how to
pass a process without improving them.

Who a person is able to approach for supportis
influential, as is the quality of support they can
offer. Some persons are noted as being very
knowledgeable about promotion processes and
able to assist people to develop to the required
standards. They also tend to be approachable to
all and are willing to assist people, even if they
are not known to the supervisor.

People will need to take the initiative and seek
help and support.

For lateral moves as opposed to promotion, it is
key to see the prospective team and supervisors
and is encouraged. Familiarisation days and
workshops are purposefully put on to encourage
this as it benefits the candidate (better insight
into the role) and hirer (better prepared
candidates and familiarity).

Support can be unethical, such as an input on
someone’s application form so the work is not
recognisable as theirs anymore, or insight into
the process which others do not get. However,
this is an integrity matter and should not be
happening.






It was noted that people felt the promotion
process particularly had integrity. A person who
would be very well placed to be promoted had
not performed as well as they could on a board
and as a result was not successful. Although a
guestion as to whether an interview was the
most appropriate method could be raised, the
fact the panel did not award points for things not
said or previous reputation was reassuring to its
integrity.

The organisation could provide the following —

A package that informs candidates of what the
process will test and how to achieve that level
(there are inputs to do this already)

Information to supervisors with direction on how
to support their command.

Direction on when a person is going to be
involved in a process so that they can remove
themselves from giving support to maintain the
integrity of the process, as well as an alternative
person(s) to approach.

Set workshops fromrelevant leaders, opento
all.

Overall, having consistent opportunity, open-to-all is
important. By nature of work, some departments will be
better placed to afford support, but nothing prevents a
candidate approaching persons and being involved in
workshops or in receipt of supportform outside of their
command.






The organisation and individual leaders can play a part
in ensuring support is both appropriate, and also open
to as much of the organisation as possible.

The key would be standardisation of what support
candidates receive.

Result — ongoing to finalise.

Should student officers at University use alicensed
premises for meal storage, preparation and
consumption

Ethics Advocates

An absence of facilities for officers at Teesside
University has left the force in the situation where
student officers will be able to claim for their meals as
an expense when at University.

A solution was the use of the Student Union facilities
which is also a licensed premises.

EA -

The use of the Student Union was discussed, including
what this would look like in reality.

The agreements between Teesside University and
Cleveland Police were in early stages and there would
be a view to adapt any contracts to accommodate this
in the future.

The conversation covered the legal requirements to
provide this, and how regulations and entitlements were
regarded. It could be argued that what is entitled could
and should be claimed. Others thought that blanket
claiming of anything and everything by officers would
not be moral and there was a point where things were
unreasonable to claim.

Summary, the Advocates felt this use was fine in the
circumstances until a long termfix could be established,
so long as a clear conditions of use were provided and
adhered to.

Result — fed back to training staff who were able to provide
guidance until alternative arrangements were sought.






On call when not aware.

Should a person who was on call but not aware (and was
not contacted) be able to claim the basic on call payment
if they found out at a later date?

Advocates

The EAs strongly thought this was not acceptable and gave
reasoning that the purpose of the on call payment was to
recompense the impact being on call has on an individual.
A person who was on call but not contacted would not have
suffered the same impact.

Result — should such a matter arise, this would be the
guidance.

Harm Reduction initiative.

Custody would work with Drug Action Team to
ensure that when drug users are released from
custody, they are provided with clean needles. The
initiative would also allow for the provision of
Naloxone where appropriate.

Aug 2022

Ethics and Standards Board.
Independent Ethics Committee

E&S - the benefits to this initiative were seen
immediately and a realistic approach to a real problem.
The use of an external professional medical service
provider to provide was reassuring also.

The concern that this may be seen as condoning drug
use was also recognised. However, the evidence
confirms this is the most effective way of reducing harm
from dangerous drug use and practices and refusal to
provide the items would not prevent people continuing
their drug use in less safe means.

The Board supported the initiative.

IEC — the committee also recognised the value in the
project, recognising the same risks and public
perception issues, but also agreed it was the correct
and ethical approach to take.

Result — the scheme would be taken elsewhere for final
sign-off with expectation it would commence soon.

Young person drug diversion scheme.

The scheme would allow under 18, first time
offenders found with an amount of drugs to avoid
prosecution and comply with an educatory,
diversionary scheme instead with a view to prevent
re-offending.

There would be strict criteriafor this and require the
youth (and parents / guardians) to engage and would
not replace any safeguarding activities.

Aug 2022

Ethics and Standards Board.
Independent Ethics Committee

E&S — the board explored some of the finer points and
were satisfied the proposal would be an effective
means of dealing with youths and the issues presented
by drugs.

Consideration explored included CCE and county lines
and the scheme has addressed those in the
development phase.

The board support the scheme.

IEC — the benefits of this were discussed and concerns
over the implementation of the scheme were
addressed. The committee felt reassured that the






scheme was beneficial. The committee expressed their
desire for the scheme to be designed so that it would
tailor the time afforded to the individual as according to
their needs, and not be cut short due to the level of
users overwhelming the resources.

Result — the scheme would be taken elsewhere for final
sign-off with expectation it would commence soon.

Onlyfans

A discussion over the compatibility of acareer in
policing, and a career using Onlyfans or similar
platforms. That would also include whether an
applicant previously using the Onlyfans or similar
platform which has ceased could successfully apply
to the police.

For information, Onlyfans is an online platform where
a person can upload material, generally images and
video, which others pay to subscribe to. The material
tends to be pornographic in nature, although other
genres such as fitness, music etc are there.
However, the over-riding nature of the site is adult
themes.

Uploaders can control user names, personal details,
whether their face is shown etc so could anonymise
the account to a degree.

The industry can be lucrative and would constitute a
business interest.

Aug 2022

Ethics and Standards Board.
Independent Ethics Committee

E&S Board — the initial reaction was that the answer
was clear, this is not compatible with being in the police.
For individuals, there were potential issues regards
exploitation, safeguarding, as well as susceptibility to
bribery and blackmail. Organisationally, there were
potential issues in bringing the force into disrepute and
reputational damage.

It was recognised that forces needto recognise the
rights of the individual and be mindful of being moral
police. The views of the IEC and if possible Youth
Commission would be valuable in this.

Overall, the Board saw lots of dangers in this field and
have lots of concerns. As aBusiness Interest, this
would be reviewed and considered fully.

Ideally a default position would be achieved, however, a
case-by-case review may be more appropriate.

IEC —the committee felt strongly that this is not
compatible with a career in policing. Similar concerns
were raised in terms of safeguarding, exploitation, risk
of corruption and organisational damage.

It was raised whether condoning this would undermine
other initiatives and priorities such as VAWG. Would an
officer investigating exploitation / safeguarding / sexual
offending be appropriate if they worked in that industry,
or even failed to see the issue with it? Would a person






seeing this as appropriate have to query their own
values?

Also considered were the rights of individuals and this
was respected, however this felt like this was not a
reasonable reason to permit the activity.

This will be re-introduced at further IEC meetings for
further discussion.

Result—

Ongoing.

With generational and cost of living factors, this is areal
concern for all organisations and there are National
discussions covering this already so a consistent
approach by all forcesis to be achieved.

Use of personal phones whilst at work.

A discussion as to whether officers / staff should be
permitted to use personal mobile telephones whilst
at work.

Ethics and Standards Board.

E&S - the board explored various aspects. The use of
personal mobile telephones whilst at work did raise
opportunity for misconduct, as per National examples of
taking photographs of deceased persons/ crime
scenes etc.

Legally, an employer can enforce this and no policy
currently covers this.

The resultant impact on morale was considered and it
was recognised that having access to a personal
mobile is part of modern life, particularly with ayounger
work force.

Public perception was also considered, an officerin a
public setting scrolling through social media would not
be good, and modern technology could be mistaken for
personal devices.

It was widely felt that people are trusted to police, and
therefore should be trusted to have a mobile telephone
which they will use appropriately and professionally, not
allowing it to distract them from their primary duties.






Ethics Advocates — this split opinion. Some saw the
matter as a non-issue — managing the usage of
personal mobile telephones whilst at work was a matter
of personal professionalism and local supervision to
monitor. The same persons felt that officers/ staff will
use their ‘phone for some tasks such as ordering afood
shop to collect on the way home, or sending a brief
personal message, and if done in the right
circumstances and not detracting fromwork, there
would be no issue.

Others highlighted awellbeing aspect. People have
applications that assist them in their day to day lives
and removing that option would be harmful.

Others with different views feltthat they have a work
issued mobile which their family know and whilst at
work, not accessing their personal mobile was
reasonable. They also say misuse by colleagues, not to
a disciplinary level, but to distracting the colleague who
was scrolling social media whilst not on a break.

A counter argument was that people need to be
contactable by family, schools, dependents etc and
would be able to manage this professionally.
Additionally, some roles do not have work issue devices
SO

Result — a direction preventing the use of personal
mobile telephones whilst at work would not be the most
appropriate approach. Ensuring that officers and staff
use of personal mobiles is professional and in keeping
with the Code of Ethics is appropriate and should be a
function of both the professionalism of individuals, as
well as function of line managers.






Dress and Appearance Policy

A discussion took place as to whether the Dress
Code Policy was inherently discriminatory towards
females.

The policy was recently passed but in
implementation there has been concerns that the
policy disproportionately impact females. This
includes the restriction on make-up, hair colour, and
fingernail polish, whilst visible tattoos which can be
equally colourful are permitted.

Ethics and Standards Board.

E&S - the matter was introduced and the
implementation at training school was described. On
that occasion female student officers were directed to
remove fingernail polish and tone-down make-up, whilst
very colourful and noticeable tattoos were permitted.
The argument raised was that the restrictions are
predominantly going to impact females, whilst tattoos
which impact both male and females, are not restricted
to the same extent.

It was agreed that the policy should be reviewed and it
may be necessary for anew EIA to be submitted.

Result — a working group of Neal Gillson, Jenni Salkeld,
Eifion Swinnerton-Gismondi and DCC lan Arundale
QPM would progress this.

Should free train and bus travel be accepted?
Various rail and bus providers offer free / discounted
travel to police officers and staff. What is offered can
be varied across the different providers, for example
some providers say this is only for officers and not
staff, some say it is only for on duty travel (including
to and from work), whilst others allow off-duty travel.

Ethics and Standards Board

E&S — this created a variety of opinions.

The most local provider of rail travel offered free travel
to officers only and not PCSOs or staff. Thiswas
immediately divisive and the potential for bad feeling
was identified.

It was also recognised the rail travels are a business
and offer this on the proviso that officers will act to
prevent crime and disorder, and assist train staff when
required so warranted officers with power of arrest
would be better placed to assist.

It was also noted that a necessity to act exists whether
the officeris travelling for free or otherwise.

The Peelian policing principles were mentioned —
policing should be without financial benefit, and not
place officers under obligation to any person as a result
of a benefit. This could be seen as going against the
principles.

Herts Police Federation have a post on their site
Concessionary rail travel (polfed.org) and this supports
the use, documenting the various concessions.




https://www.polfed.org/herts/concessionary-rail-travel/



However, the site also states rail concessions are
suspended until further notice, no detail provided as to
why.

It was presented that this should be developed to
provide areal benefit to employees, particularly with the
rising cost of living. This was countered with the nature
of the Cleveland area in comparison with more
metropolitan areas with more extensive rail networks
and busier roads.

Public perception was also mentioned and the potential
harm for obtaining free travel was highlighted. A
contrasting opinion was that the police receiving some
reward for the job they do is right and that the public
would be supportive.

It was suggested that the use of trains and buses for
officers and PCSOs in uniformis beneficial forall. A
uniform presence in such public arenas prevents crime
and disorder, as well as allowing opportunity to engage
with the community.

Result -

There were both benefits and drawbacks of the
suggestion, and greater consultation is required. The
Fed’s perspective will be sought, as well as the other
ethics committees.

However, it was suggested that approval was beyond
scope of the board and would require COT approval
before any guidance could be given.






Appendix 3 — example of feedback to Independent Ethics Committee
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Independent Ethics Committee feedback June 2022

Following the IEC meeting held 8 June 2022, the committee’s views and recommendations
on the matters discussed are documented, along with any feedback from the force resulting
fromthe IEC’s guidance.

Full minutes are created and held with the OPCC on their website, some direct points are
recorded here.

|IEC feedbackto Cleveland Police

Ethical Dilemma—-do we do business with unethical businesses UPDATE

Stuart Green was able to advise that this situation was taken to the Joint Audit Committee
and was able to offer some assurances to the committee as to the procedure currently, with
ethical dimensions embedded into processes.

The Procurement and Contract Management aspects differ slightly, the former being more
developed and resourced, the latter requires more consistency in good practice being
followed across the organisation.

This is a complex function with many aspects, however it is certainly a matter where the IEC
can have a beneficial input and the Procurement Lead will attend a future IEC meeting.

Policy — appropriaterelationships

The feedback regards this policy was that the policy will address organisational justice and
help preventissues occurring. The length and depth of the policy was covered, does it need
to be so prescriptive, or could a shorter set of values be provided and less detail covered.
Who the reader would be was also visited, is it for supervisors or would it be useful to all
employees who may be involved in a relationship covered in the document?

Ethical Dilemma — professional withess

This opportunity was explored and the complexities and potential issues were discussed. It
was highlighted that feedback from other forces who have utilised such a scheme will be
valuable and will be sought as part of the process.

The underlying issues with public perception, police-community relations, and maintaining
trust in policing were all discussed. Would short-term gain in terms of achieving evidence to
address criminality and ASB be outweighed by the long-term harm? Does the lack of
community engagement (providing police evidence) reflectrelations currently?

The danger of communities suspecting people may be professional witnesses when they are
not (because they reside in address previously used by PW’s) was discussed and
highlighted.

This was balanced with recognising issues communities face if crime and ASB impacts
people’s lives and the need to react appropriately.

Summary — a complex situation that may have value, but also will need careful and long-
sighted consideration before any implementation goes ahead.

Ethical Dilemma—-MFH and arrival times





This was explored and it was raised early on that performance indicators (PI’s) can be
harmful if working practices are manipulated to achieve them, rather than the PI being a
measure.

It was recognised that good work in terms of finding and safeguarding missing people can
occur regardless of where the officeris.

Each case will be different and having a one-size-fits-all approach will not always be
appropriate.

Summary — a matter that can be over-complicated, the best question is how do we work to
try to achieve the best outcome? The suggestion that when aperson is completing a
meaningful risk assessment, armed with all the appropriate facts, is the time when a unit
should be classified as arrived.

Feedbackto the IEC from Cleveland Police

The organisation is extremely grateful for the views, recommendations, and feedback from
the IEC.

Appropriate relationships guidance

The writer has been advised of the comments and values the feedback. The guidance is
purposefully detailed and prescriptive to remove doubt from the user and encourage
consistency — albeit the feedback was recognised. The guidance, as with all policies, is
available to all so would include supervisors and people who may be involved in such a
relationship too.

University degree topics

Neal Gillson will be a link between the IEC and the working group who collate and confirm
dissertation research topics. The working group includes a senior officer in Learning and
Development, a project officer, a Business Transformation Manager, and the University.
They ensure topics are appropriate, achievable, and have a benefit to the policing.

The input from the IEC and all parts of the organisation is welcome in terms of topics to
ensure all learning opportunities are taken. A sample of topics to date has been requested
so the IEC can review them.

Professional Witness
The scheme is still in development stages only currently and the feedback from the IEC will
be valued. This is an ongoing topic and will be raised as it develops.

Missing from home arrival time dilemma

The thoughts of the IEC were combined with the feedback from other ethics committees
(who all had similar views) and provided to the senior management in control room. The
control roomfeel reassured that the current policy Cleveland Police employ is in line with
that — a blanket arrival of units simply when they are allocated a missing from home enquiry
iS not appropriate.

Currently, an informed risk assessment is crucial to the police response and the general rule
is that this will include avisit to an address in case there is evidence there that will influence
any risk assessment. As such, Cleveland Police will maintain a policy of not classing units as
arrived until this is underway. Team leaders in control room are aware of this and can act
against this when appropriate, but only with good intentions and not in search of achieving
an improved PI.

Of note, HMICFRS were also approached in the scoping. Their advice was that forces can
do as they wish, but any force who go against this (which some forces do) will not achieve a
good grading when inspected due to the inherent dangers in how missing from homes are
handled, risks are assessed, and resources allocated appropriately in response to missing
person enquiries, particularly if multiple missing person enquiries are ongoing at one time.





Appendix 4 — Inspirational Story example

Making atradition

Introduction

This is a piece that continues the regular feature of introducing an inspiring story where a
person, team or group display admirable character, bravery or virtues.

The story will be linked to our very own Policing Principles from the Code of Ethics, and
lessons to takeaway will be highlighted.

The Royal Navy and the Battle of Crete 1941

During WW?2, the German Army took control of the Greekisland of Crete which had been
held by Allied forces. The island was pivotal for the German invasion as it afforded tactical
advantages to the holder. After aweek of fighting, the situation became hopeless froman
Allied perspective.

Thousands of Allied troops from Greece, Britain and New Zealand were left stranded and
had to be rescued. The only means to do so was evacuation of troops by sea and the Royal
Navy sent ships to do just that.

The Royal Navy sustained heavy losses but the Admiral of the Fleet Andrew Cunningham
was determined, saying “the Navy won't let the Army down”.

When Army Generals questioned if too many ships would be lost, Admiral Cunningham
famously replied

“It takes the Navy three years to make a ship. It will take three hundred years to build a new
tradition. The Evacuation will continue”.

Related Policing Principles
Integrity

Selflessness

Leadership

Lessons to takeaway

Although extreme in the dangers faced, the story is one of teamwork and bravery.
Reputations and traditions are hard to create, easy to lose.

Building a good reputation can take a long time, a bad one can be made almost
instantaneously.

A short cut or minor ‘wrong’ thing may not seemto have consequences, but people will
always watch and the actions of one impact us all.

Sometimes the right thing to do is the difficult thing, in fact, it is often the difficult choice. It
takes courage and character to do the right thing sometimes but, isn’t that we signed-up for?
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CLEVELAND

POLICE

Annual Equality
Monitoring Report

2021-2022

FORTHE ATTENTION OFTHE AUDIT COMMITTEE:

Please note that this is the first draft of the 2021-22 Equality Monitoring report for
review and feedback to be provided to OD Manager Sara Lightfoot.

Following further consultation with key stakeholders and approval at the People
and Wellbeing Board a final version will be submittedto the January meeting of the
audit committee, with a target to make the final report available to the workforce
and public.
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1. A Message from our Chief Constable

As our communities continue to evolve, becoming more enriched with diverse
cultures, it is more important than ever that Cleveland Police understands and
responds to their needs and expectations. This can only be achieved by building
greater trust and confidence and making sure our services meet their requirements.

| am therefore fully committed to ensuring the force makes the necessary progress
and improvements and | am proud and reassured to see that Cleveland Police is
fortunate to have a committed and very able workforce.

We have this year made some very positive strides forward in developing a stronger
internal foundation of inclusion and equality, where staff are valued and respected
and are able to bring their true selves into the workplace and achieve their full
potential. 1 am proud to highlight some examples of this which include:

e A dedicated attraction and positive action team supporting our recruitment
campaign to make our workforce more representative of the communities we
serve.

e Achieving the Disability Confident Employer level 2 status.

e Strong and flourishing staff networks who provide valued support to our
colleagues and give appropriate challenge to the force.

e Arecent staff survey, completed by 65% of colleagues, giving valuable insight
from which command leads are developing and implement actions to make
real and lasting change.

e Enhancing our wellbeing support to officers and staff, informed by external
and independent reviews.

Whilst progress continues to be made, | am clear there is no room for complacency,
and | will ensure we accelerate the further changes required to foster an internal
culture of respect and inclusion and ensure our policing services are consistently
good.

Mark Webster
Chief Constable
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2. Introduction

Cleveland Police and Police and Crime Commissioner collaborate to ensure
residents of Hartlepool, Stockton, Middlesbrough and Redcar & Cleveland receive
policing services that are accessible, responsive and needs led to ensure services
meet the requirements of our communities, and that our workplace is inclusive and
supportive.

The Equality Monitoring Report 2021-22 provides transparency on how the Force
has progressed their strategy to meet their respective responsibilities under the
Equality Act2010 over the course of the financial year.

Under the Equality Act2010 both the Chief Constable and the Police and Crime
Commissioner have separate responsibility for conducting their activities in a manner
that respects their duties to:

e Eliminate unlawful discrimination, harassment and victimisation and other
conduct prohibited by the Equality Act 2010.

e Advance equality of opportunity between people from different groups, with or
without protected characteristics.

e Foster good relations between people from different groups.

The report presents the statistical data on the following protected characteristics of
the workforce including age, disability, gender, ethnicity, sexual orientation, and
religion. It also summarises the key activities undertaken in the 2021-22 period to
create a positive experience of services, and a working environment of mutual
respect and dignity aligned to our vision.
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3. Cleveland Police Workforce Representation

3.1 Scope

The total number of staff at March 31st, 2022, is 2,478. This is a decrease of 38
people on our headcount at the same time in the previous year. This slight decrease
has been created by a small increase in leavers. This increase in leavers is aligned
with national trends in the UK'’s labour market. The pandemic furlough schemes
ended in September 2021; this reopened the economy which prompted a spike in job
moves within the labour market across the UK (CIPD, 2022). This is influencing the
Force priorities regarding retention, attraction and recruitment in the year ahead.

The following workforce representation data is based upon our management
information for employees that worked for Cleveland Police as of March 31st on over
the course of the financial years described. The report break’s each protected
characteristic down into a profile that will include the data as both a chart/infographic
and a table, supported by comparisons to previous years data, any available national
data or local data, and brief contextualisation of the trends identified. Any totals
stated for the whole organisation includes Police Officers, Police Community Support
Officers, Special Constables, Police Staff and Police Staff Volunteers. People who
deliver services employed by outsourced service contract providers, such as Mitie
and Tascor, are not included in this report.

Last year the Force initiated the Safe to Say campaign, with the aim of improving
oversight of workforce demographics. This appears to have started to make small
improvements in relation to some characteristics, however for some characteristics
the Force still has high rates of people choosing not to declare their personal
information. To address this the Force will continue to promote the new facility to
update equality monitoring data directly on to electronic HR records. This will
continue to be communicated to all staff in the 2022-23 financial year, alongside
reassurance on how the data is used and stored. Itis hoped that this long-term
campaign will build trust and confidence, and that the workforce will feel more
empowered to share their protected characteristics.
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3.2. Cleveland Police 2021/2022 Workforce Key Statistics POLICE

2022 Sex Split of Cleveland 2022 Workforce Ethnicity Profile
Police's Workforce
2%

Female
44%
Male
56%

m White = BAME Not Stated

2022 Workforce Religion and Belief 2022 Disability Profile
Profile

1%

Unknown NN 343
Prefer nottosay I 15
No Religion NN 42
Muslim 1 19
Hindu | 2
Christian (including Church of ... I o052

Buddhist | 3

Any other religion or belief | 2

0 2000 400 600 800 1000 ® Unknown ®No * Yes
2022 Age Distribution 2022 Sexual Orientation

50.0% Breakdown
45.0% 43.2% 2% 2%
40.0% 38.7% 3% 0%
35.0%
30.0%
25.0%
20.0%

5.0% ® Heterosexual = Notstated

0.0% . . Prefer not to say Gay/Lesbian

Under 26 26-40 41-55 Over 55 " Bisexual = Preferto self-describe
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3.3. Age Profile POLICE
Figure 1: Age Distribution Across Cleveland Police

2022 Age Distribution

50.0%
45.0% 43.2%
38.7%

40.0%

35.0%

30.0%

25.0%

20.0%

15.0%

[v)
10.0% 8.4% 9-6%
0.0%
Under 26 26-40 41-55 Over 55

Most of the workforce are aged between 26 and 55. Data on the national age profile
of police officers has not been made available since 2014, there is some available
data, however, not enough to perform a comparison of the age profile of our
workforce with the other 42 Forces. Comparison is possible our local population
estimates in Figure 2, however.

Figure 2: Area Age Profile Based on 2020 Mid-Year Population Estimates
ONS Mid Year Population Estimate

19% 30% 29% 22%

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

B Under26 M 26-40 41-55 Over 55

Comparison of Figures 1 and 2 indicates that people between 16 and 26 are
underrepresented in the workforce. Currently there are a small number of over 55-
66s compared to the population, however this can be attributed to the historic
retirement age of 55 or following 30 years’ service for a police officer. Given the
changes to state and police pension ages combined with increases in life
expectancyi, it is likely people will remain in the workforce for longer than previous
generations.
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Table 1: Age Profile by Year POLICE
Under 26 26-40 41-55 Over 55
Year No % No % No % No % Total

2019 129 7% 789 41% 893 46% | 128 7% 1939
2020 197 9% 887 40% 989 44% | 171 8% 2244
2021 225 9% 970 39% 1074 | 43% | 247 10% 2516
2022 209 8% 960 39% 1070 | 43% | 239 10% 2478

Table 1 shows that there has been a slight reduction in the size of the overall
workforce against 2021; this can be attributed to a small increase in leavers that the
force has experienced over the course of the financial year and is the rationale for
the Force’s current retention strategy.

The data also highlights the most significant decrease in the workforce age
distribution to be those aged Under 26; when reviewing this by role type, as shown in
Figure 3, the greatest decline in employees aged Under 26 against that of 2021 can
be attributed to Volunteers, which have reduced by over 10%.

Figure 3: Workforce Age Profile by Employee Type

2022 Age Profile by Employee Type

Volunteer

Staff

Spedial
Police
PCSO
0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
PCSO Police Special Staff Volunteer

B Under 26 4 141 8 54 2

W 26-40 37 622 29 265 7

41-55 46 668 16 332 8

Over 55 19 20 1 194 5

B Under26 M 26-40 41-55 Over 55

Whilst the age range of most employment groups remains unchanged, the proportion
of Volunteers under 26 has reduced against that of 2021.
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Figure 4: Special Constabulary Age Profile POLICE

Special Constabulary Age Profile

60
50

; §

20
10
0

2019 2020 2021 2022
= Under 26 35 35 11 8
e—6-40 47 50 29 29
41-55 12 15 13 16
Over 55 3 2 1 1
e nder 26 e==—26-40 41-55 Over 55

Whilst the demographic of the Special Constabulary has declined for the Under 26
age group, Police Officer recruitment has increased for those Under 26, from 28
officers in 2019 to 141 officersin 2022. The proportion of officers aged 26-40 and
Over 55 has remained consistent against last year, with a small increase in those
aged 41-55. Work is ongoing to recruit new officers to the Special Constabulary.

Figure 5: Police Officer Age Profile
Police Officer Age Profile

2022 [ETEL 668 20
2021 674 18
200 T 655 14
2000 T 651 13

0% 10% 20%  30%  40%  50%  60%  70%  80%  90%  100%

B Under26 M 26-40 41-55 Over 55

The current main entry route into policing at Cleveland is the Police Constable
Degree Apprenticeship (PCDA), which commenced in Cleveland during 2020. When
the entry route was equality impact assessed, consultation revealed that those in the
18-24 age band viewed the route as offering a good way to earn a fair wage, learn,
and achieve a degree. The impact assessment also indicated that this group would
find meeting the eligibility criteria easiest, as itis a more recent requirement for
school leavers to have achieved a level 2 in English and maths. A rise in younger
officers was forecast due to this.
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To ensure that the Force does not disadvantage older candidates due to the POLICE
qualification eligibility requirements, mitigating actions have been taken, such as
providing additional links to level 2 qualification providers on our external careers
website, to enable individuals thinking about joining the PCDA scheme to contact
providers and gain the right qualifications before applying.
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3.4. Disability Profile POLICE
Figure 6: 2022 Workforce Disability Profile

2022 Disability Profile

1%

® Not Stated ® No Yes

Table 2: Disability Profile by Year

Disabled Nc.) knt_)yvn Not Stated
Disability
Year No % No % No % Total
2019 33 2% 794 42% 1066 56% 1893
2020 36 2% 633 29% 1521 69% 2190
2021 46 2% 889 35% 1581 63% 2516
2022 25 1% 747 30% 1706 69% 2478

The Force has 25 people who have declared a disability as of March 31st, 2022; this
is 1% of all people, with 30% of the workforce stating they have no disability and
69% not stating either way.

There has been a slight reduction in disclosure, with 125 more people not stating
whether they have a known disability. Improvement work is in progress to improve
confidence and organisational trust to declare disabilities and access the right
support/adjustments. Both the Disability Support Network, and the Autism
Association are sponsored by members of the Executive team. These networks will
continue to provide peer support, insight to the force on live issues, raise awareness
on priorities, and function as a critical friend.

We achieved Disability Confident Employer level 2 award in 2021 22.
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3.5. Ethnicity Profile

The Home Office 18+1 data set is used as descriptors for race. It aligns directly to
the recognised code schemes utilised by forces and agencies nationally. This is the
recognised standard recommended by ONS, but due to small numbers will, in this
section, focus on aggregating the descriptors and comparing White representation
with Black, Asian and Minority Ethnicity (BAME) to enable clear presentation. Figure
7 and table 3 show that as of March 31st, 2022, 2% of our overall workforce are from
Black, Asian or minority ethnicity backgrounds. Whilst this is still below the national
average for police forces, and our own local population estimates of 5.5%, this
proportion remains consistent against our 2021 workforce ethnicity profile,
highlighting that the force is successfully retaining its Black, Asian, and minority
ethnic workforce, whilst it maintains consistent efforts to increase the proportion of
BAME applicants through positive action recruitment.

Figure 7: Aggregated Workforce Ethnicity Profile

2022 Workforce Ethnicity Profile

\ m White

2%

® BAME
Not Stated
Table 3: Disaggregated Ethnicity Profile by Year
2019 2020 2021 2022

Year No % No % No % No %

Asian - Any other Asian 0 0 0 0
background 1 0% 1 0% 1 0% 3 0%
Asian - Bangladeshi 0 0% 1 0% 1 0% 1 0%
Asian - Chinese 3 0% 3 0% 4 0% 3 0%
Asian - Indian 4 0% 7 0% 7 0% 4 0%
Asian - Pakistani 14 1% 20 1% 23 1% 24 1%
Black - Caribbean 1 0% 0 0% 1 0% 0 0%

Mixed - Any other
mixed / multiple ethnic 2 0% 2 0% 3 0% 3 0%

background

Mixed - White and 0%

Asian 6 8 0% 10 0% 9 0%
Mixed - White and 0%

Black African 2 2 0% 2 0% 1 0%
Mixed - White and 0%

Black Caribbean 1 2 0% 4 0% 4 0%
Prefer not to say 61 3% 111 5% 178 7% 153 6%
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White - Any other white 1%
background 19 47 2% 101 | 4% 94 4%
White - English / Welsh
/ Scottish / Northern 94%
Irish / British 1773 1980 | 90% | 2173 | 86% | 2170 | 88%
White - Irish 6 0% 6 0% 8 0% 9 0%

Total Headcount 1893 | 100% | 2190 | 100% | 2516 | 100% | 2478 | 100%

Pakistani representation within Cleveland Police has increased year on year, albiet
not yet at a high enough rate which increases the overall percentage of this ethnicity
within the force. Whilst the overall demographic of the force remains largely White
British, with the overall percentage of this characterisic has increased 2% against
2021, there has been a positive decrease in the percentage of the workforce
choosing not to declare their ethnicity, highlighting the progress of the Safe to Say
campaign.

Figure 8: 2021 Workforce Black, Asian & Dual Heritage Breakdown. Figure 9: 2019
ONS Estimates Force Area Black, Asian & Dual Heritage Breakdown

2022 Workforce Black, Asian &

) 2019 ONS Estimates Force Area
Dual Heritage Breakdown

Black, Asian & Dual Heritage
0% Breakdown

P

® Dual Heritage ™ Asian Black
® Dual Heritage ™ Asian Black Other

Whilst the force has built BAME positive action into each bulk recruitment campaign
to attract and empower candidates from these underrepresented backgrounds,
impact is limited. Throughout 2021-22, the force has made regular effortto use
community partners to undertake in-person outreach, which was previously not
possible throughout the COVID-19 pandemic. It is hoped that, by continuing to
engage with the public in a face-to-face capacity, the Force will better identify and
understand recruitment barriers for those from minority ethnic backgrounds.
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Figure 10: Workforce Ethnicity Profile including White Other POLICE

2022 Workforce Ethnicity Profile - Including White Other

White Other Aii‘;n ® Dual Heritage
0, (]
o ‘ 1% = White British
= Not stated « Black
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White Other
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= Dual Heritage
® White British = Black
88%
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3.6. Sex Profile POLICE

The sex distribution across Cleveland Police remains consistent against 2022, with
44% Female and 56% Male. The force does not yet have comprehensive enough
data to report on Gender Identity, therefore, this data has not yet been included for
reporting purposes.

Figure 11: Sex Split of Cleveland Police’s Workforce

2022 Sex Split of Cleveland Police's Workforce

Figure 12: Sex Distribution by Employee Type
2022 Sex Distribution by Employee Type

33%
65% >5%
()
67%
359% 45%
()

PCSO Police Special Staff Volunteer

100%

80%

60%

40%

20%

31%

0%

B Female B Male

Whilst the overall average sex distribution for Cleveland Police remains unchanged
from 2021, the force has made significant improvements in balancing the Gender
ratio of Volunteers, where there was previously a 36% differential between Male and
Female, which has now reduced to only a 10% differential. The percentage of
Female police officers has also increased from 30% to 31%, and Special Constables
from 31% to 35%.
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Table 4: Sex Profile by Year POLICE
Male Female
Year No % No % Total
2019 1185 | 63% 708 37% | 1893
2020 1295 | 59% 895 41% | 2190
2021 1407 | 56% | 1109 44% | 2516
2022 1393 | 56% | 1085 44% | 2478

Table 5 shows how the Force’s sex distribution has changed over the past 4 years.
Whilst the Force has moved to a more positive overall balance between males and
females in the workforce, there is still under-representation of women overall with a
gap of 6%. ONS population estimates indicate that the sex spilt of the force area is
49% male and 51% female, however it does not provide insight into intersectionality
such as age, race or participation in the local labour market.

3.7. Religion Profile
Figure 13: 2022 Workforce Religion and Belief Profile

2022 Workforce Religion and Belief Profile

Unknown I 243
Prefer nottosay W0 15
No Religion NI 42
Muslim B 19
Hindu | 2
Christian (including Church of England, Catholic,... NI 05?2
Buddhist | 3

Any other religion or belief | 2

0 100 200 300 400 500 600 700 800 9S00 1000

Cleveland Police religion and belief data reflects that 38% of the force identify as
Christian, 26% declare having no religion, and 34% have not declared whether they
have a religion or belief. The most common religion/belief after Christianity is Islam.
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2019 2020 2021 2022
Year No % No % No % No %
Any other religion or belief 1 0% 1 0% 1 0% 2 0%
Buddhist 2 0% 2 0% 2 0% 3 0%
Christian (including Church
gfr(igggﬂf’aﬁjtgﬁ"gh or 807 | 43% | 883 | 40% | 975 | 39% | 952 | 38%
Christian denominations)
Hindu 1 0% 1 0% 1 0% 2 0%
Muslim 11 1% | 18 | 1% | 22 1% | 19 | 1%
No Religion 312 | 16% | 400 | 18% | 534 | 21% | 642 | 26%
Prefer not to say 5 0% 7 0% 3 0% | 15 | 1%
Not stated 754 | 40% | 878 | 40% | 978 | 39% | 843 | 34%
Total Headcount 189 | 100 | 219 | 100 | 251 | 100 | 247 | 100
3 % 0 % 6 % 8 %

In comparison to 2021, there has been a 5% decrease in the number of people who

had not stated their religion or belief, this further supports the improvement in

diversity data declarations from the Safe to Say programme, as well as the
improvements the force has made to collecting data from new employees during the

recruitment and onboarding process.

The Cleveland branch of the Christian Police Association (CPA) offers spiritual

support and networking opportunities to police officers and staff and provides an
avenue to work with our local Christian communities too. The Support Association for
Minority Ethnicity staff (SAME) provide similar support to members and the Force,
particularly during Ramadan. They help to drive improvements in the way the Force
engages with its communities and workforce through sharing their lived experience.
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3.8. Sexual Orientation Profile

The organisation is currently building our capability to report sexual orientation data
for our workforce. Figure 14 reflects that 45% of the organisation have not reported
their sexual orientation, however, this is an improvement of 5% against 2021,
showing the progress the organisation is making in encouraging declarations, and
the contribution that the self-service reporting feature is making in this effort. Over
the course of the financial year, the force has also added “Prefer to self-describe”
orientation on the self-service platform and has seen positive use of this within this
year’s reporting data, as shown in Table 8.

Figure 14: 2022 Sexual Orientation Breakdown

2022 Sexual Orientation
Breakdown

2%
2%
’ 0%

3%

= Heterosexual = Notstated
Prefer not to say Gay/Lesbian

= Bisexual Preferto self-describe

Table 6: 2022 Workforce Sexual Orientation by Gender

Male Female Total
Year No % No % No %
112

0, 0, 0,
Not Stated 663 | 48% | 462 | 43% 5 45%
651 | 47% | 529 | 49% | 118 | 489

Heterosexual 0

Gay/Lesbian 18 1% 42 4% 60 2%
Bisexual 20 1% 18 2% 38 2%
Prefer not to say 40 3% 32 3% 72 3%
Prefer to self-describe 1 0% 2 0% 3 0%
139 | 100 | 108 | 100 | 247 | 100

Total Headcount 3 % 5 % 3 %

2020 ONS predictions for the North East estimate that 3% of the population identify
as LGB; in comparison to a total of 4% of Cleveland Police’s workforce.

The Cleveland Police LGBT+ Network plays a key role in supporting LGBT+
employees. The network is staff led; they offer confidential support to colleagues on
any issues they may be facing, function as a visible presence, supporting
strategically with policies, attending meetings and being a critical friend to help drive
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improvements in LGBT+ issues in policing. The network also assists at local POLICE

community events, including Middlesbrough Pride, to support with positive action
recruitment, and engage with the community in relation to reporting hate crime.

The network distributes rainbow epaulettes that can be worn by any officer who
wishes to wear them as part of their uniform. These function as a symbol to
community members who have found it harder to engage with police due to historic
mistrust. Epaulettes and membership are open to the entire workforce regardless of
if a member of the team is LGBT+; anyone is welcome to declare themselves an ally
to their LGBT+ colleagues and communities.

This year, Deputy Chief Constable lan Arundale continued his chief officer
sponsorship of the network to support the network to achieve their goals and
champion LGBT+ issues at chief officer level. The Force has proactively collaborated
with Hart Gables, a LGBT+ support service, for over a decade to reach and serve
our LGBT+ communities. The Force’s Community Safety Team won an award for
their commitment to “Continuous commitment to tackling hate crime” at the Hart
Gables 2022 LGBT+ Alliance Awards.

3.9. Maternity, Paternity and Adoption Leave

During the 2021-22 financial year, 51 people took Maternity leave, 2 people took
Adoption Leave, 1 person took Shared Adoption Leave, and 27 people took either
Paternity Leave or Maternity Support Leave.

3.10. 2021-2022 Flexible Working Requests

In the 2021-22 year 148 flexible working requests were approved; those requests
included amendments to existing flexible working patterns, and flexible retirements
(move to part time or reduction in part time working hours, flex working pattern
requests and temporary flexible working patterns linked to COVID 19). There were
no flexible working requests completely refused by the Force in this reporting period.

Of these 110 applications came from female / those identifying as female officers
and staff and the balance 38 applications came from males/ those identifying as
male officers and staff. There are no readily available statistics regarding any other
protected characteristics of applicants at this time.

These success rates can be credited to the flexibility of line managers, supported by
the wider Human resources and Employee Relations Team, who are committed to
supporting individuals and managers prior to submission of formal requests and in
applications submitted. The Employee Relations team advise on parameters and
most suitable options available to applicants based on the service area they work
within. This establishes clear expectations from the outset and enables both
managers and applicants to work together to establish an application and submit it.
The team then progress the applications to secure a mutually beneficial arrangement
for all parties.
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4. 2021-22 Recruitment

This section provides a high-level picture of the demographic of applicants seeking
to join Cleveland Police in the 2021-22 year.

The Force continues to see a high number of people applying or expressing interest
in roles. 5,524 applications and expressions of interest were made during 21/22.

A detailed Equality Impact Assessment has been conducted this year to support the
new Recruitment and Selection policy.

Table 7: Applications and Expressions of Interest Received by Year

Financial Year Number of applications and Expressions of
interest received
2018/2019 3788
2019/2020 5647
2020/2021 6793
2021/2022 5524
Table 8 and Figure 15: 2021-22 Applicants by Age Band
Age Range [Percentage Percentage distribution Age
Under 26 36.9%
Mot staed | 0.2%
26-40 43.2%
55+ [ 29%
41-55 16.8%
4-5s N (s 5%
55+ 2.9%
26-40 |, .2
Not stated 0.2%
under 26 |, - o
1000% 0.0% 10.0% 20.0% 30.0% 40.0% 50.0%

These statistics remain similar to last year and do not highlight any concerns.
However, it is notable that the percentage of people who chose to not state their age
has reduced from 6% last year to only 0.2% this year.

Table 9 & Figure 16: 2021-22 Applicant Disability Disclosure

Percentage distribution of disability

Disability Percentage

Yes 6.66% I B
Not stated 0.18% Not stated | 0.15%
100.00% 0.00% 20.00% 40.00% 60.00% B0.00% 100.00%
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There are more people who have declared a disability this year than in previous
years and a significant reduction in people who have chosen not to disclose. The
Force have focused this year on improving and increasing the communication to
applicants that they are welcome to share about their requirements to be the best
they can be in interview and the workplace, as such significant wok around
reasonable adjustments and improved access to work has resulted. The national
Safe to Say campaign continues to be a key driver in the encouragement of
applicants to declare. Changes to the application form made in March 2021 due to
this campaign seem to have had a small, steady positive impact.

Table 10: 2021-22 Applicant Ethnicity Breakdown

Ethnicity Percentage
\White 92.7%
Mixed 1.2%
Asian 3.5%
Black 0.6%
Other 0.4%
Prefer not to say 0.9%
Not stated 0.7%

100.0%

Figure 17: 2021-22 Applicant Ethnicity Breakdown

Mot stated
Prefer notto say
Other

Black

Asian

Mixed

White

Percentage distribution of ethnicity

| 0.7%
I 0.9%
| 0.4%
| 0.6%
W a5%
1 12%

Qv

0.0% 20.0% 40.0% 60.0% B0.0% 100.0%

The applicant ethnicity profile is reflective of the force make up. Outreach and
engagement work remains a priority to encourage people from ethnic minority
groups to consider a career in policing. Although this is focussed predominantly this
year at new Police Officers, the work has inevitably broadened into all roles and
sectors of the service.
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Table 11: 2021-22 Applicant Gender Breakdown POLICE
Gender Percentage
Not stated 0.50%
Female 48.90%
Intersex 0.10%
Male 50.10%
Other 0.10%
Prefer not to say 0.30%
100.00%

Figure 18: 2021-22 Applicant Gender Breakdown

Percentage distribution of gender

Prefer nottosay | 0.30%

Other | 0.10%

Male [, 50.10%

ntersex | 0.10%

Female | 45.90%%

Mot stated | 0.50%

0.00% 10.00% 20008 30.00% 40.00% 50.00%

Overall, the Force are close to matching the makeup of our communities when it
comes to gender representation and attracts a good volume of female applicants.
The Force are conscious that disparity does exist in specific roles and business
areas. This is an ongoing Force priority. National focus has been given to attracting
more females into becoming Police Officers and Cleveland Police has seen an
increase from 26.5% to 31.2% in this role over the course of Operation Uplift (the

national programme to increase police officer numbers by 20,000).
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Table 12: 2021-22 Applicant Religion Breakdown POLICE
Religion Percentage
Not stated 0.7%

Any other religion 0.2%
Buddhist 0.1%
Christian (inc. C of E, Catholic, Protestant and all other Christian
denominations) 33.7%
Hindu 0.3%
Jewish 0.1%
Muslim 3.0%
No religion 58.9%
Prefer not to say 2.7%
Sikh 0.3%
Grand Total 100.00%

Figure 20: 2021-22 Applicant Religion Breakdown 2

Percentage distribution religion

Sikh | 0.3%
Prefernottosay m 2.7%

Noreligion I 5505
Musim M 3.0%
lewish | 0.1%
Hindu 0.3%

Christian {inc. C of E, Catholic, Protestant.. I 3. 7%

Buddhist 0.1%
Ary other religion 0.2%

Mot stated 1 0.7%

0.0% 10.0% 20.0% 30.0% 40.0% 50.0% 60.0% 70.0%

The number of people who have not stated their religion has decreased significantly

from last year.

Table 13: 2021-22 Applicant Sexual Orientation Breakdown

Sexual Orientation Percentage
Not stated 0.5%
Bisexual 4.0%
Gay/Lesbian 5.5%
Heterosexual 86.3%
Prefer not to say 3.3%
Prefer to self-describe 0.4%

100.0%
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Figure 21: 2021-22 Applicant Sexual Orientation Breakdown POLICE
Percentage distribution Sexual Orientation
Prefer to self describe |
Prefer notto say I
Heterosexual |
Gay/Lesbian [
Bisexual [
Mot stated |

0.0% 20,05 40.0% 60.0% BO.0% 100.0%

The diversity of applicants in this area is high compared to the workforce makeup

and it is again notable that the number of people who prefer not to say has reduced
since last year.

Table 14: 2021-22 Applicant Gender Identity Breakdown

Gender Reassignment Percentage
Yes 42.7%
No 0.3%
Not stated 56.9%
Prefer not to say 0.1%

100.0%

Figure 22: 2021-22 Applicant Gender Identity Breakdown
Percentage distribution Gender Reassignment

{Is your gender identity the same as the sex you were assigned at birth?)

Prefer not to say |

Mo

ot e
|
S —

Yes

0.0% 10.0% 20.0% 30.0% 40.0% 50.0% 60.0%
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The percentage of people not stating in this area is high and this can be POLICE

attributed to confusion over the question. When the Recruitment Team explored this,
it was found that the wording could be confusing for applicants. Cleveland Police
have amended the application form and will monitor if this is more successful in
future reports.

The Force does not capture data on pregnancy or maternity status of applicants.
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5. 2021-22 Equality, Diversity, and Inclusion

Achievements

Equality, diversity, inclusion, and equity are not end goals or a destination. They are
constant principles each member of the Force works to maintain each day. There are
individual contributions and achievements made by every member of our team that
cannot be summarised in one report, but the Force takes pride in each individual’s
commitment to support their colleagues, continuously serve and improve the
services they provide to Cleveland’s communities.

Corporately, the Force have continued to establishing foundations for the 2022 to
2026 EDI programme, with iterative improvements made in capability to deliver:

e Attraction and positive action as part of our recruitment and promotion
processes

Progression and retention of our workforce
Data Management & information

Reward & recognition

Leadership & culture

Wellbeing & fulfilment

Policy development

Misconduct investigations

Neighbourhood policing

External data & information

Community engagement strategy
Procurement

Victims, witness and detainee care

Further strategic achievements the Force has accomplished in the 2021-22 financial
year that strengthen our abilities to fulfil our Public Sector Equality Duties include:

e Disability Confident Employer Scheme: The Force achieved Disability
Confident Employer level 2 status. This accreditation evidences the Force
commitment to recrulit, retain and develop disabled people as part of the
workforce. The Force recognises the value disabled people bring to our
operations and are committed to build upon this success to progress to level 3 in
the future.

e Staff Engagement Survey: The Force has secured funding to procure external
expertise to deliver a staff engagement survey in the next financial year. This
independent survey will create a base line on how staff feel about the
organisation and will inform how we achieve excellence in diverse employee
attraction, engagement and retention.

e Equality Impact Assessments: The Force continued to roll out its equality
impact assessment model and completed 50 equality impact assessments on its
policies, strategies and business cases within the financial year.

e HeForShe: The Force reconfirmed its commitment to the National Police Gender
Equality programme through appointing senior staff and police officer leads.
Cleveland Police’s Chief Inspector Martin Hopps has also been appointed as the
Northern Regional HeForShe Lead to support the national programme.
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o Defence Recognition Award: The Armed Forces Network supported the POLICE

Force to achieve a bronze Defence Recognition Award and is seeking to achieve
a silver award in the 2022-23 year. We know the Armed Forces Covenant will
only make a difference if it makes people take action, so the Force plans to now
seek to increase Custody referrals of detained service and ex-service personnel
to support agencies, alongside attracting and retaining ex-service personnel.

e Apprenticeship Diversity Champions Network (ACDN) Pledge: The Force
completed a ACDN pledge to develop and implement an inclusive attraction
strategy which aims to work towards continually improving workforce diversity to
better reflect the communities that we serve, with apprenticeships playing a key
role.

6. 2021-2022 Equality Goals

Cleveland Police is subject to Public Sector Equality Duties (PSED) and must
publish and implement at least one equality SMART (Specific, Measurable,
Achievable, Realistic and Timebound) objective every 4 years to meet these duties.
The Force published new objectives on March 30th, 2022. These updated objectives
have two aims: serving the public and putting our communities at the heart of all we
do.

Cleveland Police’s 2022-26 PSED Objectives are to:

1. Embed best practice tools to understand and demonstrate due regard. This
will be measured through increasing victim satisfaction, public confidence and
employee engagement aligned to the protected characteristics. We will
measure this through our victim and staff surveys and public confidence
measures.

2. Promote and build an ethical and inclusive culture at all levels across the
organisation and to provide a quality service to our diverse communities by
treating all fairly, appropriately and respectfully. We have clear actions in
place to ensure that all our policies and practices are refreshed and our
activity supports our EDI programme.

To deliver these goals the Force will utilise the EDI team in collaboration with board
members as part of the governance structure, partners including Strategic and Local
Independent Advisory Groups, to examine the effectiveness of the current Force-
wide EDI strategy implementation and training needs assessment alongside drivers
of change and new opportunities. 2022-23 will see the Force create holistic
understanding of our current EDI position and needs. This will be used to define and
invest in a fit for purpose delivery plan that meets strategic aims and the objectives
above.
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7. Referenced Publications

1. The great resignation- fact or fiction?| CIPD Voice article — last accessed
09/11/2022

2. Population estimates for the UK, England and Wales, Scotland and Ireland:
Mid-2020 — last accessed 09/11/2022

3. Taking the long view: Policing into 2040 — last accessed 09/11/2022

4. Age range and disabled police officers by region in England and Wales as at
31 March 2014 — last accessed 09/11/2022

5. Analysis of national Special Constable statistics for England and Wales — last
accessed 09/11/2022

6. Police officer uplift, England and Wales, quarterly update to 30 September
2020: data tables — last accessed 09/11/2022

7. Papworth Trust Fact and Figures 2018 — Disability in the United Kingdom —
last accessed 09/11/2022

8. Police workforce, England and Wales: 30 September 2020 — last accessed
09/11/2022
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Cleveland Police Gender Pay Gap Report 2022

1. Introduction

The gender pay gap is calculated as the difference between average hourly earnings
(excluding overtime and allowances) of men and women as a proportion of men's average
hourly earnings (excluding overtime and allowances). Itis a measure across all jobs in the UK,
not of the difference in pay between men and women for doing the same job. Organisations
which are fully compliant with the Equality Act 2010 can still have a gender pay gap. The
gender pay gap is a mechanism by which organisations can examine this data and take
positive action to reduce the gender pay gap. Itis not unlawful to have a gender pay gap; it is
however important that organisations use the measure to understand representation of
females in their organisation and take action to understand and tackle the gender pay gap.

As an employer of more than 250 staff, we are legally required to publish an annual gender
pay gap report. The gender pay gap is an equality measure that shows the difference in the
average earnings of men and women which is expressed as a percentage of average
earnings for men. Itis not a measure of the difference in pay between men and women doing
the same job. This information will be published on our website. The datain this report has
been calculated using the prescribed methodologies and is based on information as of 31st
March 2022. This is the snapshot date prescribed for the 2021/22 year and must be
published by 30 March 2023. The parameters of this data exclude staff in receipt of reduced
pay due to absence and exclude employees with no regular earnings (casual staff). Staff with
multiple employments are considered independently.

Nationally, across all sectors, the Gender Pay Gap for all employees in 2021 is currently
reported as 15.4%, up from 14.9% in the previous year. (Source; ONS 2021)

The report is ameasure that shows the difference in average earnings between those that
identify as men and those that identify as women across our combined workforce of police
officers and police staff. It is calculated using average pay quartile. The first quartile
(generally written Q1) is the wage below which 25% of the wages are situated; the second
quartile is the wage below which 50% of the wages are situated. This is the median; the third
quartile (generally written Q3) is the wage below which 75 % of the wages are situated.

The gender pay gap report includes 4 calculations regarding gender and payroll data. these
calculations are based on a snapshot of the staff who worked for Cleveland Police on 31
March 2022:

- Mean gender pay gap in hourly pay

- Median gender pay gap in hourly pay

- Proportion of males and females receiving abonus payment
- Proportion of males and females in each pay quartile.





2.1.

2.2.

2.3.

These calculations provide insight into the gap between average wages and representation of
men and women at the highest and lowest paid roles.

The 31 March 2022 snapshot includes atotal of 2367 people; 1043 identified as female, 1324
identified as male. This can be further broken down as 332 male Police staff, 601 Female
Police staff, 992 Male Police officers and 442 Female police officers. This gives a
representation ratio of around 1 male police staff member to every 2 female police staff
members, and 2 male police officers to every 1 female police officer.

Background

What we will report

2.1.1. Mean (average) pay gap. Thisis the % difference between the average hourly rate
between men and women in our employment.

2.1.2. Median (mid-point) pay gap. Thisisthe % difference between the median hourly rate
of pay for men and women.

2.1.3.  Quartile pay bands. This is the proportions of men and women in the lower, lower -
middle, upper-middle, and upper quartile pay bands.

2.1.4. Mean/median/proportions bonus gap. This is reportable, however, as Cleveland
Police does not operate performance related pay will only report on the bonus gap.
Bonus is only paid in accordance with the very narrow definition as set out in Police
regulations regarding bonus for unpleasant duties. This is usually an amount of £100
paid for undertaking unpleasant duties in accordance with Police regulations.

Results as of 31 March 2022

2.2.1. The mean hourly rate for menis £17.82 and for women is £15.58. Resulting in
12.58% gap. This has increased by 0.21% from the previous year when it was
reported as 12.37%. This s in line with the national trend.

2.2.2. The median hourly rate for menis £19.70, compared to £13.47 forwomen. Resulting
in a 31.62% gap, which has increased by 7.67% from the previous year when it was
reported as 23.95%.

2.2.3. The gender split expressed as a % within the 4 quartiles is as below table.

2.2.4. There are changesin all quartiles fromthe previous year. The first and fourth
Quartiles have increased by 8.3% and 1.37% females respectively, and the second
and third quartiles have decreased by 5.25% and 1.31% females respectively.

Qtrl Qtr2 Qtr3 Qtr4 Total
F 55.56% 55.65% 35.83% 23.69%  42.70%
M 44.44% 44.35% 64.17% 76.31% 57.30%
100.00% 100.00% 100.00% 100.00% 100.00%

Understanding the Data

Without further investigation or without being placed into context, data can lead to
assumptions. A gender pay gap does not necessarily mean an organisation has acted
inappropriately or discriminatorily. A gender pay gap is a comparison of the average pay of
men verses women. It does not mean that men and women are paid differently for
undertaking the same work, it can simply mean that there are more men than women in
certain sections of the organisation

Further examination was carried out to determine if Cleveland Police has any underlying
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issues driving an apparent gender pay gap.

Our police officers make up 60.58% of our organisation meaning, with a higher proportion of
males in police officerroles, this impacts the overall pay gap figure. 39.41% of the
organisation are police staff. The figures below identify that the majority of the latter group
identify as female. This clearly impacts the pay gap as police staff, on average, receive a
lower wage overall than that of police officers.

National specifics

2.4.1. A significant portion of lower graded occupations (which require no formal
qualifications or experience) are inherently part time.

2.4.2. Nationally 13% of men work part time, which is significantly lower than women at
38% (Source ONS).

2.4.3. Cleveland Police specifics: the workforce is comprised of 44.06 % women and
55.94% men.

Discussion

The workforce of Cleveland Police is made up of police officers and police staff, with the two
groups have distinctly different pay banding, progression opportunities and employment
terms. Police Officers are servants of the crown, rather than employees. Pay and terms are
set out in Police Regulations which are nationally determined and set out in law. Initial
employment, along with progression through the ranks is predicated on the ability to pass
nationally set and scored assessment centres and examinations. Police Officer and Police
Staff pay is determined according to their individual roles with no reference to gender.

Our Gender Pay Gap Action Plan has been refocussed to ensure that we continue to make
positive steps and affirm Cleveland Police, and policing in general, as a positive career choice
for women.

We understand that our pay gap exists because we have more men in our organisation at
higher ranks and grades. Our Positive Action team will continue to support initiatives for
women in policing as well as identifying areas for focus.

Cleveland Police has an established and engaged Women's Network who actively discuss
and highlight any potential areas for change. Our EDI Team, along with the Women’s
Network, serve as a purpose to check and challenge the organisation to ensure that our
policies, practices, and operational support are equal, fair, and accessible to all.

Throughoutthe 2021/22 financial year, Cleveland Police has marginally increased its female
police officer representation from 30.0% to 30.8% through Uplift, which is the national
programme to increase police officer numbers. Overall, the numbers of female police officers
have increased from 26.5% at March 2018 to 30.8% on 315t March 2022. As police officers
generally are paid a higher hourly rate of pay than police staff once they progress beyond the
rank of constable, this increase in female probationer constables will make a positive impact
on our gender pay gap if females and males are promoted in equal percentages. Therefore,
part of our focus must be around encouraging females to apply for promotion and
understanding and removing the barriers to promotion.

4. Positive Action and the Gender Pay Gap

The following actions are in process or have already been delivered through out 3-year action
plan.

Introduce transparency to promotion, pay and reward processes
Improve workplace flexibility for men and women





5.1.

5.2.

5.3.

Encourage the uptake of shared parental leave

Enable inspiring women from across the force to act as positive role models

Recruit returners/encourage careers breaks for leavers not pursuing employment elsewhere
Understand barriers to promotion for females

Improve community engagement, offering role models to positively market a career in
Cleveland Police

Focus exit interview processes to improve retention rates

Offer mentoring and sponsorship

Offer networking programmes

Unconscious Bias training

Diversity training

Leadership Development

Performance self-assessments

Introduce talent identification processes and career development programmes for all
Create clear inclusive talent pipelines, to create greater diversity at senior levels
Menopause adjustments and support

Provide support and signpost to mitigate the impact of cost-of-living issues

Diverse selection panels

We will continue to work with the Women’s network, Unison, Federation, Superintendents
association and colleagues fromthe EDI team to deliver the force action plan with an aim of
reducing our gender pay gap. Our action plan to reduce the gender pay gap is informed by
some of the Government Equalities office effective evidence-based actions, alongside activities
that work effectively in Cleveland Police, and activities designed to tackle risks and issues that
arise internally through for example grievances, feedback, staff surveys and the women’s
network.

5.4.

5.5.

Recommendations
Itis recommended that the content of this report be noted.

Implications

Finance

There are no direct financial implications as a result of funding requested in this report.
Funding in relation to recruitment, training coaching and other investment referred to has
already been secured.

Diversity and Equal Opportunities
This report and associated action plan are designed to reduce our gender pay gap.

Human Rights Act

This report and associated action plan are designed to reduce our gender pay gap.
Sustainability

Sustainability is dependent on successfully mainstreaming proposed activities into day-to-day
procedure and processes.

Risk
The risk associated with not addressing the gender pay gap is that it may impact out ability to
attract females to work for the organisation.





Karen Lindberg
Head of HR
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1. Introduction

Purpose of the Auditor’s Annual Report

Our Auditor’s Annual Report (AAR) summarises the work we have undertaken as the auditor for both the Office of the Police and Crime Commissioner for Cleveland (PCC) and the Chief Constable for Cleveland (‘the CC’) for the
year ended 31 March 2021. Although this report is addressed to the PCC and CC, it is designed to be read by a wider audience including members of the public and other external stakeholders.

Our responsibilities are defined by the Local Audit and Accountability Act 2014 and the Code of Audit Practice (‘the Code’) issued by the National Audit Office (‘the NAO’). The remaining sections of the AAR outline how we have
discharged these responsibilities and the findings from our work. These are summarised below.

]

(@

Introduction

Opinion on the financial statements
We issued our audit reports on 14 December 2021. Our opinions on the financial statements
for the PCC & Group and CC were both unqualified.

Value for money arrangements

In our audit reports, issued on the 14 December 2021, we reported that we had not
completed our work on the PCC or CC’s arrangements to secure economy, efficiency and
effectiveness in their use of resources and had not reported significant weaknesses in either
the PCC’s or CC’s arrangements at the time of reporting.

Section 3 confirms that we have now completed this work and provides our commentary on
the PCC and CC’s arrangements. We report a significant weaknesses in arrangements
relating to the ‘Inadequate’ rating of the Force by Her Majesty’s Inspectorate of Constabulary
and Fire & Rescue Services (HMICFRS) from its report in 2019, and the need to accelerate
the progress made in addressing the issues identified.

Our conclusions are limited to addressing the outstanding issues in the HMICFRS report,
and we have not highlighted any additional issues for either the PCC or CC to address.
Although some progress has been made since the original HMICFRS inspection the ratings
have not yet changed. This primarily relates to the Chief Constable’s arrangements, which
were the subject of the HMICFRS inspection, but have implications for the PPC, although
the PCC is not subject to assessment by HMICFRS.

Audit of the financial statements

i

Commentary on VFM arrangements

Wider reporting responsibilities

We received group instructions from the National Audit Office on 21 July 2022 in relation to
Whole of Government Accounts work. The firm has raised a query in relation to these
instructions and once this has been addressed, we will be able to complete work on the
Whole of Government Accounts return and issue our audit certificate to formally close the
2020/21 audit.

The 2014 Act requires us to give an elector, or any representative of the elector, the
opportunity to question us about the accounting records of the PCC and CC and to consider
any objection made to the accounts. We did not receive any questions or objections in
respect of either the PCC & Group or CC’s financial statements.

Other reporting responsibilities and our fees
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2. Audit of the financial statements

The scope of our audit and the results of our opinion Significant difficulties during the audit
Our audits were conducted in accordance with the requirements of the Code, and International Standards on We did not encounter any significant difficulties during the course of our audits, and we have had the full co-
Auditing (ISAs). operation of management.

The purpose of our audits is to provide reasonable assurance to users that the financial statements are free
from material error. We do this by expressing an opinion on whether the statements are prepared, in all material
respects, in line with the financial reporting framework applicable to the PCC & Group and CC and whether they
give a true and fair view of the PCC & Group and CC’s financial position as at 31 March 2021 and of the
financial performance for the year then ended. Our audit reports, issued on 14 December 2021 gave unqualified
opinions on the financial statements for the PCC & Group and CC for the year ended 31 March 2021.

Our Audit Completion Report, presented to the PCC and CC’s Joint Independent Audit Committee on the 11
November 2021 provides further details of the findings of our audits of the PCC & Group and CC'’s financial
statements. This includes our conclusions on the identified audit risks and areas of management judgement,
internal control recommendations and audit misstatements identified during our audits of both the PCC and CC.

Qualitative aspects of the PCC & Group and the CC’s accounting practices

We reviewed the PCC & Group and CC’s accounting policies and disclosures and concluded they comply with
the 2020/21 Code of Practice on Local Authority Accounting, appropriately tailored to the PCC & Group and
CC'’s circumstances.

Draft accounts were received from both the PCC & Group and CC on 5 July 2021, in advance of the revised

statutory deadlines and were of a good quality. The accounts were supported by good quality working papers,
and we received full co-operation from the Finance Team in responding to our queries on a prompt basis.

Introduction Audit of the financial statements Commentary on VFM arrangements Other reporting responsibilities and our fees
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3. VFM arrangements — Overall summary

Audit approach

We are required to consider whether the PCC and CC have made proper arrangements for securing economy,
efficiency and effectiveness in their use of resources. The NAO issues guidance to auditors that underpins the
work we are required to carry out for both the PCC and the CC and sets out the reporting criteria that we are
required to consider. The reporting criteria are:

* Financial sustainability - How the PCC and CC plan and manage resources to ensure services can
continue.

* Governance - How the PCC and CC ensure that they make informed decisions and properly manage risks.

« Improving economy, efficiency and effectiveness - How the PCC and CC use information about costs
and performance to improve the way services are delivered and managed.

At our planning stage, we undertake work so we can understand the arrangements that the PCC and CC have
in place under each of the reporting criteria. As part of this work we may identify risks of significant weaknesses
in those arrangements. Where we identify significant risks, we design programmes of work (risk-based
procedures) to enable us to decide whether there are significant weakness in arrangements. Although we
describe this work as planning work, we keep our understanding of arrangements under review and update our
risk assessment throughout the audit to reflect emerging issues that may suggest there are further risks of
significant weaknesses.

Where our risk-based procedures identify actual significant weaknesses in arrangements, we are required to
report these and make recommendations for improvement.

To put this work into context we outline below the different roles of the PCC and the CC, and also set out the
role of HMICFRS.

Role of the Police and Crime Commissioner

We use key extracts from the Association of Police and Crime Commissioners (APCC) to explain the role and
key accountabilities:

Introduction Audit of the financial statements

Commentary on VFM arrangements

The role of the Police and Crime Commissioner (PCC) is to be the voice of the people and hold the police to
account. They are responsible for the totality of policing.

PCCs aim to cut crime and deliver an effective and efficient police service within their police force area.
They are elected by the public to hold Chief Constables and the force to account, making the police
answerable to the communities they serve.

PCCs ensure community needs are met as effectively as possible and are improving local relationships
through building confidence and restoring trust. They work in partnership across a range of agencies at local
and national level to ensure there is a unified approach to preventing and reducing crime.

Under the terms of the Police Reform and Social Responsibility Act 2011, PCCs must:

« secure efficient and effective police for their area.

« appoint the Chief Constable, hold them to account for running the force, and if necessary, dismiss them.
» setthe police and crime objectives for their area through a police and crime plan;

« set the force budget and determine the precept;

» contribute to the national and international policing capabilities set out by the Home Secretary; and

*  bring together community safety and criminal justice partners, to make sure local priorities are joined up.

Further detail can be found on their website: https://apccs.police.uk/role-of-the-pcc/

Role of the Chief Constable

We use key extracts from the College of Policing website to explain the role and key accountabilities of the
Chief Constable using their Professional Role Profile for a Chief Constable:

Role Purpose

The Chief Constable has overall responsibility for leading the Force, creating a vision and setting direction
and culture that builds public and organisational confidence and trust, and enables the delivery of a
professional, effective and efficient policing service.

Other reporting responsibilities and our fees
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3. VFM arrangements — Overall summary

Role of the Chief Constable (continued)

Role Purpose (continued)

The Chief Constable has overall responsibility for leading the Force, creating a vision and setting direction
and culture that builds public and organisational confidence and trust, and enables the delivery of a
professional, effective and efficient policing service.

Key Accountabilities

» Set and ensure the implementation of organisational and operational strategy for the Force, having due
regard to the Police and Crime Plan and Strategic Policing Requirement and any wider plans and
objectives, in order to provide an effective and efficient policing service that meets current and future
policing demands.

» Develop a mutually productive strategic relationship with the Police and Crime Commissioner in line with
the requirements of the Policing Protocol, whilst fulfilling all statutory and legal obligations as
Corporation Sole.

« Develop and maintain governance arrangements and processes within the force, to ensure effective
decision making and appropriate action at all levels/tiers of the organisation.

* Lead the Force, communicating a clear direction, setting organisational culture and promoting values,
ethics and high standards of professional conduct to enable an effective and professional service.

» Lead, inspire and engage the Chief Officer Team; setting and role modelling approaches to a workforce
culture that promotes wellbeing, facilitates impactful professional development and performance
management to create empowered teams that effectively enable the achievement of the Force vision
and goals.

» Hold accountability for Force financial management and determine functional budgets within the agreed
framework as issued by the Police and Crime Commissioner, to ensure the effective use of public
spending and maximise value for money.

»  Fulfil the authorising responsibilities of a Chief Constable e.g. authorisation of intrusive surveillance and
maintain operational oversight, holding accountability for effective, compliant policing responses, in
order to protect the public and further develop the Force’s operational strategies.

* Lead and command the operational policing responses on occasion, in the most high risk and high
profile instances, in order to protect the public and ensure an appropriate and effective response.

* Advise national bodies such as COBR on matters of public safety and national security to contribute to
effective decision making that protects the public from serious threat and upholds the law.

» Develop and maintain strategic relationships with local, regional and national partners, effectively
influencing and collaborating to contribute to improvements and change in the broader operating context
and enable the achievement of the Force objectives.

* Represent the Force at a local, regional and national level to the public, media and other external
stakeholders to promote visibility, connect with the public and build confidence in policing.

» Lead national thinking, policy and guidance within an area of specialism to enable the continuous
improvement of effective policing practice.

» Create and drive a culture of development, change and innovation to ensure enhanced productivity,
value for money and continuous improvement in evidence based policing.

» Play an active role in national decision making on the development of the Police Service to enable the
effective co-ordination of operations, reform and improvements in policing and the provision of value for
money.

Further detail can be found on the College of Policing website:
https://profdev.college.police.uk/professional-profile/chief-

constable/#:~:text=The%20Chief%20Constable%20has%20overall,effective%20and%20efficient%20policing%
20service.

Role of HMICFRS

We use key extracts from the HMICFRS website to explain the work of this independent inspectorate:

For over 160 years, HM Inspectorate of Constabulary independently inspected and reported on the
efficiency and effectiveness of police forces— in the public interest.

In summer 2017, HMIC took on inspections of England’s fire and rescue services, inspecting and reporting
on their efficiency, effectiveness and people.

We ask the questions that we believe the public wish to have answered, and publish our findings,
conclusions and recommendations. We use our expertise to interpret the evidence and make
recommendations for improvement.

Introduction Audit of the financial statements Commentary on VFM arrangements Other reporting responsibilities and our fees
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3. VFM arrangements — Overall summary

Role of HMICFRS (continued)

We provide authoritative information to allow the public to compare the performance of their police force and
fire and rescue service against others. We also routinely monitor the performance of police forces in
England and Wales.

At HMICFRS, we inspect, monitor and report on the efficiency and effectiveness of the police and FRSs with
the aim of encouraging improvement.

By providing accessible information on the performance of forces and FRSs, we allow their public, and
peers, to see how they are doing. This will place pressure on those forces and FRSs requiring improvement
in aspects of policing and fire and rescue to raise their game.

We will always try to see policing and fire and rescue through the public’'s eyes. We will use consumer
‘watchdog’ tactics, such as mystery shopping, and ask the public, in surveys, what they think about policing
and fire and rescue and where they want to see improvements.

Our reports are clear, jargon-free, accessible, measured, objective, statistically reliable and authoritative.

We also continue to provide high-quality professional advice to the police and FRSs, using experienced
officers and other subject-matter experts to identify the best practice from which all forces and FRSs can
learn to improve their performance. We encourage operational excellence and a good deal for the public in
terms of value for money.

We carry out many police force and fire and rescue service inspections and visits on a regular and rolling
basis, and publish our findings on this website. Our reports on broad policing and fire and rescue themes
and specific subjects — from terrorism and serious organised crime to custody arrangements — can all be
found in the publications section.

Further detail can be found on the HMICFRS website:

https://www.justiceinspectorates.gov.uk/hmicfrs/about-us/what-we-do/

Introduction Audit of the financial statements
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Summary

So, the Police and Crime Commissioner has a key role in working with their communities to set the strategic
direction for policing, to appoint the Chief Constable and hold them and the Force to account, to set the Force
budget and the precept for raising council tax.

The Chief Constable has considerable autonomy and operational independence, but does need to work
effectively with the Police and Crime Commissioner and is accountable to the Police and Crime Commissioner
for financial management, the effective use of public spending and maximisation of value for money.

HMICFRS provide an independent inspection of police forces, but this does not extend to the work of the Police
and Crime Commissioner.

Our assessment of Cleveland Police

We report a significant weaknesses in arrangements relating to the ‘Inadequate’ rating of the Force by Her
Majesty’s Inspectorate of Constabulary and Fire & Rescue Services (HMICFRS) from its report in 2019, and the
need to accelerate the progress made in addressing the issues identified.

Our conclusions are limited to addressing the outstanding issues in the HMICFRS report, and we have not
highlighted any additional issues for either the PCC or CC to address.

Although some progress has been made since the original HMICFRS inspection the ratings have not yet
changed.

We report separately on the CC and PCC.

The issues in the HMICFRS inspection report are directly relevant to the CC, and that is where the primary
need for action exists. This is because the HMICFRS review is of the Force and not the PCC.

In our view, however, we extend our identification of a significant weakness and recommendation to the PCC
as well as the Force, as the existence of such weaknesses in the Force indicates the need to improve the
PCC'’s oversight of the Chief Constable and Force, in terms of holding the Chief Constable to account for their
performance.

Other reporting responsibilities and our fees
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3. VFM arrangements — Overall summary

It is also important to recognise that although the HMICFRS findings cut across all of our reporting criteria — financial sustainability, governance and improving economy, efficiency and effectiveness — the significant weakness that
exists and the recommendation in relation to it does not reflect on all aspects of the respective arrangements of the CC and PCC. It relates to specific aspects of the arrangements as summarised below, for the CC, and on the

following page for the PCC.

Significant weaknesses in CC’s arrangements

The risks of significant weakness we identified in the Audit Strategy Memorandum resulted from the adverse HMICFRS findings in its 2019 inspection report, where Cleveland Police Force was assessed as Inadequate.

In determining the actual weaknesses in arrangements to be reported as part of our review of value for money arrangements in the 2020/21 audit, we have considered the more up-to-date position taking into account follow up
work reported by HMICFRS. In all cases, progress has been made, as considered on pages 13 to 19, but more still needs to be delivered.

Reporting criteria

Commentary page reference

Risks of significant weaknesses in arrangements

Actual significant weaknesses in arrangements

identified? identified?
Yes YeS
Inadequate in 2019 the Force’s understanding of demand and allocating
resources accordingly.
Yes Yes
Governance 20 As a result of the HMIC inspection report assessment of Mainly related to aspects of ethical standards and culture
Inadequate in 2019 in the Force.
Yes
Yes Relates to a range of aspects in the Force, including
. . . As a result of the HMIC inspection report assessment of preventllng LD T 1Tl anh-gomal O
Improving economy, efficiency and effectiveness 23 protecting vulnerable people, public engagement,

Inadequate in 2019

communication and scrutiny, workforce engagement and
communication and treating the workforce fairly.

Introduction
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3. VFM arrangements — Overall summary

Significant weaknesses in the PCC’s arrangements

The risks of significant weakness we identified in the Audit Strategy Memorandum resulted from the adverse HMICFRS findings in its 2019 inspection report, where Cleveland Police Force was assessed as Inadequate.

These findings do not relate directly to the PCC, as the PCC is not subject to inspection by HMICFRS. In our view, however, we extend our identification of a significant weakness and recommendation to the PCC as well as the
Force, as the existence of such weaknesses in the Force indicates the need to improve the PCC’s oversight of the Chief Constable and Force, in terms of holding the Chief Constable to account for their performance.

As part of our review, we have not identified any specific weaknesses in the PCC’s arrangements, beyond those that exist in the Force and for which the PCC is seeking to hold the CC to account, including accelerating the rate of

improvement by the Force.

Reporting criteria

Commentary page reference

Risks of significant weaknesses in arrangements

Actual significant weaknesses in arrangements

Financial sustainability

22

identified? identified?
Yes
As a result of the HMIC inspection report assessment of the Yes

Force as Inadequate in 2019

No specific weaknesses in the PCC arrangements, beyond
holding the Force to account for further improvement

Limited to the aspects of financial sustainability involving
the Force’s understanding of demand and allocating
resources accordingly.

Governance

24

Yes

As a result of the HMIC inspection report assessment of the
Force as Inadequate in 2019

No specific weaknesses in the PCC arrangements, beyond
holding the Force to account for further improvement

Yes

Mainly related to aspects of ethical standards and culture
in the Force.

Improving economy, efficiency and effectiveness

27

Yes

As a result of the HMIC inspection report assessment of the
Force as Inadequate in 2019

No specific weaknesses in the PCC arrangements, beyond
holding the Force to account for further improvement

Yes

Relates to a range of aspects in the Force, including
preventing crime and tackling anti-social behaviour,
protecting vulnerable people, public engagement,
communication and scrutiny, workforce engagement and
communication and treating the workforce fairly.

Introduction
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3. VFM arrangements — Risks of Significant Weakness & Work Undertaken

Risks of significant weaknesses in arrangements

We outline below the risks of significant weaknesses in arrangements that we identified as part of our continuous planning procedures and the work undertaken to respond to each of those risks.

Risk of significant weakness in arrangements

Work undertaken and the results of our work

1

HMICFRS Inspections

The Force is subject to an extensive inspection regime by Her Majesty’s Inspectorate of
Constabulary and Fire & Rescue Services (HMICFRS). The most recent report was published
in September 2019 with an overall assessment that Cleveland Police’s performance was
inadequate and had declined considerably since its last inspection. The Force has therefore
been placed into their national oversight process.

Although we recognise that the Chief Constable has started to address many of these
concerns, it will take time to secure the improvements needed, embed them into the normal
ways of working within Cleveland Police and ensure that the changes are sustainable.

The PCC is responsible for the oversight of the Force and this also represents a significant risk
to the PCC.

Therefore, we consider this to be a significant risk.

Work undertaken

We addressed this risk by considering the progress made by Cleveland Police to address the concerns
expressed in HMICFRS’ 2019 report, which concluded that “Cleveland Police’s performance is inadequate and
has declined considerably since our last inspection”. In particular, we considered the reports and letters issued
by HMICFRS following an Integrated vulnerability inspection post-inspection review in November 2020 and a
series of ‘Cause of Concern Revisits’, undertaken between April and June 2021.

Introduction Audit of the financial statements Commentary on VFM arrangements Other reporting responsibilities and our fees
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3. VFM arrangements — Risks of Significant Weakness & Work Undertaken

Risks of significant weaknesses in arrangements - continued

Work undertaken and the results of our work - continued

HMICFRS’s 2019 report identified 6 causes of concern which resulted in the Force being issued with 30 recommendations. The Force was also given 7 new areas for improvement in addition to the 10 which remain
outstanding from previous inspections - a total of 17. The Force also had 9 national PEEL recommendations that relate to a national cause of concern for ‘all forces’ - a total of 56 individual elements of service
improvement. The Force also had 7 outstanding National Child Protection Inspection recommendations and a cause of concern relating to Crime Data Integrity with 3 recommendations. The 56 individual elements
formed the focus for service improvement activity within the Force but there were a total of 118 areas for improvement or recommendations highlighted for the Force from all inspection activity; local, national and
thematic. The identified causes of concern are summarised below:

* Prevention (Page 11) - The force does not appropriately prioritise crime prevention. There is a lack of strategic direction, and the force does not allocate enough resources to prevention work. Staff who carry out
prevention work lack an understanding of the priorities they should be tackling.

» Protecting vulnerable people (Page 12) - Cleveland Police is failing to respond appropriately to vulnerable people, including children. It is missing opportunities to safeguard them and is exposing them to risk;

» Understanding demand and strategic planning (Page 13) - Cleveland Police does not adequately understand the demand it faces. A thorough understanding of demand is required to underpin all strategic
planning. This failure means it does not have coherent workforce and financial plans to meet demand and deliver the necessary outcomes;

» Public engagement, communication and scrutiny (Page 13) - Cleveland Police does not adequately engage with local communities. This lack of engagement means that public expectations do not sufficiently
influence force priorities and changes to the services it provides. The public also has a limited role in scrutinising the force and helping it to improve;

» Ethical behaviour and culture (Page 14) - Many senior leaders (superintendent and chief officer ranks, and senior police staff managers) are not consistently demonstrating ethical behaviour. The inappropriate
behaviour of senior leaders within Cleveland Police is so profound that it is affecting the efficiency and effectiveness of the force; and

+  Workforce engagement and communication/treating the workforce fairly (Page 14) - Cleveland Police does not consistently treat its workforce with fairness and respect. It does not effectively communicate
with or engage its workforce; its processes are not perceived to be fair and it does not understand its workforce well enough to support them.

The Force has undertaken a significant amount of work to address the causes of concern and recommendations, setting up six workstreams within a dedicated improvement programme. Delivery of the
improvements is monitored through the Futures Board and the Managing Demand Board, with oversight from the HMICFRS led Police Performance Oversight Group (PPOG). We have reviewed the PPOG ‘Road to
Improvement’ reports and other related reports and also discussed progress with officers and HMICFRS. We have also considered the most recent HMICFRS reviews of Cleveland Police in 2020 and 2021, which
are summarised on pages 11 to 14 of this report.

Introduction Audit of the financial statements Commentary on VFM arrangements Other reporting responsibilities and our fees
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3. VFM arrangements — Risks of Significant Weakness & Work Undertaken

Risks of significant weaknesses in arrangements - continued

Work undertaken and the results of our work - continued

Preventing Crime and Tackling Anti-social Behaviour (Cleveland Police cause of concern revisit — Preventing crime and tackling anti-social behaviour)

HMICFRS reviewed progress against this cause of concern between 7 June and 24 June 2021. The HMICFRS letter to Cleveland Police on 19 August 2021 highlighted progress with all four cause of concern
recommendations. While it is taking more time to implement than some of the other concerns, HMICFRS recognised that progress had been impacted by the COVID-19 pandemic. HMICFRS highlighted progress in
several key areas including:

» Improved strategic direction communicated through the force’s crime priorities, identified in its annual assessment of crime and threat.
» Further guidance and direction through a range of new and revised strategies, policies, guidance and toolkits.

» Putting in place improved governance through strategic performance meetings, senior leadership meetings and working groups.

* The reintroduction of a more consistent approach to problem solving.

* Better publishing messages about crime prevention.

+ Effort to better understand the needs of its local communities.

However, further progress is needed in several areas, including:

» The overall co-ordination of prevention activity. A superintendent had recently been appointed to provide this co-ordination from within the community safety team.

* The content and quality of problem-solving plans.

» Developing a co-ordinated approach in prioritising the volume of messages and other prevention activity from across the force, and ensuring that they align to both force and local priorities.

» Understanding how effective approaches are in solving problems longer term, and which approaches are having the most positive impact to sustain a reduction in calls, crime and harm.

» Using information and intelligence to determine; the purpose of each set of information, how it all works together, and how to best use this to keep neighbourhood teams and the community safety team informed
about policing the local areas.

» Ensuring that local concerns reflect all communities living in Cleveland.
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3. VFM arrangements — Risks of Significant Weakness & Work Undertaken

Risks of significant weaknesses in arrangements - continued

Work undertaken and the results of our work - continued

Integrated Vulnerability Inspection Post-Inspection Review (Integrated vulnerability inspection post-inspection review)

Between 2017 and 2019, HMICFRS carried out three inspections into various areas of Cleveland Police’s work. These inspections all raised serious concerns about how the Force kept people safe and reduced
crime, and the poor service the force was providing to vulnerable people was a common theme. In November 2020, HMICFRS returned to review the progress the force had made in responding to the

recommendations from all three inspections that specifically relate to how the force protects vulnerable people.

As noted in the report, HMICFRS found that the Force has made progress in most areas relating to the protection of vulnerable people, but it needs to continue to improve to achieve a good standard of service.
HMICFRS recognise the scale of the task for the Force, and that some areas will take longer to address. However, they remain concerned about the limited progress made in some areas, despite the Force’s efforts

to improve.

In terms of next steps, HMICFRS noted that Cleveland Police must continue with the positive improvements it has made to ensure that the service provided to all victims of crime is of a good standard in all respects.

It has made good progress in most areas but it must do more to provide consistently good outcomes for vulnerable people, including children, who need help and protection.
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3. VFM arrangements — Risks of Significant Weakness & Work Undertaken

Risks of significant weaknesses in arrangements - continued

Work undertaken and the results of our work - continued

Understanding Demand and Strategic Planning (Cleveland Police cause of concern revisit — understanding demand and strategic planning)

HMICFRS reviewed progress against this cause of concern between 11 May and 21 June 2021. The HMICFRS letter to Cleveland Police on 3 September 2021 highlighted progress with all three cause of concern
recommendations. HMICFRS highlighted that the Force now better understands the demand it faces but had not reviewed all of its operational areas. Senior leaders are involved in the annual process of
understanding demand and resourcing, which informs its force management statement. It now has a more structured approach but recognises that there is still more to be done in this area. It now has all the
documents required for strategic planning, including: a strategic threat and risk assessment; a force management statement; an operating model informed by an understanding of most operational demand (but not
yet all); a workforce plan for police officers; and a long-term financial plan. HMICFRS highlighted the need to incorporate all these documents and plans into an overarching strategic planning cycle to allow it to set
crime and organisational priorities together, and sooner, before the next financial year begins.

Public Engagements and Scrutiny (Cleveland Police cause of concern revisit — public engagement and scrutiny)

HMICFRS reviewed progress against this cause of concern between 7 June and 29 July 2021. The HMICFRS letter to Cleveland Police on 2 September 2021 highlighted progress with all four cause of concern
recommendations and acknowledged that any engagement with local communities, and scrutiny by people outside the force, have been affected by COVID-19 and the restrictions brought in regarding face-to-face
contact. HMICFRS highlighted progress in several key areas including:

* Improvements in the way it communicates with the public, communicating more frequently and openly, and using a variety of methods.
* A new engagement strategy setting out what is expected of officers and staff.

» More work to understand its local communities and exploring ways it can better communicate and engage with the public.

» Improving local scrutiny of stop and searches.

However, further progress is needed in several areas, including:

» Ensuring its plans reflect the specific communities that live across its area.
» Improving data quality to ensure it is comprehensive, reliable and accurate before it is provided to an independent group for scrutiny and used as an accurate assessment of performance.
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3. VFM arrangements — Risks of Significant Weakness & Work Undertaken

Risks of significant weaknesses in arrangements - continued

Work undertaken and the results of our work - continued

Ethics and Culture (Cleveland Police cause of concern revisit — ethics and culture)

HMICFRS reviewed progress against this cause of concern between 12 April and 25 May 2021. The HMICFRS letter to Cleveland Police on 17 August 2021 highlighted progress that has been made and that this is
starting to show in the positive culture and behaviours displayed by many in the workforce. As a result of the review, two of the four cause for concern recommendations have been signed off. The HMICFRS
recognised the positive progress made and the commitment it has taken from most of Cleveland Police’s workforce to make this happen. They noted that while there is still more to do, there has been significant
investment in embedding new governance, changing processes, adding additional posts, and training and communication with the workforce.

Workforce, Communication and Fair Treatment (Cleveland Police cause of concern revisit - workforce, communication and fair treatment)

HMICFRS reviewed progress against this cause of concern between 12 April and 25 May 2021. HMICFRS’ letter of 29 June 2021 highlighted progress the Force has made and that this is reflected in the workforce’s
experiences. As a result of the HMICFRS review, five of the seven original cause for concern recommendations have been signed off. HMICFRS also recognised the commitment it has taken from Cleveland
Police’s workforce to make this happen, not least during the COVID-19 pandemic and that there has been significant effort in getting some of the human resource basics in place and working. This includes moving
244 staff returning from a private provider back under Force supervision. HMICFRS also noted the workforce’s willingness to engage, which has helped the Force make these improvements. There is a need for
further progress in ensuring that, when staff are asked to provide their views, they can see what has happened as a result.
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3. VFM arrangements — Risks of Significant Weakness & Work Undertaken

Risks of significant weaknesses in arrangements - continued

Work undertaken and the results of our work — continued

Overall conclusion

Notwithstanding the Force’s progress in securing improvement since the 2019 HMICFRS report, in our view HMICFRS inspection activity during 2020 and 2021 continues to highlight significant weaknesses in the
Chief Constable’s arrangements to fully address recommendations in several significant aspects of its operations, particularly the pace of change in fully addressing the weaknesses identified in HMICFRS reports.
This is also an issue for the PCC who holds the CC to account. A significant weakness has therefore been identified in relation to Financial Sustainability, Governance and Improving Economy, Efficiency and

Effectiveness, which is covered in more detail on page 16 and page 17 of this report. Recognising the different roles of the CC and PCC, we have reported a different significant weakness and recommendation for
each party.
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3. VFM arrangements - |dentified significant weaknesses and our recommendations

Identified significant weaknesses in arrangements and recommendations for improvement - Chief Constable for Cleveland

We have identified significant weaknesses in both the PCC and CC’s arrangements to secure economy, efficiency and effectiveness it their use of resources. The table below sets out the identified significant weaknesses relating

to the Chief Constable along with our recommendations for improvement.

Identified significant weakness in arrangements

Our views on the actions
taken to date

Financial Sustainability, Governance and Improving Economy, Efficiency and
Effectiveness

In 2019 HMICFRS assessed the Force as ‘Inadequate’. The overall assessment from
HMICFRS was that Cleveland Police’s performance was inadequate and had declined
considerably since the last assessment. Key causes of concern were identified as
prioritising crime prevention, protecting vulnerable people, understanding demand and
strategic planning, community engagement, ethical behaviour and treatment of the
workforce. As a result of the assessment, Cleveland Police have been placed into
HMICFRS’s national oversight process.

Since the 2019 inspection, HMICFRS has carried out further inspections, including a series
a series of ‘Cause of Concern Revisits’ between April and June 2021, to assess the
progress the Force has made in addressing the causes of concern highlighted by
HMICFRS. HMICFRS’ Reports and Letters, issued after these visits, highlighted
improvements in many areas since the initial report in 2019 but also noted that the pace of
improvement has not been as quick as expected and more work is required to address the
outstanding areas for improvement and embed new arrangements that have been put in
place.

In our view, HMICFRS’ concerns around the Chief Constable’s progress in addressing the
wide-ranging identified weaknesses represent a significant weakness in arrangements in
relation to Financial Sustainability, Governance and Improving Economy, Efficiency and
Effectiveness.

The Chief Constable needs to fully address the weaknesses identified in the 2019
HMICFRS inspection, and subsequent revisits, as these weaknesses adversely impact
upon the quality and safety of services provided to service users, the wider public, police
officers and police staff, and may lead to further action by HMICFRS.

Introduction

Audit of the financial statements

Flne_mcw_ll_ Governance Improving the Recommendations for improvement
sustainability 3Es
We recommend that the Chief Constable
should increase the pace of its response
to the HMICFRS report, to:
] o o «  address the causes of concern,

recommendations and areas for
improvement within the HMICFRS
report; and

. review and improve arrangements
for ensuring appropriate action and
progress is achieved against
improvement recommendations
raised by HMICFRS.

Commentary on VFM arrangements

The CC has been working
through HMICFRS’
recommendations and has
made some good progress to
date. However, there is much
still left to complete.

As part of our 2021/22 audit,
we will follow up progress in
implementing further actions
to address the weaknesses

identified by HMICFRS.
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3. VFM arrangements - |dentified significant weaknesses and our recommendations

Identified significant weaknesses in arrangements and recommendations for improvement — Police and Crime Commissioner for Cleveland

We have identified significant weaknesses in both the PCC and CC’s arrangements to secure economy, efficiency and effectiveness it their use of resources. The table below sets out the identified significant weaknesses relating

to the Police and Crime Commissioner along with our recommendations for improvement.

Identified significant weakness in arrangements

Financial
sustainability

Governance

Improving the
3Es

Recommendations for improvement

Our views on the actions
taken to date

Financial Sustainability, Governance and Improving Economy, Efficiency and
Effectiveness

In 2019 HMICFRS assessed the Force as ‘Inadequate’. The overall assessment from
HMICFRS was that Cleveland Police’s performance was inadequate and had declined
considerably since the last assessment. Key causes of concern were identified as
prioritising crime prevention, protecting vulnerable people, understanding demand and
strategic planning, community engagement, ethical behaviour and treatment of the
workforce. As a result of the assessment, Cleveland Police have been placed into
HMICFRS’s national oversight process.

Since the 2019 inspection, HMICFRS has carried out further inspections, including a series
a series of ‘Cause of Concern Revisits’ between April and June 2021, to assess the
progress the Force has made in addressing the causes of concern highlighted by
HMICFRS. HMICFRS’ Reports and Letters, issued after these visits, highlighted
improvements in many areas since the initial report in 2019 but also noted that the pace of
improvement has not been as quick as expected and more work is required to address the
outstanding areas for improvement and embed new arrangements that have been put in
place.

HMICFRS’ concerns around the Chief Constable’s progress also represent an issue for the
Police and Crime Commissioner who is elected by the public to hold the Chief Constable
and the Force to account. In our view, HMICFRS’ concerns over progress in addressing
the wide-ranging identified weaknesses also represent a significant weakness in the
arrangements of the Police and Crime Commissioner in relation to Financial Sustainability,
Governance and Improving Economy, Efficiency and Effectiveness.

Introduction

Audit of the financial statements

Commentary on VFM arrangements

We recommend that the Police and
Crime Commissioner continues to
ensure that robust monitoring and
reporting processes are in place, and
that challenge, scrutiny and escalation
arrangements drive the required
improvements to the Force.

These arrangements should both sustain
the progress made to date and also
increase the pace of change in
implementing the actions taken by the
Chief Constable to address the issues
raised by HMICFRS

The CC has been working
through HMICFRS’
recommendations and has
made some good progress to
date. However, there is much
still left to complete. The PCC
has a role in driving further
improvement.

As part of our 2021/22 audit,
we will follow up progress in
driving further improvement.
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3. VFM arrangements — Financial Sustainability

Overall commentary on the Financial Sustainability reporting criteria

How the PCC and CC identify significant financial pressures that are relevant to short and medium-term
plans

HMICRFS identified understanding demand and strategic planning as a cause for concern. In September 2021
HMICFRS noted that the Force had made progress in respect of their cause of concern recommendation and
better understands the demands it faces but that it had not reviewed all of its operational areas. In our view this
is evidence of a significant weakness in arrangements for planning finances to support the sustainable delivery
of services.

The PCC and CC is required to set a balanced budget on an annual basis and to agree a reserves strategy to
manage longer-term risk. The PCC and CC has developed a Long Term Financial Plan (LTFP) covering a 4
year timeframe from 2021/22 to 2024/25. The primary aim of the plan is to ‘maintain financial stability and
protect service provision’.

The financial position throughout the year was reported to the Scrutiny, Delivery & Performance Meetings as
evidenced by our review of minutes. The overall position for the group was an underspend of £0.997m (PCC
£0.91m and the CC £0.08m). Overall, this represents a total underspend of 0.64% against the group budget.

How the PCC and CC plan to bridge funding gaps and identify achievable savings

The current 4 year LTFP incorporates savings of £0.747m but there remains a funding gap of £0.667m (0.46%
of the gross budget). These savings are to be allocated across the Force and this will be monitored as part of
the monthly financial reporting cycle. Previous performance has shown that the CC has been able to deliver the
savings programme and successfully balance their budgets.

Total usable reserves as at 31 March 2021 (including grants) was £17.6m comprising the general fund of
£5.05m, earmarked reserves of £8m and grants and capital receipts of £4.6m. Based on the LTFP, general
fund balances are expected to remain at £5.042m to the end of 2024/25 in line with policy. Therefore, any
additional budget pressures will be expected to be addressed within the existing resources unless there are
specific earmarked reserves set aside. The total of earmarked reserves was forecast to reduce to £4.7m by the
end of 2024/25, however this was originally based on a projected balance of £6m as at 31 March 2021 whereas
the actual balance was £8m so the overall position has improved. There is expected to be minimal grants and
capital grants remaining by the end of 2024/25. In the current uncertain environment, clarity on future funding is
essential and this will still require careful monitoring given the projected levels of reserves set out in the LTFP.

Introduction Audit of the financial statements

Commentary on VFM arrangements

How the PCC and CC plan finances to support the sustainable delivery of services in accordance with
strategic and statutory priorities

The PCC and CC have strategic and statutory priorities in the Force Management Strategy, Police and Crime
Plan and Operational Plan as well as Estates and ICT plans. The LTFP is subject to consultation to ensure that
all budget pressures are identified and is signed off by the Executive. It sets out the revenue and capital
spending plans that underpin delivery of the Force’s Towards 2025 strategy - The Road to Improvement and
the key objectives set out within the Police and Crime Plan.

In-year monitoring reports detail the pressures faced by the PCC and CC, whether savings are being achieved,
and if resources need to be redirected to areas in need and to meet priorities. Our review of the LTFP did not
identify a reliance on significant ‘one off’ measures to balance the budget or unplanned use of reserves.

How the PCC and CC ensure that financial plan and other plans are consistent

The PCC and CC have strategic and statutory priorities in the Force Management Strategy, Police and Crime
Plan and Operational Plan as well as Estates and ICT plans. Capital and investment plans are prepared at the
same time as the LTFP and are linked to the revenue budget.

The LTFP includes the capital financial plan which is also linked to the capital strategy and has direct links with
other plans such as the Estates Strategy and Digital Policing Strategy. The strategy provides a mechanism by
which the capital investment and financing decisions can be aligned and this forms a key part of the LTFP and
the Treasury Management Policy.

Other operational planning and its impact on the LTFP is also considered, together with the impact of working
with other public bodies. Risk management is also considered in terms of financial plans and risk-registers are
updated and reported to the Joint Independent Audit Committee throughout the year.

The PCC and CC consider the updated financial position at various stages throughout the year and this allows

for Member scrutiny and challenge. The latest LTFP update was considered at the February 2021 budget
setting meeting and included a review of the PCC'’s reserves.
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3. VFM arrangements — Financial Sustainability

Overall commentary on the Financial Sustainability reporting criteria - continued

How the PCC and CC identify and manage risks to financial resilience

Within the LTFP, there are a number of key risks identified including changes in key assumptions and also
changes in demand or activity which may impact on the overall LTFP. We note that there are mitigations in
place and reserves available that could cushion the organisation from immediate financial issues. Our review of
the LTFP identified no evidence of significant reliance on reserves to cover unplanned spend. Planned use of
reserves is mainly for capital purposes to reduce reliance on long term borrowing.

The PCC and CC have an established risk management framework and the Joint Independent Audit Committee
receives risk management updates as evidenced by our review of minutes and our attendance at meetings
during the year.

We reviewed the reports presented to the Scrutiny, Delivery and Performance Committee during 2020/21 which
reported the monthly and yearly forecast outturn position. These reports contain evidence of a summary of the
PCC and CC’s performance, detailing significant variances and providing explanations of the causes.

There remains a significant weakness in the CC’s arrangements for understanding demand and
allocating resources according to those demands. Although there have been steps taken to improve
arrangements, this significant weakness will only be removed when HMICFRS report a change in its
assessment level from Inadequate.

The significant weakness in relation to the PCC is limited to holding the CC to account for improvement
in this aspect of the Force’s arrangements.

We have highlighted significant weaknesses in arrangements and made recommendations for
improvement, as outlined on pages 20 and 21.

It is important to recognise that there are many positive findings in relation to the CC and PCC’s

arrangements for financial sustainability, and the significant weaknesses are limited to the aspects
highlighted above.
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3. VFM arrangements — Governance

Overall commentary on the Governance reporting criteria

How the PCC and CC monitor and assess risk and how the PCC and CC gain assurance over the
effective operation of internal controls, including arrangements to prevent and detect fraud

The Force has a joint corporate governance framework with the PCC which sets out the way that the two
organisations govern, both jointly and separately and is subject to review on an annual basis. The framework
includes Contract Standing Orders, Financial Regulations and the Scheme of Delegation and clarifies the roles
and responsibilities of chief officers.

Decisions are required to adhere with the Police and Crime Commissioner for Cleveland and Cleveland Police
Corporate Governance Framework including Contract Standing Orders, Financial Regulations and Schemes of
Delegation. The governance arrangements require that the Force considers the appropriate legal, financial,
human resources and other professional advice as part of the decision-making process.

The PCC and CC have approved a code of corporate governance, which is consistent with the seven principles
of good governance as identified in the CIPFA/SOLACE 2016 Framework — “Delivering Good Governance in
Local Government”. The Code sets out the mechanisms for monitoring and reviewing the PCC and CC’s
Corporate Governance arrangements underpinning the PCC and CC’s Annual Governance Statement. As part
of our audit procedures we considered the PCC and CC’s Annual Governance Statement. In their letter on 17
August 2021 HMICFRS revisited the causes of concern they had identified in respect of ethics and culture and
confirmed they were not yet satisfied that the Code of Ethics principles and behaviours are embedded. This is
evidence of a significant weakness in arrangements for ensuring appropriate standards in of behaviour.

The PCC and CC have a shared outsourced internal audit service (RSM) and agree a programme of internal
audit work at the start of each financial year. Internal Audit report to the Chief Finance Officers for the PCC and
CC and the Joint Independent Audit Committee. Internal audit work is planned using a risk-based approach that
aims to provide an effective internal audit service and ensure that the Chief Finance Officers’ responsibilities
under Section 151 are fulfilled.

The Joint Independent Audit Committee received regular updates on the audit plan throughout the year and has
responsibility for monitoring and reviewing the risk, control and governance processes and associated
assurance processes to ensure internal control systems are effective and that policies and practices are in
compliance with statutory and other regulations and guidance. This includes considering the work of External
Audit and Internal Audit and making recommendations concerning relevant governance aspects of the
Constitution. The Joint Independent Audit Committee monitors management actions in response to
recommendations and this is reported on a regular basis. The Committee challenges management if
recommendations are not implemented within the agreed timeframe.

Introduction Audit of the financial statements

Commentary on VFM arrangements

The PCC and the CC has a Counter Fraud and Corruption Policy which was updated in February 2020 and
takes part in the National fraud Initiative.

The Head of Internal Audit Opinion concluded in 2020/21 that “The organisation has an adequate and effective
framework for risk management, governance and internal control. However, our work has identified further
enhancements to the framework of risk management, governance and internal control to ensure that it remains
adequate and effective”

There were three negative opinions issued in 2020/21 and we are informed that these will be followed up during
2021/22 to ensure that recommendations are being actioned as required.

The PCC and CC maintain a strategic risk register along with operational risk registers for each business area.
Strategic risks are reviewed on a bi-monthly basis at the Risk and Governance Board with further scrutiny by
the Joint Independent Audit Committee.

How the PCC and CC approach and carry out annual budget setting

The LTFP recognises the risks and uncertainties facing the PCC and CC in terms of future cost pressures,
funding arrangements, volatile income levels and potential variations in the costs of the delivery of services. We
have considered the budget setting arrangements through review of minutes and discussions with officers.

How the PCC and CC ensure effective processes and systems are in place to ensure budgetary control;
to communicate relevant, accurate and timely management information (including non-financial
information where appropriate); support the statutory financial reporting requirements; and ensure
corrective action is taken where needed

A plan and timetable is agreed and followed, with the annual preparation of a detailed revenue budget and
Long Term Financial Plan in February/March each year. See the Financial Sustainability section above for
further detail of our review of the LTFP.

Monthly budget monitoring reports are provided to all budget holders and regular meetings are held with

Finance staff to discuss variances. Quarterly forecast of outturn reports are produced and presented to the
Scrutiny, Delivery and Performance committee.
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3. VFM arrangements — Governance

Overall commentary on the Governance reporting criteria - continued

As part of the response to the HMICFRS Report, a performance management strategy and performance
measurement framework has been developed which includes performance indicators alongside additional
qualitative information. The Force undertakes a detailed monthly performance assessment which is presented
to the bi-monthly Strategic Performance Improvement Board and multiple thematic delivery and assurance
groups in the form of exception reports.

We have reviewed the PCC and CC’s minutes and confirmed there was regular reporting of the financial
position during the 2020/21 financial year. This included detail of movements in the budget. The PCC and CC
has a good record of delivering against the budget.

Our audit of the financial statements did not identify any matters to indicate a significant weakness in the
accuracy of the financial information reported or the process for preparing the accounts. It is our experience
that management takes action to address audit matters in a timely and appropriate manner.

How the PCC and CC ensure properly informed decisions are made, supported by appropriate evidence
and allowing for challenge and transparency

The Force has a joint corporate governance framework with the PCC. Decision making is carried out in
accordance with the Police and Crime Commissioner for Cleveland and Cleveland Police Corporate
Governance Framework including Contract Standing Orders, Financial Regulations and Schemes of
Delegation. In their letter on 3 September 2021, HMICFRS revisited the causes of concern they had identified
in respect of understanding demand and strategic planning and confirmed they were not yet satisfied that
senior leaders were provided with the relevant information, support and skills to inform their understanding of
demand. This evidence of a significant weakness in arrangements for ensuring properly informed decisions are
made.

The Force’s Chief Officer Team meets on a weekly basis and the Executive Management Board meets on a bi
monthly basis. For each meeting the decisions made and actions allocated are recorded. The OPCC maintains
oversight and scrutiny of the Force decision making through weekly meetings with the Chief Constable, the
receipt of update reports to the scrutiny meetings and by attending the Strategic Performance Improvement
Board. Reports presented to the OPCC are available on the PCC’s website.

Introduction Audit of the financial statements

Commentary on VFM arrangements

Since March 2020 the PCC and CC, in common with the whole of the UK, has been affected by the Covid 19
pandemic. A COVID-19 plan was produced and a command approach was used across all areas such as
communities, people and HR, operations, crime, logistics, and the Control Room. This has enabled the
continuation of the PCC and CC’s governance arrangements and enabled its internal system of controls to
continue to function.

As noted in the PCC’s Annual governance Statement, one of the areas which requires continued focus is the
need to ensure openness and comprehensive stakeholder engagement. Engagement with the public and
external scrutiny of the force is a cause of concern reported by HMICFRS and, while progress was noted in the
follow up letter on 2 September 2021, the Force’s response to the recommendations is still in progress. This is
evidence of a significant weakness in arrangements for taking informed decisions allowing for challenge and
transparency.

How the PCC and CC monitor and ensure appropriate standards are maintained

The PCC and CC’s Joint Governance Framework sets out how the PCC and CC operates, how decisions are
made and the procedures which are followed to ensure that decisions are transparent, and accountable to local
people. As noted above, HMICFRS inspection and follow up correspondence confirms the significant weakness
in arrangements for making informed decisions and monitoring and ensuring proper standards are maintained.

The Force has a Standards and Ethics Department and operates a Whistle-blowing Policy. Declarations of
interests and gifts are expected to be declared to the Standards and Ethics Department. Related parties are
recorded on an annual basis and disclosed in the statement of accounts as well as senior officer
remunerations. As we noted previously, HMICFRS revisited the causes of concern they had identified in
respect of ethics and culture and confirmed they were not yet satisfied that the Code of Ethics principles and
behaviours are embedded. This evidence of a significant weakness in arrangements for ensuring appropriate
standards in of behaviour.

The Annual Governance Statement (AGS) is published and reviews the effectiveness of the PCC and CC'’s
Governance Framework.
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3. VFM arrangements — Governance

Overall commentary on the Governance reporting criteria - continued

There is regular reporting of treasury management activity that details the PCC and CC'’s investments, cash
and borrowing positions. The Treasury Management Strategy was approved ahead of the 2020/21 financial
year and sets out the PCC and CC’s measures against which treasury management can be assessed. The
measures include those designed to mitigate risk to the PCC and CC’s finances.

One of the significant governance issues raised in the 2018/19 AGS, and also in 2019/20 and 2020/21, was
that significant doubt had been raised on the extent to which the PCC can place reliance on the governance
processes within the Force, with particular emphasis on the assurance around operational performance and the
information subsequently provided. Further work will be undertaken by the PCC and CC to strengthen this
moving forward through the development of the new performance focused Police and Crime Plan incorporating
the new requirement for PCCs to measure performance against the National Crime and Policing Measures.

In addition, the PCC has also highlighted a significant governance issue in terms of ‘behaving with integrity,
demonstrating strong commitment to ethical values, and respecting the rule of law’. The PCC will continue to
oversee and hold to account the Force for the Professional Standards and Ethics within the Force and the
implementation of the actions resulting from all reviews in this area. It is also now noted that the awareness,
mechanisms, processes and comfort for people to raise concerns within the Force should be reviewed to
ensure that they are fit for purpose. This specific area will therefore be looked at within the Internal Audit
programme as part of the review of Whistleblowing. As noted in the PCC’s Annual Governance Statement, this
is a large area of work that is likely to extend across multiple financial years.

Due to identified weaknesses in the PCC’s and the CC’s arrangements, particularly the pace of change
in fully addressing the recommendations identified in the 2019 HMICFRS report and subsequent ‘Cause
of Concern’ letters, we have highlighted significant weaknesses in arrangements and made
recommendations for improvement, as outlined on pages 16 and 17.
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3. VFM arrangements — Governance

Overall commentary on the Improving Economy, Efficiency and Effectiveness reporting criteria

How financial and performance information has been used to assess performance to identify areas for
improvement

HMICFRS identified understanding workforce, communication and fair treatment as a cause of concern and
while their letter on 29 June 2021 recognises that improvements have been made, they note that the Force’s
response to some recommendations are still in progress. One such recommendation focuses on the need to
involve the workforce in decision making, listening to their feedback, acting on it, and communicating action
taken. This is evidence of a significant weakness in arrangements for using performance information to improve
the way the Force manages and delivers its services.

As part of the response to the HMICFRS Report, a performance management strategy and performance
measurement framework has been developed for 2021/22 which is supported by performance indicators which
are tracked and monitored alongside other performance information. A formal Strategic Performance Outcome
Framework has been produced which seeks to provide greater clarity around aims and areas of focus.

The Force undertakes a detailed monthly performance assessment which reviews current performance against
strategic policing priorities. The results of the performance assessment are presented to the bi-monthly
Strategic Performance Improvement Board and multiple thematic delivery and assurance groups, in the form of
an ‘exception report’ with current and emerging ‘performance threats’ identified in terms of both direction (over
time) and delivery (against a specified level of service delivery).

We reviewed the reports presented to the Scrutiny, Delivery & Performance Meetings during 2020/21 which
reported the monthly and yearly forecast outturn position. These reports contain evidence of a summary of the
PCC and CC’s performance, detailing significant variances and providing explanations of the causes.

How the PCC and CC evaluate services to assess performance and identify areas for improvement

As noted in our response to the significant risk, HMICFRS rate Cleveland Police as inadequate. External
inspection activity has identified 118 areas of improvement or recommendations for action. The identified
causes of concern cover a wide range of functions and service activity. This is evidence of a significant
weakness in both the PCC’s and the Force’s arrangements assessing performance and identifying areas for
improvement.

Introduction Audit of the financial statements
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The actions arising from the HMICFRS Report are monitored by the Service improvement Team and by the
PPOG. There are many examples within the PPOG programme where improvements have been made but as
noted in our response to the significant risk, there is much work left to do.

How the PCC and CC ensure they deliver their roles within significant partnerships, engage with
stakeholders identified, monitor performance against expectations, and ensure action is taken where
necessary to improve

There are 4 geographic Independent Advisory Groups (IAG) covering each local authority area, and a Strategic
IAG (SIAG) including senior police officers and staff and the PCC to discuss strategic issues that affect the
whole of the Cleveland policing area.

The Force has a number of collaborative agreements with other police forces to increase resilience and
effectiveness and reduce costs.

The response to the pandemic has included involvement in local and regional collaboration with the Local
Resilience Forum (LRF), other emergency services and local authorities. A series of command meetings at
both a regional and Force level were established to ensure an effective multi agency response as shown in the
AGS.

The Chief Constable has regular meetings with each of the Chief Executives of the local councils, and the Chief
Fire Officer. In addition, the Force works in partnership with the local authorities, and other stakeholders, e.g.
health, education and social care on a range of issues, for example: multi-agency children’s hub, community
safety partnerships, local safeguarding boards, health and wellbeing boards, youth offending boards and the
strategic contest delivery group.

All partnership and collaboration decisions are published by the PCC on the website.
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3. VFM arrangements — Governance

Overall commentary on the Improving Economy, Efficiency and Effectiveness reporting criteria

How the PCC and CC commission or procure services, how the PCC and CC ensure this is done in
accordance with relevant legislation, professional standards and internal policies, and how the PCC
and CC assess whether the expected benefits are realised

Procurement is undertaken through the use of contract standing orders which set out the processes that must
be followed including value for money and there is a procurement team in place.

All major schemes are monitored through project boards.

In 2020/21, Cleveland Police brought Sopra Steria back in house (October 2020) and this was subject to a
business appraisal. A further example is the fleet contract management work on vehicle maintenance.

Due to identified weaknesses in the PCC’s and the CC’s arrangements, particularly the pace of change
in fully addressing the recommendations identified in the 2019 HMICFRS report and subsequent ‘Cause
of Concern’ letters, we have highlighted significant weaknesses in arrangements and made
recommendations for improvement, as outlined on pages 16 and 17.

Introduction Audit of the financial statements Commentary on VFM arrangements
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Section 04:

Other reporting responsibilities and
our fees





4. Other reporting responsibilities and our fees

Matters we report by exception

The Local Audit and Accountability Act 2014 provides auditors with specific powers where matters come to our
attention that, in their judgement, require specific reporting action to be taken. Auditors have the power to:

* issue a report in the public interest;

* make statutory recommendations that must be considered and responded to publicly;

» apply to the court for a declaration that an item of account is contrary to the law; and

* issue an advisory notice.
We have not exercised any of these statutory reporting powers.

The 2014 Act also gives rights to local electors and other parties, such as the right to ask questions of the
auditor and the right to make an objection to an item of account. We did not receive any such objections or
questions.

Reporting to the NAO in respect of Whole of Government Accounts
consolidation data

The NAO, as group auditor, requires us to complete the WGA Assurance Statement in respect of its
consolidation data.

We received group instructions from the National Audit Office on 21 July 2022 in relation to Whole of
Government Accounts work. The firm has raised a query in relation to these instructions and once this has
been answered, we will be able to complete work on the Whole of Government Accounts return and issue our
audit certificate to formally close the 2020/21 audit.
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4. Other reporting responsibilities and our fees

Fees for work as the PCC’s and the CC’s auditor

We reported our proposed fees for the delivery of our work under the Code of Audit Practice in our Audit Strategy Memorandum presented to the Joint independent Audit Committee in March 2021. Having completed our work for
the 2020/21 financial year, we can confirm that our fees are as follows:

PCC and Group

Area of work 2019/20 fees 2020/21 fees

Planned fee in respect of our work under the Code of Audit Practice £26,045 £26,045

Recurring increases in the base audit fee arising from regulatory pressures

£5,242 £5,242
for the PCC (recurring)
One-off fee increases for 2019/20 specific issues £2,724 £nil
Additional fees in respect of the new VFM approach (recurring) £nil £6,000
Additional fees in respect of new ISA540 requirements in relation to chil £1.900
Accounting estimates and related disclosures (recurring) '
Total fees £34,011 £39,187

Additional fees are subject to Public Sector Auditor Appointments (PSAA) approval. Amounts are excluding VAT.
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4. Other reporting responsibilities and our fees

Fees for work as the PCC’s and the CC’s auditor - continued

CcC
Area of work 2019/20 fees 2020/21 fees
Planned fee in respect of our work under the Code of Audit Practice £11,550 £11,550
Recurring increases in the base audit fee arising from regulatory pressures £2.360 £2.360
for the CC (recurring)
One-off fee increases for 2019/20 specific issues £2,254 £nil
Additional fees in respect of the new VFM approach (recurring) £nil £5,000
Additional fees in respect of new ISA540 requirements in relation to il £600
Accounting estimates and related disclosures (recurring)

£16,164 £19,510

Total fees

Additional fees are subject to Public Sector Auditor Appointments (PSAA) approval. Amounts are excluding VAT.

Introduction Audit of the financial statements Commentary on VFM arrangements Other reporting responsibilities and our fees
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Gavin Barker, Director — Public Services

Mazars

The Corner

Bank Chambers

26 Mosley Street
Newcastle upon Tyne
NE1 1DF

Mazars is an internationally integrated partnership, specialising in audit, accountancy, advisory, tax
and legal services*. Operating in over 90 countries and territories around the world, we draw on the
expertise of 40,400 professionals — 24,400 in Mazars’ integrated partnership and 16,000 via the
Mazars North America Alliance — to assist clients of all sizes at every stage in their development.

*where permitted under applicable country laws.
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Audit Committee OPEN SESSION Minutes - Sept 2022 - Edit 14.12.2022.pdf
Minutes of the Joint Cleveland Audit Committee
Open Session

A meeting of the Joint Audit Committee was held on Thursday 29" September 2022.
Present: Joanne Gleeson (Chair), Gill Rollings, Andy Prest and Liz Hall.
Officials:

Office of the Police and Crime Commissioner:
Michael Porter, Chief Finance Officer

Lisa Oldroyd, Chief Executive and Monitoring Officer
Louise Brown, Executive Assistant (minute taker)
Emma Keay, Executive Assistant

Cleveland Police:

lan Wright, Director of Finance and Assets

Gill Currie, HMIC Liaison Officer

Liz Byrne, Service Improvement Programme Manager
Claire Wrightson, Head of Procurement and Fleet
Phil Brooke, Information Security Manager

External Audit — Mazars:

Gavin Barker
Campbell Dearden

Internal Audit — RSM:

Philip Church

Apologies for Absence.

Stuart Green

850 - Declarations of interests

No declaration of interests were raised.

851 — Item 3: Open Minutes of the previous meeting held on 30" June 2022

The Chair presented the minutes and provided an opportunity for any errors or issues to be raised.
The Chair thanked Heidi Spencer for producing thorough minutes. The actions documented in the
minutes were updated, 828, 829, and 832 all follow as meeting agenda items. 834 — no further
clarification has been received by members.

It was agreed that:

o  The minutes of the meeting held on 30th June 2022 signed as a true record.

e IW to provide further details on the median hourly rate gap between males and females to
members before the December meeting.





852 — Item 4: Towards 2025 Update — Liz Byrne

LB provided key points from the report, indicating that the programme is still reporting as red as
previously discussed in the autumn Change Board, where direction was given to workstreams leads to
review what they can achieve with the resources available. Leapwise have been reviewing the current
Force strategy, where no further decisions will be made until their report has been formally confirmed.
However, early feedback has indicated that the programme is the correct one for the Force but
resourcing and investment is an issue. LB noted that it is an incredibly difficult time with the current
employment market and recruitment difficulties which seem to be more of an issue than funding.

There are now high-level benefits across every work stream. These are summarised within the control
document in the appendices. This information being available in one place is new to the organisation
and means the relevant disciplines within the programme are now there.

The links for the costings for the benefits are available for circulation if required.

LH asked for an update regarding the recent capacity issues with Netcall automated switchboard. LB
confirmed it is due to go live on the 12" October 2022 following the completion of further testing, but
they are confident the problems have been resolved.

LH also asked if there has been any change on recruiting IT and HR personnel. LB explained the
requirements for the programme link into decision making and the results of the Leapwise report.
This will then dictate what resources are required to deliver the approach. IW added finding people
with the correct skills and recruitment in ICT is still a challenge. There is a current initiative to recruit
back retired Police Officers to fulfil various roles which is proving to be working well and is reducing
the burden on the Vetting Team. There have been further resignations, with risk of even more,
predominantly within the Corporate Services Team due to a range of factors and they are working to
improve retention. The Chair asked for regular updates with regard to recruitment and retention.

The Chair thanked LB for her input.

It was agreed that:

o The report be noted

853 — Item 5: Force Annual Governance Statement — lan Wright

IW presented the Force Annual Governance Statement (AGS) based on the draft presented in June.

AP raised a question regarding the reflective remarks from key members that have appeared recently
in the press from the Police & Crime Panel meetings concerning the PCC and the
availability/attendance of the Chief Constable and how this group should be addressing that as part
of the governance process. LH suggested in her previous roles within OPCC’s the Chair of the Police
& Crime Panel periodically met with the Chair of the Audit Committee for awareness of what each
group are working on and avoidance of duplication. MP added if there was anything that needed to
be brought to attention of the Audit Committee regarding the functioning governance of the
organisation or the PCC this would be filtered through formally via the report from the Chief Executive
and Monitoring Officer. The Chair requested it be noted the opportunity for the two Committee Chairs
to meet in case it might be of interest to the official Chair, Stuart Green. MP added if there are specific
guestions committee members may have, they could be raised with either MP or LO and official
responses to brough back to future meetings to ensure open and honest working.

No further comments were made in respect of the AGS.





It was agreed that:
e The final report was accepted.
854 — Item 6: Report of the PCC CFO: PCC Annual Governance Statement (AGS) — Michael Porter

MP highlighted that members have had a draft of the report at the previous meeting, and there have
been a few minor changes since the SMT have reviewed the document. The governance issues he
believes will need addressing over the coming year have been added. None of the issues highlighted
should come as a surprise as none are new. He feels that the organisation is making good progress
towards the issue of integrity and the organisation continues to focus on this and hold the Force to
account over their actions.

It was agreed that:
The final report was accepted.
855 — Item 7: Report of the PCC CFO: PCC and CC Final Statement of Accounts — Michael Porter

MP presented the PCC’s statement of accounts, which came in ahead of the statutory deadline. The
audit is now complete, and MP is pleased with the progress been made this year to finalise the
accounts in a timely manner. There aren’t any significant changes since the draft was presented in
June and none of the changes have impacted on the organisations underlying finances in terms of the
outturn. Minor changes include the inclusion of the final figures from the pension fund. MP has no
concerns over the completed document and will sign the document off as complete. The Chair asked
for thanks to be relayed to all concerned in pulling the report together in such a timely manner and to
the Auditors for prioritising.

It was agreed that:
e The final report was accepted.
856 — Item 8: External Audit — Audit Completion Report 2021 — 2022

GB reported on the 2020/21 report. There is now a draft report on the value for money arrangements
which has been with IW & MP. Their comments are currently being incorporated into the report and
the final draft should be available very shortly. The whole of Government accounts for 2020/21 are
now available. Mazars have raised a query regarding the guidance from the National Audit Office and
are still awaiting confirmation but once this is resolved the certificates can be issued and the audit be
brought to a close.

The audit for 2021/2022 is in a much better position and well progressed. There is a concern of a hold
up for Pension Fund Auditor Assurance from Teesside Pension Fund who are being vague as to when
they can deliver their information. The audit target completion date is November, but it has been
suggested it will be after that but essentially, they need that information before they can sign off on
the audit. CD expressed thanks to the competent finance team for their support in providing
information for the report.

CD highlighted some items within his report — page 5, they anticipate giving an unqualified opinion on
the financial statements which are positive. The value for money conclusion is yet to be completed
for 2021/22 but they are looking to report on that within 3 months of signing auditor opinion on the
financial statement. There were no significant issues to raise so far but they are still waiting for the
pensions fund assurance for the pension’s element. There are no other issues to be brought to the
Committee’s attention at this stage.





Page 17 The Summary of misstatements on page 17 details the amendments that have been
identified after the draft statements were produced and have to be updated in the final audited
statements. Revised Actuaries reports were received after the draft statements were produced and
updated the value of assets and liabilities in all pension schemes for the Chief Constable and the
PCC. The movement in values was material and hence required to be reflected in the statement of
accounts.

Page 21 discusses the significant risk regarding value for money which will be looked at through the
inspection report which was previously discussed by LB earlier in the meeting.

The appendices are the draft management representations letter, draft audit report and confirmation
they have no independence issues and all other communications.

The Chair thanked Mazars for the joint report for Cleveland Police and the OPCC. LH asked if the
committee would be able to study the 2020/21 and 2021/22 reports at the next JAC meeting. GB
advised there will be a significant weakness identified and recommendation highlighted in both
reports which will remain until HMICFRS revise their finding around the inadequacy of the Force
although it will recognise some of the progress that has been made since. They are aiming to get the
2021/22 report finalised in January 2023, but comments/updates will be available at the December
meeting. LH acknowledged the issues external audits face and thanked them for prioritising the
2021/22 reports. LH asked if Mazars liaise with HMICFRS. GB advised they do liaise periodically, with
fruitful outcomes, but they deal with different areas and don’t seek to duplicate the territory of others.

Agreed that:

e The final value for money report for 2020/21 be shared with committee members as soon as it
is completed.

857- Item 9: Financial Management Code Assessment Report — lan Wright

IW explained assessment against the CIPFA Financial Management Code which has been applicable
since April 2021. IW reported that the organisation appears to be in a positive position which reflects
the strength of the professional finance function within the Force and has also identified some areas
for improvement which link to the Forces overall improvement journey. The Chair thanked the
Strategic Finance Manager for pulling the report together.

It was agreed that:

The report was accepted.

858 — Item 10: Contract Standing Orders Exemption Report — Claire Wrightson

CW presented the exemption report for March to August 2022., noting that this is the busiest time of
year where there have been 24 tenders received in total covering renewals over the financial year. 18
were for proprietary products or services and 6 operational emergencies. Within the timeframe
strategic contracts were awarded for custody healthcare and custody management services which are

high in value.

AP asked regarding the £20k payment for item 21. Itis an estimated figure based on a 6-month period
with a previous provider for the fleet repairs and maintenance last year.





LH asked how tender for covert operations are sought and if they are appropriate to be in the public
domain. CW explained that anything unsuitable would feature in a similar report but would be
presented within the closed session of the meeting.

The Chair thanked CW and asked for thanks to be passed on to the whole Procurement team for the
work they do.

It was agreed that:
o The report was accepted.
859 & 860 — Item 11& 12: Information Management Report 2020-2021 and 2021-2022

PB noted there is nothing significant within item 11 that hasn’t been carried forward into item 12, the
2021/22 report. Structurally there has been very little change, through the information security board
a greater focus has been placed in assurance. ACC Theaker is currently the SIRO.

PB noted at 4.2 of the report where areas for improvement remain and concerns have been identified
following a recent pen test. The root cause of issues is due to a significant lack of IT resource. There
is an ICT security plan waiting to be presented to the Force Executive Board.

IW added there has been some positive work completed across departments regarding Microsoft 365
and the ICT security health check. It is important to document what is critical and what our risks are
to enable an informed approach to be taken to manage that risk. However, IW is unsure if this is due
to an overall lack of resource or due to the issue not being prioritised appropriately.

AP asked for clarification on item 4.1, the 2-year retention policy that after the 2 years the items will
go to archive not destruction. PB explained it depends on the item, and some will be moved to a
storage location and retained potentially for 100 years but items not marked for retention will be
deleted after the 2-year period. AP expressed concern that we could be removing important data that
could potentially safeguard the Force in cases of litigation. There is also evidence that this can work
in a detrimental way with regard to SARS requests for example.

AP raised concerns regarding the amount of physical hardware that has been reported as lost. PB
advised that there are a number of reasons the figures seem high which are affected by delay in
reporting. The number of lost mobile phones has increased but is still proportionate as the number
of mobile phones issued has also increased. This also includes phones that have been lost but then
found in lockers etc. None of the security incidents have been majority security breaches although
the minor breaches remain relatively high.

The Chair thanked PB for his report and asked for an update from the new SIRO regarding how things
are changing and improving in ICT to ensure the controls and mechanisms are in place.

It was agreed that:

o The report was accepted.

861 — Item 13: PCC Equality and Diversity Monitoring Report — Lisa Oldroyd

LO explained that the report highlights the actions and activities the OPCC have undertaken during
2021/22 in relation to equality and diversity goals, responsibilities in regard to the public sector

equality duty, and key activities undertaken to inform our commissioning processes, consultation,
community engagement, and strength and performance monitoring.





AP asked 4.2 for figures regarding how many people attended and how many sessions were run for
the lunch and learn sessions to provide some context. Also 5.1, how the OPCC has moved into equality
impact assessments and conducted 11, it would be useful to understand how many opportunities
there might have been so we can see scale and progression and how it is becoming embedded.

GR commented she would like further information about ‘so what’ to demonstrate what is achieved
from the positive details in the report.

The Chair thanked LO and the OPCC for providing the report.

It was agreed that:

e Further information to be included in the report in relation to the wider context of activity and
impact.
o The report was accepted.

862 — Item 14: Monitoring Officer Annual Report - Lisa Oldroyd

The report covers the period from the 15 April 2021 to the 315 March 2022 and provides details of the
background responsibilities of the Monitoring Officers role. A list of the activities undertaken has been
provided to ensure lawful and fair decisions are made, Public Interest Disclosure Policy, complaints
against the OPCC and Anti-Fraud and Corruption Policy.

In conclusion there have been no occasions where the Monitoring Officer has been concerned the PCC
or anyone from the OPCC was about to make a decision that was unlawful or would give rise to
maladministration so there have been no reports submitted to the Police and Crime Panel on that
basis.

It was agreed that:
e The report was accepted.
863 — Item 15: PCC Risk Register — Michael Porter

MP presented the report of the strategic risk register for the OPCC. All risks details have been
reviewed since the report was presented to the audit committee 6 months ago. The greatest risk,
finances and financial planning for the organisation has been reflected upon and escalated because
we have moved from a 4-year balance medium financial plan to a 2 year medium financial plan which
was set in February. There is also a need to be mindful of what is happening in the wider economy,
increase in inflation, pay awards and interest rates which will be reflected in the next financial plan.

There is also a risk due to the stability of the Chief Officer Team within the Force which is a significant
area of focus and scrutiny for the OPCC.LH questioned when we would anticipate gaps in the Chief
Officer Team would be filled. MP highlighted there is a national gap in the market and the Force are
working hard to resolve the issues and have temporary arrangements in place. GR added that this is
concerning and can have a huge impact on culture.

LH asked if the level of risk against fraud will ever reduce despite more stringent checks and controls
being introduced. Actions remain in place to review the policies around it to ensure they remain up
to date and the target risk is 8. MP feels 8 is a reasonable position and will add this information to the
next report.

It was agreed that:

e MP to add the target risk to the report for the next meeting.
o The report was accepted.





864 — Item 16: Annual Internal Audit Report 2021 — 2022 — Philip Church

PC highlighted the draft report was presented to the meeting in June. Two more pieces have been
added from Force Control Room and AOM, both of which have positive assurances and therefore have
not impacted on the final report.

It was agreed that:

e The report was accepted.

865 — Item 17: Internal Audit Progress Report September 2022 — Philip Church

PC presented the report which details progress towards the previously approved plan from the 30
June 2022.

It was agreed that:

e The report be noted.
866 — Item 18: Report of Internal Audit: Vetting May 2022 — Philip Church

PC presented the report showing a negative reassurance opinion. AP feels disappointed to read this
report and feels this issue has been coming up for years due to various issues. He feels the issue
appears to be getting worse and questions whether it is high enough in management priorities to
rectify the issue once and for all.

IW explained the issue is regularly discussed at Chief Officer Team meetings and to him the report
highlights the issues have been internally — where plans for additional resources have been put in
place. The committee requested an extra briefing on the issue of vetting to allow further exploration.
LO added this issue is also high on the PCC’s scrutiny agenda and is a routine item.

It was agreed that:

e Extra briefing session to be set up for members to gain further understanding of the vetting
issues before the next Audit Committee meeting.

867 — Item 19: Report of Internal Audit: Force Control Room June 2022 — Philip Church

PC presented the report detailing positive assurance from the 21/22 period and looks at the FCR to
ensure it has effective systems and procedures in place and that it is adequately resourced. GR
commented that we seem to have finally cracked this issue. AP expressed concern regarding page 4,
he feels anxious we don’t get in to a comfortable position. The Quality Manager needs to remain
accountable and ensure the smaller issues are still being tackled moving forward. The QM was new
in post when this audit was completed but they will be scrutinised as part of the next audit in March.
The Chair added this is great evidence for HMICFRS.

It was agreed that:

o The report was accepted.





868 — Item 20: Report of Internal Audit: Firearms Licensing August 2022 — Philip Church

PC presented the report which shows positive assurance. The report looked at the Force aligning with
the Home Office guidelines for firearms. There are a few outstanding actions which should be
completed by the next report is produced.

It was agreed that:

e The report was accepted.

869 — Item 21: Report of Internal Audit: Cyber Security Review August 2022 — Phil Church

The cyber review was carried out by one of the IT specialists and the report documents key points
including who from the Force is responsible for cyber security. It also highlights a few issues and
actions required to resolve them. LH questioned password security, GC added password update
requests a sent out periodically and have a criteria to meet to ensure passwords are secure. MP
guestioned why it is given a high recommendation but then a reasonable level of assurance. PC
explained overall, they are happy the other criteria are met so overall can still be graded as reasonable
level of assurance.

It was agreed that:

o The report was accepted.

870 — Item 22: Schedule of Works — Michael Porter

MP has set out a template for the timetable of work for the next 18 months for the committee. The
current terms of reference are also attached to the report. If members would like to discuss them,
they can contact MP outside of the meeting. The schedule of work is also attached, which details what
is going to be brought to the meeting over the coming year. AP commented it is positive to schedule
meetings at a regular time, the last Thursday of the month to help members plan around them. The
March meeting is scheduled for the 21°*which was questioned by AP. The Chair suggested it is to be
left as documented until it has been ratified by the official Chair. GR suggested her preference for the
meeting would be the 30" March.

LH highlighted an outdated version of the document is attached.

It was agreed that:

e Meeting dates to be ratified by Stuart Green and then circulated to all members.
e MP to add updated document to proposed schedule before it is published.

871 — Item 23: Audit Committee Annual Report — Michael Porter

MP has written the report on behalf of the Committee members and would welcome any comments,
amendments or feedback. There are a couple of points to highlight, the value for money conclusion
is to be put to the PCC and Chief Constable. The other area is the lack of a report in relation to the





SIRO and information governance which was an administrative oversight. There has been a lot of work
gone through the committee over the last 12 months and hopefully its provided a reasonable
oversight of the work carried out and provides the PCC and Chief Constable with a good oversight.
The group praised MP for pulling the report together. The Chair reiterated there is an open invitation
to the PCC and Chief Constable to attend these meetings and advised it is nice for members to see
them attend at least once a year to facilitate questions from members and welcome a new member
of staff in the case of the CC.

The Chair highlighted the reassurance that is required from management regarding the actions being
identified through internal audit are undertaken in a timely manner, so we have the relevant
reassurances those controls are in place. GC has received a recent report showing 32/35 actions have
now been closed down. ACC Fuller has been writing to people whose actions are over a year old
advising they must be ready for closure before Christmas if possible.

It was agreed that:

o The report was accepted.

The Chair closed the open session of the meeting.
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